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1. References
 [1] Draft ETSI TS 102 690 v0.13.3, Machine-to-Machine communication (M2M) Functional Architecture

2. Rationale
This contribution incorporates all agreed changes into Annex A proposed by contribution M2M(11)0537r3, M2M(11)0549r3, M2M(11)0560r1 and M2M(11)0562r1. All revision marks are kept as they’re in the original contributions.

Note that proposed changes to section 2.1 (Normative References) are also listed at the end, since it’s highly correlated to the modifications in Annex A.1.
3. Details of Contribution
***** Start of Proposed Change #1*****
[bookmark: _Toc295669443]Annex A (Normative): <mgmtObj> resources that contain the basic ETSI description
[bookmark: _Toc295669444]A.1 M2M Management Function List
This section provides all functions that are required in an ETSI M2M system for Remote Entity Management. Some ofSuch these functions are exposed to applications via mIaprovided by ETSI M2M specific management resources and/or the management resources mapped from the . Eequivalent functions or Management Object data models  in of OMA-DM  and BBF-TR069 as shown in Table A-1. standards are also compared and analyzed in order to leverage the existing work, find gaps and prioritize the standardization work in rel-1.
The M2M management functionalities functions are divided into following packages:
· General Management (GenEN-xxx): Allows retrieving general information of the M2M Device or Gateway, and provides generic mechanism applicable to different specific management functions.
· Configuration Management (CfgFG-xxx): Allows configuration of the device capabilities and features for supporting M2M services and applications, including activating / deactivating device hardware components or I/Os in the M2M Device or Gateway.
· Diagnostic & Monitoring Management (D&mM-xxx): Allows running specific diagnostic tests on a device and collecting the results or alerts from the M2M Device or Gateway. This package is also called Fault and Performance Management.
· Software/Firmware Management (sfwSFW-xxx): Allows installation /update/removal of application specific or SCL related software / firmware in M2M Device or Gateway.
· Gateway Area Network Management (GtwANW-xxx): Allows M2M Gateway-specific configuration and M2M Area Network and Devices management through a M2M Gateway.
· SCL Management (SCLcl-xxx): Allows remote configuration and retrieval of M2M Device or Gateway service capability layer parameters. 
· Provisioning and activation: allows activation, deactivation, suspend, resume functions (this part is not handled in the current file for the time being)

Editor’s Note: The meaning of “Provisioning and activation” needs to be further clarified before being included in the TS for publication. Besides, there is no contribution plan on this package for rel-1. 
For each M2M management functionality listed, the priority level and the exposure via mIa are indicated. 
The list of attributes/sub-resources that shall be part of the basic sub-resource of mgmtObj are marked as “B” in the last column “Exposed via mIa”. Although the “Basic”ETSI M2M specific data model SHOULD be based on the “common” part of existing OMA-DM and TR069 data models, it MAY contain a management object/parameter which is missing from one existing model or another. The bottom line is that the management object/parameter MUST be supported by at least one existing data model. Any request to for the missing object/parameter of a M2M Device/Gateway which implements only OMA-DM or TR069 model is still allowed, but SHALL result in an error response (e.g. 404 not found).
Priority levels:	Comment by Yongjing: To be solved.
1: High  / 2: medium  / 3: low priority (can be delayed)
Rel-1 =  what is really needed for deployment, implementation.
Editor’s Note: The column of “Priority” is only used to indicate the importance of each functionality/parameter and will be removed when this document is finalized and incorporated in the normative TS. The functionality/parameter marked with higher priority should be developed in the first place in ETSI M2M Rel-1. The one marked with lower priority might be postponed to a later stage or release.
Note: Each functionality is exposed via mIa as a whole or not. There is no need to identify the exposure for each parameter inside certain functionality.
Each manageable parameter of certain functionality is identified as “Mandatory” or “Optional”. This doesn’t affect the presence of its parent functionality in a device instance. For example, a device MUST support battery/level parameter, only if it supports battery information monitoring functionality. However, a device may not support battery management at all.

Editor’s note: The meaning of “Mandatory / Optional” needs FFS. One option is to only specify mandatory parameters in “basic” ETSI data model, and leave optional parameters to “additional” existing DM/TR069 data model. Another option is to also support optional parameters in “basic” ETSI data model.ETSI M2M specific data model shall be supported as mandatory function, while others are optional at implementation discretion.
All management functions except for SCL Management are exposed to network applications via mIa reference point. The access to those functions is controlled by the accessRight resource associated with the corresponding management resources.
Note: The same Management Object parameter on the same device shall not be allowed to be modified by more than one management authority (e.g. NA) in REL-1this release. 
Table A-1Remote Entity The highlighted parameters (in green color) are agreed during a series of Management conference calls and plenary meetings.
Management Function List
	ID
	FunctionalityFunction
	ETSI mgmtObjresources and procedures
	Description
	Equivalent in OMA DM
	Equivalent in BBF-TR069

	GenEN-001
	Retrieve device manufacturing information 
	<sclBase>/scls/<scl>/mgmtObjs/deviceInfoetsiDeviceInfo
	The device manufacturing information includes device identifier, device type, manufacture information, version information, etc.
	DevInfo (DM StdObj 1.3)	Comment by Yongjing R1: Use normative references
urn:oma:mo:oma-dm-devinfo:1.0 [16]
DevDetail (DM StdObj 1.3)
urn:oma:mo:oma-dm-devdetail:1.1 [16]
	DeviceInfo (TR106 I1A3)[17]	Comment by Yongjing R1: Use normative references

	Gen-001.1
	
	
	Unique device identity assigned by the manufacturer. The uniqueness may be global or only valid within a certain domain (e.g. vendor-wise).
	DevInfo/DevId
	DeviceInfo.SerialNumber

	Gen-001.2
	
	
	The name/identifier of the device manufacturer
	DevInfo/Man
	DeviceInfo.Manufacturer
DeviceInfo.ManufacturerOUI

	Gen-001.3
	
	
	The name/identifier of the device model assigned by the manufacturer.
	DevInfo/Mod
	DeviceInfo.ModelName

	Gen-001.4
	
	
	The system language used by the device software/firmware.
	DevInfo/Lang
	n/a

	Gen-001.5
	
	
	The type (e.g. cell phone, photo frame, smart meter) or product class (e.g. X-series) of the device. 
	DevDetail/DevType
	DeviceInfo.ProductClass

	Gen-001.6
	
	
	The name of the Original Equipment Manufacturer.
	DevDetail/OEM
	n/a

	Gen-001.7
	
	
	The firmware version of the device.
	DevDetail/FwV
	n/a

	Gen-001.8
	
	
	The software version of the device. 
	DevDetail/SwV
	DeviceInfo.SoftwareVersion
DeviceInfo.AdditionalSoftwareVersion

	Gen-001.9
	
	
	The hardware version of the device.
	DevDetail/HwV
	DeviceInfo.HardwareVersion
DeviceInfo.AdditionalHardwareVersion

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Gen-002
	Retrieve device characteristics 	Comment by Yongjing r2: Propose to remove, since it’s not fully supported by existing DM/TR069 data model and some of the information can be provided by specific MOs (e.g. memory size)
	
	
	Not fully supported in OMA-DM (DiagMonMO can provide partial information), but covered by OMA-UAProfile and OMA-DPE
	?

	
	
	
	
	
	

	GenGEN-003002
	Enable/Disable a specific REM function
	CREATE/ DELETE corresponding <mgmtObj>
	Enable or Disable a specific REM function to be exposed via mIa by creating or deleting the corresponding <mgmtObj> resource in N-SCL.

The use cases include but not limited to adding a instance for a multi-instance manageable parameters/ objects (e.g. firmware/ software), and activate a management function only when it’s needed (e.g. disable wifi/camera when entering a restrict area)
	Add / Delete a corresponding MOmethod 
(DM v1.3)[9]
	AddObject / DeleteObject methoda corresponding MO (TR069 v1.1 I1A3)[13]

	GenGEN-004003
	Discover manageable objects / parameters
	Discover the <mgmtObj>
	Discover the manageable objects / parameters supported by the device at the run-time, especially for the “optional” or “multi-instance” ones.
	Get MO tree with attribute filter criteria (DM TND v1.3)[18]: 
?list=”Struct”
?list=”StructData”
?list=”TNDS”
?list=”MORoot”
?list=”MORootData”
	GetParameterNames method (TR069 v1.1 I1A3)[13]

	
	
	
	
	
	

	
	
	
	
	
	

	GEN-004
	Support RPC command execution
	<mgmtCmd>
	Performing RPC-like management command without an associated MO tree.
	n/a
	FactoryReset method [13]
Reboot method [13]
Upload method [13]
Download method [13]
ScheduleDownload method [13]
ScheduleInform method [13]
ChangeDUState method [13]


	
	
	
	
	
	

	CfgCFG-001
	Activate / deactivate device hardware components. And retrieve current status.
	<sclBase>/scls/<scl>/mgmtObjs/ deviceCapabilitiesetsiDeviceCapability
	The hardware components include camera, display, speaker, USB, GPS etc.
	DCMO (v1.0)
urn:oma:mo:oma-dcmo:1.0 [19]
	UserInterface (TR157 I1A3)[20]
SmartCardReader (TR157 I1A3)[20]
USBHosts (TR157 I1A3)[20]

	Cfg-001.1
	
	
	
	property=”Camera”
	n/a

	Cfg-001.2
	
	
	
	property=”Display”
	.UserInterface.LocalDisplay.

	Cfg-001.3
	
	
	
	property=”Speaker”
	n/a

	Cfg-001.4
	
	
	
	property=”USB”
	.USBHosts.Host.{i}.Enable

	Cfg-001.5
	
	
	
	property=”ExternalMemory”
	.SmartCardReader.{i}.Enable

	Cfg-001.6
	
	
	
	property=”GPS”
	

	Cfg-001.7
	
	
	indicates whether the Device Capability is removable and whether it is currently attached to the device
	<x>/Attached
	

	Cfg-001.8
	
	
	indicates whether the Device Capability is enabled or disaled
	<x>/Enabled
	

	Cfg-001.9
	
	
	
	Operations/Enable
Operations/Disable
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	CfgCFG-002
	Activate / deactivate communication modules.
And retrieve current status.
	etsiDeviceCapability<sclBase>/scls/<scl>/mgmtObjs/ commModules
	The communication modules include Bluetooth, WLAN, UPnP, etc.
	DCMO (v1.0)
urn:oma:mo:oma-dcmo:1.0 [19]
	UPNP (TR157 I1A3)[20]
WLAN-Configuration (TR098 I1A2)[22]

	
	
	
	
	property=”Bluetooth”
	n/a

	
	
	
	
	property=”WLAN”
	.WLAN-Configuration.{i}.Enable

	
	
	
	
	n/a
	.UPnP.Device.Enable

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	CfgCFG-003
	Reboot complete device
	<sclBase>/scls/<scl>/mgmtObjs/mgmtOperationsetsiReboot
	Support reboot level and timing control
	DiagMon (v1.1)
urn:oma:mo:oma-diag:restart:1.0 [21]

	Reboot method (TR069 v1.1 I1A3)[13]

	Cfg-003.1
	
	
	Execute reboot operation
	<x>/Operations/Start
	Reboot Method

	Cfg-003.2
	
	
	Specify the level of rebooting, (e.g. OS level, all applications, a specific application)
	<x>/DiagMonConfig/ConfigParms/RestartLevel 

	n/a

	Cfg-003.3
	
	
	Specify the timing requirement of rebooting (e.g. immediately, gracefully)
	<x>/DiagMonConfig/ConfigParms/RebootTiming
	n/a

	Cfg-003.4
	
	
	Specifies the application to be restarted in the case of single application restart
	<x>/DiagMonConfig/ConfigParms/AppReference
	

	CfgCFG-004
	Factory reset complete device
	etsiReboot<sclBase>/scls/<scl>/mgmtObjs/mgmtOperations
	Reset to factory default state
	LAWMO (v1.0)
urn:oma:mo:oma-lawmo:1.0 [23]

	Factory reset method (TR069 v1.1 I1A3)[13]

	
	
	
	Reset the device to factory default state.
	Operations/FactoryReset
	FactoryReset Method

	
	
	
	
	
	

	
	
	
	
	
	

	D&mM-001
	Monitor general device run-time parameters 
	n/a
	General run-time parameters include device uptime, roaming statue, etc.
	DevDetail (DM StdObj 1.3)
urn:oma:mo:oma-dm-devdetail:1.1[16]

	DeviceInfo  (TR106 I1A3, TR157 I1A1)[17][20]

	
	
	
	
	n/a
	.DeviceInfo.DeviceStatus
(Up/Initializing/Error/Disabled)

	
	
	
	
	n/a
	.DeviceInfo.UpTime

	
	
	
	
	DevDetail/Roaming
urn:oma:mo:oma-dm-devdetail:1.1
(0:no/1:yes/2:unknown)
	n/a

	
	
	
	
	
	

	D&mM-002
	Monitor battery information

	<sclBase>/scls/<<scl>/mgmtObjs/diagnostics/batteryetsiBattery
	Battery information includes current level, charging status, standby time, etc.
	 DiagMon (v1.1)
urn:oma:mo:oma-diag:batteryinfo:1.0 [21]
	n/a

	
	
	
	
	<x>/DiagMonData/<x>/BatteryStatus
	

	
	
	
	
	<x>/DiagMonData/<x>/BatteryLevel
	

	
	
	
	
	<x>/DiagMonData/<x>/BatteryStandbyTime
	

	
	
	
	
	<x>/DiagMonData/<x>/BatteryType <x>/DiagMonData/<x>/BatteryMan
<x>/DiagMonData/<x>/BatteryVer
<x>/DiagMonData/<x>/BatteryID
<x>/DiagMonData/<x>/BatteryDate
	

	D&mM-003
	Monitor memory status

	<sclBase>/scls/<scl>/mgmtObjs/diagnostics/memoryetsiMemory
	Memory status includes the available space, total space, etc.
	DiagMon (v1.1)
urn:oma:mo:oma-diag:memory:1.0 [21]

	DeviceInfo (TR157 I1A3)[20]

	
	
	
	
	<x>/DiagMonData/RAMAvail
	.DeviceInfo.MemoryStatus.Free

	
	
	
	
	<x>/DiagMonData/RAMTotal
	.DeviceInfo.MemoryStatus.Total

	
	
	
	
	<x>/DiagMonData/StorageIntAvail
	n/a

	
	
	
	
	<x>/DiagMonData/StorageIntTotal
	n/a

	
	
	
	
	<x>/DiagMonData/StorageExtAvail
	n/a

	
	
	
	
	<x>/DiagMonData/StorageExtTotal
	n/a

	
	
	
	
	<x>/DiagMonData/SMS
<x>/DiagMonData/MMS
	

	D&mM-004
	Monitor CPU and process information
	n/a
	CPU and process information includes the current usage of CPU, process id, etc.
	n/a
	DeviceInfo (TR157 I1A3)[20]

	
	
	
	
	n/a
	.DeviceInfo.ProcessStatus.CPUUsage

	
	
	
	
	n/a
	.DeviceInfo.ProcessStatus.Process.{i}.

	
	
	
	
	
	…

	D&mM-005
	Monitor temperature information
	n/a
	The temperature information of the device.
	n/a
	.DeviceInfo [20].TemperatureStatus.
TemperatureSensorNumberOfEntries
.DeviceInfo.TemperatureStatus. TemperatureSensor.{i}.
…

	
	
	
	
	
	

	D&mM-006
	Monitor radio metrics
	n/a
	The working performance of the radio interface(s) on the device
	DiagMon (v1.1)
urn:oma:mo:oma-diag:RFParms_3GPP_GSM:1.0 [21]

urn:oma:mo:oma-diag:RFParms_3GPP_UMTS:1.0 [21]
urn:oma:mo:oma-diag:RFParms_3GPP_LTE:1.0 [21]
	n/a

	
	
	
	
	
	

	D&mM-007
	Monitor NFC status
	n/a
	NFC parameters
	DiagMon (v1.1)
urn:oma:mo:oma-diag:NFC:1.0 [21]

	n/a

	
	
	
	
	
	

	D&mM-008
	Set diagnostic trap events notification.


	<sclBase>/scls/<scl>/mgmtObjs/diagnostics/trapetsiTrapEvent
	Such events include  temperature warning, short of memory, application exception, etc.NA shall subscribe (explicitly or implicitly) to its parent resource in order to be notified once an event notification is generated and sent from the D/GREM to the NREM over existing management protocol.
	DiagMonTrapMO (v1.2)
urn:oma:mo:oma-diagmontrap:1.0 [24]


DiagMonTrapEvents (v1.2)
urn:oma:mo:oma-diag:trap-geo:1.0 [25]

urn:oma:mo:oma-diag:trap-rxpwr:1.0 [25]
	SetParameterAttritutes method (TR069 I1A2)[13] with  .
NotificationChange argument.



	
	
	
	The unique identifier that specifies the meaning of this trap event.
	<x>/TrapID
	Name

	
	
	
	Enable/Disable this trap notification
	<x>/Enabled
	


	
	
	
	The filter criteria (e.g. high/low threshold, active/inactive) used to generate events. 
	DiagMonTrapMO (v1.2)
<x>/ToRef/TargetServer/<x>/Trigger
<x>/ToRef/TargetURI/<x>/Trigger

DiagMonTrapEvents (v1.2)
<x>/TrapConfig

	n/a

	
	
	
	Associated management tasks (e.g. reboot) to be performed upon this trap event.
	<x>/ToRef/TargetURI/<x>/URI
	n/a

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	D&mM-009
	Collect historical or statistical performance/ fault data (e.g. device/application crash logs, application usage statistics, network performance)
	<sclBase>/scls/<scl>/mgmtObjs/perfMgmt/etsiPerformanceLog
	Such data include  device/application crash logs, application usage statistics, network performance, etc.NA may RETIEVE the diagnostic data actively (e.g. by polling) from the ‘LogData’ parameter of its parent resource. 

NREM shall RETRIEVE the corresponding information from D/GREM using existing management protocol, if it’s not available.

NA may also subscribe (explicitly or implicitly) to the ‘LogData’ in order to be notified when the diagnostic data becomes available. 

NREM shall update the ‘LogData’ by RETRIEVEing the corresponding information from the D/GREM once a notification is received from the D/GREM using existing management protocol.
	DiagMon (v1.0)
urn:oma:mo:oma-diagmon:1.0 [26]


DiagMon (v1.1)
urn:oma:mo:oma-diag:trapeventlogging:1.0 [21]

urn:oma:mo:oma-diag:paniclog:1.0 [21]
urn:oma:mo:oma-diag:appmonlog:1.0 [21]

	DownloadDiagnostics ([17]TR106 I1A3, TR098 I1A2[22])
UploadDiagnostics [17][22](TR106 I1A3, TR098 I1A2)
IPPingDiagnostics [17][22](TR106 I1A3, TR098 I1A2)
TraceRouteDiagnostics [17][22](TR106 I1A3, TR098 I1A2)
SelfTestDiagnostics (TR157 I1A3)[20]
NSLookupDiagnostics  (TR157 I1A3)[20]
PeriodicStatistics (TR157 I1A3)[20]

	
	
	
	The unique identifier that specifies the meaning of this diagnostic function.
	DiagMon (v1.0)
<x>/DFID
	.PeriodicStatistics.SampleSet.{i}.Name

	
	
	
	Diagnostic data logged upon certain event of interests defined by this diagnostic function. 
	<x>/DiagMonData
	.SelfTestDiagnostics.Result
.PeriodicStatistics.SampleSet.{i}.Value

.xxxDiagnostics.yyy

	
	
	
	Operations to start or stop this diagnostic function.
	<x>/Operations/Start
<x>/Operations/Stop
	.PeriodicStatistics.SampleSet.{i}.Enable

	
	
	
	Current status of the diagnostic function (e.g. running, stopped).
	<x>/Status
	.SelfTestDiagnostics.DiagnosticsState
.PeriodicStatistics.SampleSet.{i}.Status

.xxxDiagnostics.DiagnosticsState

	
	
	
	The number of sets of buffered diagnostic data before notifying the management authority.
	<x>/DiagMonConfig/ReportCondition/Frequency
	.PeriodicStatistics.SampleSet.{i}.ReportSamples

	
	
	
	Maximum time interval for running this diagnostic function.
	<x>/DiagMonConfig/DefDuration
	

	
	
	
	Maximum memory/storage space used for storing the diagnostic data.
	<x>/DiagMonConfig/DefMemory
	

	
	
	
	Sampling interval for recording the diagnostic parameters.
	n/a
	.PeriodicStatistics.SampleSet.{i}.SampleInterval

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	SfwSFW-001
	Check current software/ firmware informationFirmware Management 
	<sclBase>/scls/<scl>/mgmtObjs/firmwares/

<scl>/mgmtObjs/softwares/etsiFirmware

	Checking firmware status, performing firmware download, update and removal operations.
	

FUMO (v1.0)
urn:oma:mo:oma-fumo:1.0 [27]

	Download Method [13]
Command in Signed Package [13]
.SoftwareModules. (TR157 I1A3)

	SFW-002
	Software Management
	etsiSoftware
	Checking software status, performing software download, (un)install, (de-)activate and removal operations.List of all manageable software/ firmware in the device
	
urn:oma:mo:oma-scomo:1.0 [28]

SCOMO: 
Inventory/Delivered/<x>
Inventory/Deployed/<x>

FUMO: can discover by searching the MOID, i.e. urn:oma:mo:oma-fumo:1.0
	.SoftwareModules. [20]
ChangeDUState Method [13].DeploymentUnit.
.ExecutionUnit.


	
	
	
	The unique identifier of each software/ firmware on the device. 
	SCOMO: 
Inventory/Delivered/<x>/PkgID
Inventory/Deployed/<x>/ID
Inventory/Deployed/<x>/PkgIDRef

FUMO:
<x>/…
	.DeploymentUnit.{i}.UUID
.DeploymentUnit.{i}.DUID
.ExecutionUnit.{i}.EUID


	
	
	
	The name of each software/ firmware
	SCOMO:
Inventory/Delivered/<x>/Name
Inventory/Deployed/<x>/Name

FUMO: 
<x>/PkgName
	.DeploymentUnit.{i}.Name
.ExecutionUnit.{i}.Name

	
	
	
	The version of each software/ firmware
	SCOMO:
Inventory/Deployed/<x>/Version

FUMO:
<x>/PkgVersion
	.DeploymentUnit.{i}.Version
.ExecutionUnit.{i}.Version

	
	
	
	Current status (e.g. active/ inactive/ installed/ uninstalled) of each software/ firmware.
	SCOMO:
Inventory/Delivered/<x>/State
Inventory/Deployed/<x>/State

FUMO: 
<x>/State
	.DeploymentUnit.{i}.Status
.ExecutionUnit.{i}.Status

	
	
	
	Human readable description of each software/ firmware
	SCOMO:
Download/<X>/Description
Inventory/Delivered/<x>/Description
Inventory/Deployed/<x>/Description
	.DeploymentUnit.{i}.Description
.ExecutionUnit.{i}.Description 

	
	
	
	
	
	

	Sfw-002
	Download and install new firmware/ software image
	<sclBase>/scls/<scl>/mgmtObjs/firmwares/	Comment by Yongjing R4: Firmware management and software management shall be separated into two different entries.

<scl>/mgmtObjs/softwares/

	
	SCOMO (v1.0)
urn:oma:mo:oma-scomo:1.0

FUMO (v1.0)
urn:oma:mo:oma-fumo:1.0
	Download Method
ChangeDUState Method
DUStateChangeComplete Method 
(TR069 v1.1 I1A3)
Command in Signed Package (TR069 v1.1 I1A3)

.SoftwareModules. (TR157 I1A3)

	
	
	
	Software/ firmware image data which is directly provided by the management authority
	SCOMO: Inventory/Delivered/<x>/Data

FUMO: 
<x>/Update/PkgData
	n/a

	
	
	
	The URL from which the software/ firmware image can be downloaded.
	SCOMO:
Download/<x>/PkgURL

FUMO:
<x>/Download/PkgURL
<x>/DownloadAndUpdate/PkgURL
	Download arg:
URL

	
	
	
	File/mime-type of the image
	SCOMO:
Download/<x>/PkgType
Inventory/Delivered/<x>/PkgType
	Download arg:
FileType

	
	
	
	Image size in bytes
	n/a
	Download arg:
FileSize

	
	
	
	Image name to be used on the target device
	SCOMO:
Inventory/Delivered/<x>/Name
Inventory/Deployed/<x>/Name

FUMO: 
<x>/PkgName
	Download arg:
TargetFileName



	
	
	
	Software/ firmware version contained in the image
	SCOMO:
Inventory/Deployed/<x>/Version

FUMO:
<x>/PkgVersion
	Command in Signed Package: 
Version



	
	
	
	The software / firmware version to be updated
	n/a
	ChangeDUState arg:
Version

	
	
	
	Human readable description of software/ firmware contained in the image
	SCOMO:
Download/<X>/Description
Inventory/Delivered/<x>/Description
Inventory/Deployed/<x>/Description
	Command in Signed Package: 
Description

	
	
	
	Username for downloading image from the given ImageURL
	n/a
	Download arg:
Username

ChangeDUState arg:
Username

	
	
	
	Password for downloading image from the given ImageURL
	n/a
	Download arg:
Password

ChangeDUState arg:
Password

	
	
	
	The (maximum/ minimum?) delayed seconds before executing the downloading or installation.
	n/a
	Download arg:
DelaySeconds

	
	
	
	Execution environment of the software/ firmware to be installed.
	SCOMO:
Download/<x>/EnvType
Inventory/Delivered/<x>/EnvType
Inventory/Deployed/<x>/EnvType
	Command in Signed Package: 
MinimumNon-VolatileStorage 
MinimumVolatileStorage Size
MinimumVersion 
MaximumVersion
RequiredAttributes

ChangeDUState arg:
ExecutionEnvRef

	
	
	
	Downloading/ installing status (e.g. Progressing/ complete)
	SCOMO:
Download/<x>/Status
Inventory/Delivered/<x>/Status
Inventory/Deployed/<x>/Status

FUMO: 
<x>/State
	DownloadResponse arg:
Status

DUStateChangeComplete arg:
CurrentState

.SoftwareModules.ExecutionUnit.{i}.Status

	
	
	
	Only download the software/ firmware image from the location specified by ImageURL.
	SCOMO:
Download/<x>/Operations/Download

FUMO:
<x>/Download
	Download method



	
	
	
	Install and activate the downloaded software/ firmware.
	SCOMO:
Download/<x>/Operations/DownloadInstall
Inventory/Delivered/<x>/Operations/Install

FUMO:
<x>/Update
<x>/DownloadAndUpdate
	Command in Signed Package: 
ExtractFile 
ExtractVersioned File 
AddFile 
AddVersionedFile
MoveFile 
MoveVersionedFile
Reboot 
FormatFileSystem

ChangeDUState arg:
InstallOpStruct
UpdateOpStruct

	
	
	
	Timeout control for downloading and installation progress.
	n/a
	Command in Signed Package: 
RecoverableTimeout 
UnrecoverableTimeout 
InitialTimeout 
InitialActivityTimeout

	Sfw-003
	Remove software / firmware components
	
	
	SCOMO (v1.0)
urn:oma:mo:oma-scomo:1.0
	Command in Signed Package 
ChangeDUState method
(TR069 v1.1 I1A3)

	
	
	
	Uninstall the software/ firmware and retain the image.
	Inventory/Deployed/<x>/Operations/Remove
	Command in Signed Package: RemoveFile 
RemoveVersioned File
RemoveSub-Tree

ChangeDUState arg:
UninstallOpStruct

	
	
	
	Remove the software/firmware image from the device.
	Inventory/Delivered/<x>/Operations/Remove
	Command in Signed Package: RemoveFile 
RemoveVersioned File
RemoveSub-Tree

ChangeDUState arg:
UninstallOpStruct (implicitly removed depending on implementation)

	Sfw-004
	Activate/ Deactivate software components
	
	
	SCOMO (v1.0)
urn:oma:mo:oma-scomo:1.0
	.SoftwareModules. (TR157 I1A3)

	
	
	
	Install the downloaded software/ firmware into an inactive state.
	Download/<x>/Operations/DownloadInstallInactive
Inventory/Delivered/<x>/Operations/InstallInactive
	

	
	
	
	Activate the installed software 
	Inventory/Deployed/<x>/Operations/Activate
	SoftwareModules.ExecutionUnit.{i}.RequestedState

	
	
	
	Deactivate the software and remain installed.
	Inventory/Deployed/<x>/Operations/Deactivate
	SoftwareModules.ExecutionUnit.{i}.RequestedState

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	GtwANW-001
	Show list of devices attached to the gateway Management of attached D’ (d) devices
	<sclBase>/scls/<scl>/mgmtObjs/gatewayAttachDevicesattachedDevices


	List of attached D’ (or d) devices and the MOs thereof
	GwMO (v1.0)
urn:oma:mo:oma-gwmo-deviceinventory:1.0 [29]

	InternetGatewayDevice.LANDevice (TR098 I1A2)[22]

	GtwANW-002
	Report device attach/detach events
	SUBSCRIBE/ NOTIFY procedures
	Gateway can report the events of the (de)attachment of D’ devices
	GwMO (v1.0)
urn:oma:mo:oma-gwmo-config:1.0 [29]

	Active Notification (TR069 v1.1 I1A3)[13]

	GtwANW-003
	Fan-out management 
	Reuse <group> resource
	A single operation performed on a number of devices. (e.g. bulk firmware upgrade, group-based operations)
	GwMO (v1.0)
urn:oma:mo:oma-gwmo-imageinventory:1.0 [29]
urn:oma:mo:oma-gwmo-fanout:1.0 [29]
	n/a

	ANW-004
	Area Network Management
	etsiAreaNwkInfo
etsiAreaNwkDeviceInfo
	Configuring or monitoring the area network specific parameters (e.g. MTU, network type).
	n/a
	n/a

	
	
	
	
	
	

	
	
	
	
	
	

	SclSCL-001
	Registration Configuration/ Retrieval	Comment by Yongjing: Registration parameters could be re-configured after a successful “initial” registration.
	etsiScl
	Default parameters/policies related to SCL registration (e.g. target SCL list, expiration duration, accessRightID, searchStrings)
	n/a
	n/a

	Scl-001.1
	
	
	The target remote SCL with which the local D/G-SCL is going to register when powered on.
	n/a
	n/a

	Scl-001.2
	
	
	The name of the local D/G-SCL to be registered 
	n/a
	n/a

	Scl-001.3
	
	
	See <scl> attribute definitions
	n/a
	n/a

	Scl-001.4
	
	
	See <scl> attribute definitions
	n/a
	n/a

	Scl-001.5
	
	
	See <scl> attribute definitions
	n/a
	n/a

	Scl-001.6
	
	
	See <scl> attribute definitions
	n/a
	n/a

	Scl-001.7
	
	
	See <scl> attribute definitions
	n/a
	n/a

	Scl-0018
	
	
	See <scl> attribute definitions
	n/a
	n/a

	Scl-001.9
	
	
	See <scl> attribute definitions
	n/a
	n/a

	Scl-001.10
	
	
	A NA may issue a EXECUTE method to “applyNow” to make all other parameters to take effect immediately after re-configuration,
	n/a
	n/a

	SclCL-002
	Announcement Configuration/ Retrieval
	etsiScl
	Default parameters/policies related to announcement (e.g. announcedTo list, expiration duration)
	n/a
	n/a

	
	
	
	Set default announcedTo list for D/G-SCL to announce local resources to remote SCLs (especially when the application doesn’t specify the announceTo attribute when creating resources).
	n/a
	n/a

	
	
	
	Default expiration time of the announced resources.
	n/a
	n/a

	
	
	
	
	n/a
	n/a

	Scl-003
	G-SCL specific Configuration/ Retrieval
	
	
	n/a
	n/a

	
	
	
	Limits the max number of devices (or DAs) that could register with this G-SCL.
	n/a
	n/a

	
	
	
	Set a black/white list to control which device (or DA) can register with this G-SCL
	n/a
	n/a

	
	
	
	
	n/a
	n/a

	
	
	
	
	n/a
	n/a

	
	
	
	
	n/a
	n/a

	SclSCL-004003
	Misc
	etsiScl
	Other default parameters/policies (e.g. Max number of discovery records)
	n/a
	n/a

	
	
	
	Online/offline time schedule. Similar to “schedule” attribute?
	M
	n/a

	
	
	
	Limits the max number of resulting records stored in the discovery resource when perform a “Discover” method in this local SCL.
	O
	n/a

	
	
	
	Size in bytes…
	O
	n/a

	
	
	
	The default accessRight resource to be created locally in this SCL when powered on. The created accessRightID is to be used in the D/G-SCL registration.
	O
	n/a

	
	
	
	Default communication mechanism for reporting responses (synchronous, semi-synchronous, asynchronous)
	O
	n/a

	Scl-005
	SCL Activation/ De-activation
	
	
	
	n/a

	
	
	
	
	
	



[bookmark: _Toc295669445]A.2 ETSI M2M specific Management Objects Data Model
[bookmark: _Toc295669446]A.2.1 General
Editor’s Note: 
This section illustrates several <mgmtObj> instance examples. The placeholder for this section, which may be in an annex or a separate document. is for further study. In addition, this section could expand as we need to define more <mgmtObj> instances.   
As an example, Figure 6.x3 shows three <mgmtObjs> instances: battery, memory, and firmware. Under the <mgmtObj> instance battery, there are two <parameters> instances: basic and addition [2]: 
· basic: as a <parameters> instance, the resource basic will contain some basic <parameters> or <parameter> instances to be defined to perform corresponding management functions
· additional: as a <parameters> instance, the resource additional will contain some other additional <parameters> or <parameter> instances to be defined to perform corresponding management functions
 (
k
0-1
1
1
1
mgmtObjs
”attribute”
n
subscriptions
1
battery
memory
1
firmware
subscriptions
1
additional
basic
”attribute”
)
Figure A.2.1 An <mgmtObj> Instance Example for Battery Management
The multiplicity of “basic” and “additional” is FFS.

A.2.2 1 Resource etsiSclCLMo Management Object
Editor’s note: (to be endorsed by OMA-DM and BBF-TR069)
Editor’s Note: The structure of etsiSclCLMoO is to be developed by ETSI TC M2M. The final outcome of etsiSclCLMoO shall be endorsed by OMA-DM and/or BBF-TR069 so that remote configuration of D/G-SCL can be implemented through the existing DM/TR069 management procedures over mId reference points.
Editor’s Note: The following MO structure is only presented as an example for the moment. The details are for further study.


 (
SCLMO
) (
registration
…
) (
announcement
mgmtObjs
) (
G-SCL
<mgmtObj>
) (
misc
contentType = “ETSI M2M SCLMO”
) (
registeredSCLs
content
) (
localName
SCLMO
) (
pocs
registration
) (
<x>
announcement
) (
<x>
G-SCL
) (
onlineStatus
misc
) (
serverCapability
registeredSCLs
) (
schedule
localName
) (
expirationTime
pocs
) (
accessRightID
<x>
) (
searchStrings
<x>
) (
announcedTo
onlineStatus
) (
expirationTime
serverCapability
) (
maxNumOfDevices
schedule
) (
onOffPeriods
expirationTime
) (
maxNumOfDiscRecords
accessRightID
) (
defaultAccessRights
searchStrings
) (
reportingMechanism
announcedTo
) (
activation
expirationTime
)








Figure A.2.2.1 SCLMO structure

The etsiSclMo resource shall contain the following sub resources:
	subResource
	Mandatory/Optional
	Multiplicity
	Description

	
	
	
	

	Subscriptions
	M
	1
	See xxx. 

	sclMoAction
	M
	1
	A sub-resource that contains the action to be executed



and the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See xxx. 

	accessRightID
	M
	RW
	See xxx.

	searchStrings
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	moID
	M
	WO
	See xxx

	originalMO
	M
	WO
	See xxx

	Description
	O
	RW
	the text-format description of mgmtObj

	reg_TtargetNsclList

	M
	RW
	A list of NSCLs that the D/G-SCL may use in order to perform a new registration (after reboot or not).

	reg_eExpirationTimeDuration
	OM
	RW
	This represents the expiration timeduration of the next registration. This parameter shall not  be set to zero. 
Any negative value stands for infinite duration.

	reg_aAccessRightID
	OM
	RW
	See xxx.

	reg_sSearchStrings
	OM
	RW
	This allows to modify the criteria for discovery of D/G-SCL

	announcedToSclList
	M
	RW
	Set default announcedTo-SCL list for D/G-SCL to announce local resources to remote SCLs (especially when the application doesn’t specify the announceTo attribute when creating resources).

	maxNumberOfDiscovRecords
	O
	RW
	Limits the maximum number of resourceURIs contained in a discovery result.
This attribute and the maxSizeOfDiscovAnswer attribute are mutually exclusive.

	maxSizeOfDiscovAnswer
	O
	RW
	The maximum size of the Discovery Answer. This value is expressed in bytes and is useful for very constrained devices.
This attribute and the maxNumberOfDiscovRecords attribute are mutually exclusive.

	actionStatus
	M
	RO
	Indicates the status of the Action (including a progress indicator, a final state and a reminder of the requested action)





To make a D/G-SCL remotely manageable, a <mgmtObj> resource has to be created in N-SCL based on the SCLMO structure above. The “content” sub-resource of the created <mgmtObj> resource shall contain the SCLMO structure as in Figure y.
 (
…
maxNumOfDevices
mgmtObjs
onOffPeriods
<mgmtObj>
maxNumOfDiscRecords
contentType = “ETSI M2M SCLMO”
defaultAccessRights
content
reportingMechanism
SCLMO
activation
)

Figure A.2.2.2 <mgmtObj> resource generated based on SCLMO
The names of the <mgmtObj> resources described in this section are reserved and shall not be used for any other purpose.

The etsiSclMo is used by a NSCL in order to configure some parameters in a D/G-SCL. The new parameters are taken into account for example after a reboot

Open issue: do we need to add a parameter for indicating whether the new parameters have to be taken into account immediately (i.e. by triggering a new registration), or after the next reboot ?

A.2.1.1 sclMoAction resource



Figure A.2.2.1 Structure of the sclMoAction resource

The sclMoAction resource shall contain the following sub resource:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	subscriptions
	M
	1
	See xxx. 



and the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	reRegistration
	O
	RW
	This action allows to immediately apply the new attributes by triggering a re-registration.
Note: an explicit de-registration shall be performed by removing the corresponding registered <scl> resource, not by sclMo handling.




The execution of the action is triggered by the UPDATE of the corresponding action attribute.
A subsequent action shall not be authorized before the completion of the previous one.





[bookmark: _Toc299277219]A.2.3 2 Resource etsiDeviceInfo
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subscriptions
”attribute”
deviceId
hardwareVersion
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deviceType
firmwareVersion
softwareVersion
etsiDeviceInfo
)
Figure A.2.3.  Structure of the etsiDeviceInfo resource
The etsiDeviceInfo resource shall contain the following sub resources:
	subResource
	Mandatory/Optional
	Multiplicity
	Description

	
	
	
	

	Subscriptions
	M
	1
	See xxx. 



and the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See xxx. 

	accessRightID
	M
	RW
	See xxx.

	searchStrings
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	contentType
	M
	RO
	Editor's note: The format of this attribute is FFS.

	moID
	M
	WO
	See xxx

	originalMO
	M
	WO
	See xxx

	Description
	O
	RW
	the text-format description of mgmtObj

	deviceId
	M
	RW
	Unique device identity assigned by the manufacturer. The uniqueness may be global or only valid within a certain domain (e.g. vendor-wise).

	Manufacturer
	M
	RW
	The name/identifier of the device manufacturer

	Model
	M
	RW
	The name/identifier of the device mode assigned by the manufacturer

	deviceType
	M
	RW
	The type (e.g. cell phone, photo frame, smart meter) or product class (e.g. X-series) of the device

	firmware Version
	M
	RW
	The firmware version of the device

	softwareVersion
	M
	RW
	The software version of the device
Editor’s note: the meaning of this attribute needs to be further clarified.

	hardwareVersion
	M
	RW
	The hardware version of the device



Editor’s note: in this description and in all the other descriptions related to the basic part of the <mgmtObj> resources, it is supposed that a way for subscribing to attributes is existing.
[bookmark: _Toc295669449][bookmark: _Toc298372389]A.2.4  3  Resource etsiDeviceCapability
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)
Figure A.2.4  Structure of the etsiDeviceCapability resource
The etsiDeviceCapability resource shall contain the following sub resources:
	subResource
	Mandatory/Optional
	Multiplicity
	Description

	
	
	
	

	<capabilityInstance>
	O
	0::n
	The sub-resource that contains the information about one of the capabilities  of a  device (e.g. camera, display, external storage, communication module, …)

	Subscriptions
	M
	1
	See xxx. 



and the following attributes:

	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See xxx. 

	accessRightID
	M
	RW
	See xxx.

	searchStrings
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	contentType
	M
	RO
	Editor's note: The format of this attribute is FFS.

	moID
	M
	WO
	See xx

	originalMO
	M
	WO
	See xx

	description
	O
	RW
	the text-format description of mgmtObj



[bookmark: _Toc295669450][bookmark: _Toc298372390]A.2.43.1  <capabilityInstance> resource






Figure A.2.4.1 Structure of the <capabilityInstance> resource
The <capabilityInstance> resource shall contain the following sub resources:
	subResource
	Mandatory/Optional
	Multiplicity
	Description

	
	
	
	

	capabilityAction
	M
	1
	A sub-resource that contains the actions to be executed. 

	subscriptions
	M
	1
	See xxx. 



and the following attributes:

	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	originalMO
	M
	WO
	See xx

	capabilityName
	M
	RWO
	The name of the capability

	attached
	M
	RO
	Indicates whether the capability is attached to the device or not.

	
	
	
	

	statusActionactionStatus
	M
	ROW
	 Indicates the status of the Action (including a progress indicator, a final state and a reminder of the requested action)




.
[bookmark: _Toc298372391]A.2.43.2  capabilityAction resource






Figure A.2.4.2 Structure of the capabilityAction resource

The capabilityAction resource shall contain the following sub resource:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	subscriptions
	M
	1
	See xxx. 



and the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	originalMO
	M
	WO
	See xx

	enable
	O
	RW
	The action that allows to enable the device capability

	disable
	O
	RW
	The action that allows to disable the device capability




The execution of an action is triggered by the UPDATE of the corresponding action attribute.
A subsequent action shall not be authorized before the completion of the previous one.

[bookmark: _Toc299277225][bookmark: _Toc298372392]A.2.5 4 Resource etsiBattery
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Figure A.2.5 Structure of the etsiBattery resource
The etsiBattery resource shall contain the following sub resources:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	
	
	
	

	<batteryInstance>
	O
	0..n
	A sub-resource that contains the information about one of the batteries of a device

	subscriptions
	M
	1
	See xxx. 



and the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See xxx. 

	accessRightID
	M
	RW
	See xxx.

	searchStrings
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	contentType
	M
	RO
	Editor's note: The format of this attribute is FFS.

	moID
	M
	WO
	See xx

	originalMO
	M
	WO
	See xx

	description
	O
	RW
	the text-format description of mgmtObj

	standbyTime
	M
	RW
	The estimated time or operation based on the current level of all batteries

Editor’s note: to clarify with OMA-DM about the StandByTime in battery MO.



[bookmark: _Toc298372393]A.2.54.1 Resource <batteryInstance>
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Figure A.2.5.1 Structure of the <batteryInstance> resource
The <batteryInstance> resource shall contain the following sub resources:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	
	
	
	

	subscriptions
	M
	1
	See xxx. 



and the following attributes:

	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	originalMO
	M
	WO
	See xx

	level 
	M
	RW
	The current battery level

	 status
	M
	RW
	Indicates the status of the battery



[bookmark: _Toc299277226][bookmark: _Toc298372394]A.2.6 5 Resource etsiMemory
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Figure A.2.6 Structure of the etsiMemory resource
The etsiMemory resource shall contain the following sub resources:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	
	
	
	

	subscriptions
	M
	1
	See xxx. 



and the following attributes:

	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See xxx. 

	accessRightID
	M
	RW
	See xxx.

	searchStrings
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	moID
	M
	WO
	See xx

	originalMO
	M
	WO
	See xx

	contentType
	M
	RO
	Editor's note: The format of this attribute is FFS.

	RAMAvailable
	M
	RW
	The current available amount of RAM

	RAMTotal
	M
	RW
	The total amount of RAM



[bookmark: _Toc299277228][bookmark: _Toc298372395]A.2.7 6 Resource etsiTrapEvent
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Figure A.2.7  Structure of the etsiTrapEvent resource

The etsiTrapEvent resource shall contain the following sub resources:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	
	
	
	

	<trapInstance>
	O
	0...n
	The sub-resource that contains information about one trapEvent supported by a device

	subscriptions
	M
	1
	See xxx. 



and the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See xxx.

	accessRightId
	M
	RW
	See xxx.

	searchStrings
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	contentType
	M
	RO
	See xxx.

	moID
	M
	WO
	See xx

	originalMO
	M
	WO
	See xx

	description
	O
	RW
	the text-format description of mgmtObj
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Figure A.2.7.1 Structure of the <trapInstance> resource

The <trapInstance> resource shall contain the following sub resources:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	trapEventAction
	M
	1
	A sub-resource that contains the action to be executed.

	Subscriptions
	M
	1
	See xxx. 



And the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	M
	RW
	See xxx.

	CreationTime
	M
	RO
	See xxx.

	LastModifiedTime
	M
	RO
	See xxx.

	OriginalMO
	M
	WO
	See xx

	trapId
	M
	RW
	The identifier that specifies the meaning of the trap event

	enabled
	M
	RW
	Enable/Disable this trap notification

	eventOccured
	M
	ROW
	Indicated the occurrence of the event.
Editor’s note: this attribute indicates that the event was raised in the device. The management server was warned and has to warn the Network Application by using this attribute. The format of this attribute is FFS. It could be a Boolean, a time stamp or even a circular buffer … 

	actionStatus
	M
	RO
	Indicates the status of the Action (including a progress indicator, a final state and a reminder of the requested action).





A.2.6.2  trapEventAction resource




Figure A.2.7.2 Structure of the trapEventAction resource

The trapEventAction resource shall contain the following sub resource:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	subscriptions
	M
	1
	See xxx. 



and the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	enable
	O
	RW
	The action that enables the Trap mode

	disable
	O
	RW
	The action that disables the Trap mode




The execution of an action is triggered by the UPDATE of the corresponding action attribute.
A subsequent action shall not be authorized before the completion of the previous one.

A.2.8  7  Resource etsiPerformanceLog




Figure A.2.8 Structure of the etsiPerformanceLog resource
The etsiPerformanceLog resource shall contain the following sub resources:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	perfLogAction
	M
	1
	A sub-resource that contains the action to be executed. 

	subscriptions
	M
	1
	See xxx. 



and the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See xxx. 

	accessRightID
	M
	RW
	See xxx.

	searchStrings
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	moID
	M
	WO
	See xx

	originalMO
	M
	WO
	See xx

	logTypeId
	M
	RW
	Identifies the type of log that is concerned by the action

	logData
	M
	R
	Diagnostic data logged upon event of interests defined by this diagnostic function. The format of LogData is implementation dependent. It could be an XML file, a JSON document, or any other encoding format.

	statusActionactionStatus
	M
	RWRO
	 Indicates the status of the Action (including a progress indicator, a final state and a reminder of the requested action)




[bookmark: _Toc298372398]A.2.87.1  Resource perfLogAction 






Figure A.2.8.1 Structure of the perfLogAction resource

The perfLogAction resource shall contain the following sub resource:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	subscriptions
	M
	1
	See xxx. 



and the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	originalMO
	M
	WO
	See xx

	start
	O
	RW
	The action that allows to start the log corresponding to the mentioned logTypeId

	stop
	O
	RW
	The action that allows to stop the log corresponding to the mentioned logTypeId




The execution of an action is triggered by the UPDATE of the corresponding action attribute.
A subsequent action shall not be authorized before the completion of the previous one.
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Figure A.2.9  Structure of the etsiFirmware resource
The etsiFirmware resource shall contain the following sub resources:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	<fwInstance>
	O
	0.n
	The sub-resource that contains the information about one firmware of the device

	subscriptions
	M
	1
	See xxx. 



and the following attributes:

	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See xxx. 

	accessRightID
	M
	RW
	See xxx.

	searchStrings
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	moID
	M
	WO
	See xx

	originalMO
	M
	WO
	See xx

	contentType
	M
	RO
	Editor's note: The format of this attribute is FFS.

	description
	O
	RW
	the text-format description of mgmtObj
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Figure A.2.9.1 Structure of the <fwInstance> resource.
The <fwInstance> resource shall contain the following sub resources:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	fwAction
	M
	1
	A sub-resource that contains the actions to be executed. 

	subscriptions
	M
	1
	See xxx. 


and the following attributes:

	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	originalMO
	M
	WO
	See xx

	firmwareName
	M
	RW
	The name of the firmware to be used on the device

	firmwareVersion
	M
	RW
	The version of the concerned firmware

	firmwareURL
	M
	RW
	The URL from which the firmware image can be downloaded

	statusActionactionStatus
	M
	ROW
	  Indicates the status of the Action (including a progress indicator, a final state and a reminder of the requested action)
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Figure A.2.9.2 Structure of the fwAction resource.


The fwAction resource shall contain the following sub resource:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	subscriptions
	M
	1
	See xxx. 



and the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	originalMO
	M
	WO
	See xx

	download
	O
	RW
	The action that allows to download a new firmware

	update
	O
	RW
	The action that allows to install a new firmware previously downloaded

	downloadAndUpdate
	O
	RW
	The action that allows to download then install a new firmware in a single operation.

	remove
	O
	RW
	The action that allows to remove a firmware package previously downloaded.




The execution of an action is triggered by the UPDATE of the corresponding action attribute.
A subsequent action shall not be authorized before the completion of the previous one.
[bookmark: _Toc299277236][bookmark: _Toc295669459][bookmark: _Toc298372402]A.2.10 9 Resource etsiSoftware
 (
etsiSoftware
<swInstance>
0
-n
”attribute”
subscriptions
)
Figure A.2.10 Structure of the etsiSoftware resource
The etsiSoftware resource shall contain the following sub resources:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	<swInstance>
	O
	0..n
	The sub-resource that contains the information about one piece of software of the device

	subscriptions
	M
	1
	See xxx. 




and the following attributes:

	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See xxx. 

	accessRightID
	M
	RW
	See xxx.

	searchStrings
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	moID
	M
	WO
	See xx

	originalMO
	M
	WO
	See xx

	contentType
	M
	RO
	Editor's note: The format of this attribute is FFS.

	description
	O
	RW
	the text-format description of mgmtObj
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Figure A.2.10.1 Structure of the <swInstance> resource
The <swInstance> resource shall contain the following sub resources:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	swAction
	M
	1
	A sub-resource that contains the action to be executed. 

	subscriptions
	M
	1
	See xxx. 



and the following attributes:

	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	originalMO
	M
	WO
	See xx

	softwareName
	M
	RW
	The name of the software

	softwareVersion
	M
	RW
	The version of the software

	softwareURL
	M
	RW
	The URL of the software to be downloaded

	
	
	
	

	
	
	
	

	statusActionactionStatus
	M
	ROW
	 Indicates the status of the Action (including a progress indicator, a final state and a reminder of the requested action)
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Figure A.2.10.2 Structure of the swAction resource.


The fwAction resource shall contain the following sub resource:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	subscriptions
	M
	1
	See xxx. 



and the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	originalMO
	M
	WO
	See xx

	download
	O
	RW
	The action that allows to download a new software

	downloadAndInstall

	O
	RW
	The action that allows to download then install a new software in a single operation 

	install
	O
	RW
	The action that allows to install a software. previously downloaded

	remove
	O
	RW
	The action that allows to remove a software package previously downloaded.

	activate
	O
	RW
	The action that allows to activate a software previously installed

	deactivate
	O
	RW
	The action that allows to deactivate a software




The execution of an action is triggered by the UPDATE of the corresponding action attribute.
A subsequent action shall not be authorized before the completion of the previous one.
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Figure A.2.11 Structure of the etsiReboot resource
The etsiReboot resource shall contain the following sub resources:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	rebootAction
	M
	1
	A sub- resource that contains the action to be executed. 

	subscriptions
	M
	1
	See xxx. 



and the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See xxx. 

	accessRightID
	M
	RW
	See xxx.

	searchStrings
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	moID
	M
	WO
	See xx

	originalMO
	M
	WO
	See xx

	contentType
	M
	RO
	Editor's note: The format of this attribute is FFS.

	rebootLevel
	M
	RW
	Specify the level of rebooting, (e.g. OS level, all applications, a specific application)

	rebootTiming
	M
	RW
	Specify the timing requirement of rebooting (e.g. immediately, gracefully)

	applicationRef
	M
	RW
	Indicates which application has to be rebooted

	
	
	
	

	statusActionactionStatus
	M
	ROW
	 Indicates the status of the Action (including a progress indicator, a final state and a reminder of the requested action)
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Figure A.2.11.1 Structure of the rebootAction resource

The rebootAction resource shall contain the following sub resource:

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	subscriptions
	M
	1
	See xxx. 



and the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	originalMO
	M
	WO
	See xx

	reboot
	O
	RW
	The action that allows to reboot the device

	factoryReset
	O
	RW
	The action that allows to make the device returning to the factory settings




The execution of an action is triggered by the UPDATE of the corresponding action attribute.
A subsequent action shall not be authorized before the completion of the previous one.
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Figure A.2.12  Structure of the etsiAreaNwkInfo resource

The etsiAreaNwkInfo resource shall contain the following sub resources:
	subResource
	Mandatory/Optional
	Multiplicity
	Description

	<areaNwkInstance>
	M
	0::n
	The sub-resource that contains the information about one of the M2M area networks connecting to the same M2M GW.   

	subscriptions
	M
	1
	See xxx. 



and the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See xxx. 

	accessRightID
	M
	RW
	See xxx.

	searchStrings
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	contentType
	M
	RO
	Editor's note: The format of this attribute is FFS.

	moID
	M
	WO
	See xxx

	originalMO
	M
	WO
	See xxx

	description
	O
	RW
	the text-format description of MO

	numOfAreaNwks
	M
	RO
	The number of area networks attached with the M2M GW
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Figure A.2.12. 1 Structure of the <areaNwkInstance> resource


The <areaNwkInstance> resource shall contain the following sub resources:
	subResource
	Mandatory/Optional
	Multiplicity
	Description

	listOfDevices
	M
	1
	It is a group instance as defined in current M2M functional architecture. 

Each member of listOfDevices is actually a reference to a corresponding <GSCL>/attachedDevices/<deviceInstance>


	areaNwkTypeInfo
	M
	1
	It is the placeholder to contain parameters specific to a type of M2M area networks, as denoted by the attribute, “areaNwkType”. For example, if areaNwkType shows that the M2M area network is 6LoWPAN, areaNwkTypeInfo will contain 6LoWPAN-specific parameters. 

It will at least contain an “addressType” attribute  to show the address type of this M2M area network. It could be IPv4, IPv6, non-IP, etc

	subscriptions
	M
	1
	See xxx. 



and the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See xxx. 

	accessRightID
	M
	RW
	See xxx.

	searchStrings
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	contentType
	M
	RO
	Editor's note: The format of this attribute is FFS.

	originalMO
	M
	WO
	See xxx

	description
	O
	RW
	the text-format description of this MO

	areaNwkType
	M
	RW
	The type of this area network instance, such as bluetooth/6LoWPAN, 802.15.4/6LoWPAN, WiFi, PLC, etc

	MTU
	M
	RO
	The maximum transmission unit in this area network instance <areaNwkInstance>



[bookmark: _Toc299277240]A.13 12 Resource etsiAreaNwkDeviceInfo

 (
*
etsiAreaNwkDeviceInfo
“
attribute”
n
subscriptions
1
<areaNwkDeviceInfoInstance>
)
Figure A.13 Structure of the etsiAreaNwkDeviceInfo resource


The etsiAreaNwkDeviceInfo resource shall contain the following sub resources:
	subResource
	Mandatory/Optional
	Multiplicity
	Description

	<areaNwkDeviceInfoInstance>
	M
	1:n
	A device may associate with multiple area networks, but at least one. This sub-resource contains parameters and information of the device related to each area network .


	subscriptions
	M
	1
	See xxx. 



and the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See xxx. 

	accessRightID
	M
	RW
	See xxx.

	searchStrings
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	contentType
	M
	RO
	Editor's note: The format of this attribute is FFS.

	originalMO
	M
	WO
	See xxx

	description
	O
	RW
	the text-format description of this MO
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Figure A.13.1 Structure of the <areaNwkDeviceInfoInstance> resource


The areaNwkDeviceInfoInstance resource shall contain the following sub resources:
	subResource
	Mandatory/Optional
	Multiplicity
	Description

	groups
	M
	1
	It is the standard groups resource as defined in ETSI M2M functional architecture document and has following three group instances
· listOfDeviceNeighbors: each member of this group stands for a device which is the neighbour of the same <deviceInstance>
· listOfDeviceApplications: each member of this group stands for a D’A on the same <deviceInstance>  using the same M2M area network

	areaNwkTypeInfoOfDevice
	M
	1
	It is the placeholder to contain parameters specific to a type of M2M area networks, as denoted by the attribute, “areaNwkType”. For example, if areaNwkType shows that the M2M area network is 6LoWPAN, areaNwkTypeInfo will contain 6LoWPAN-specific parameters of the device. 


	subscriptions
	M
	1
	See xxx. 



and the following attributes:
	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See xxx. 

	accessRightID
	M
	RW
	See xxx.

	searchStrings
	M
	RW
	See xxx.

	creationTime
	M
	RO
	See xxx.

	lastModifiedTime
	M
	RO
	See xxx.

	contentType
	M
	RO
	Editor's note: The format of this attribute is FFS.

	originalMO
	M
	WO
	See xxx

	description
	O
	RW
	the text-format description of this MO

	areaNwkID
	M
	RW
	The reference to an <areaNwkInstance> which this device associates with. 

	sleepInterval
	M
	RW
	The interval between two sleeps

	sleepDuration
	M
	RW
	The time duration of each sleep

	status
	M
	RW
	The status of the device (sleeping or waked up)





***** Start of Proposed Change #2*****

1 [bookmark: _Toc284856162][bookmark: _Toc298370768]
2 
2.1 Normative references
The following referenced documents are necessary for the application of the present document.
[1]	ETSI TR 102 725: "Machine to Machine Communications (M2M); Definitions". 
The acronyms and the abbreviations defined in TR 102 725 and used inside this document (TS 102 690) are normative by means of this reference.	Comment by van Tricht: TRs are entirely informative standards. This reference has to be moved to clause 2.2 Informative references.
[2]	ETSI TS 102 921: "Machine to Machine Communications (M2M);  mIa, mId, dIa Interfaces".
[3]	MIKEY-IBAKE: Identity-Based Mode of Key Distribution in Multimedia Internet KEYing (MIKEY), draft-cakulev-mikey-ibake-05.txt https://datatracker.ietf.org/doc/draft-cakulev-mikey-ibake/
[4] 	An EAP Authentication Method Based on Identity-Based Authenticated Key Exchange http://tools.ietf.org/html/draft-cakulev-emu-eap-ibake-00 
[5]	IBAKE: Identity-Based Authenticated Key Exchange http://tools.ietf.org/html/draft-cakulev-ibake-04 
[4]	 3GPP2 S.S0109, Generic Bootstrapping Architecture (GBA) Framework
[5]	 3GPP TS 29.109, Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol.
[6] 	3GPP TS 24.109, Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details.
[7]	OMA-AD-DM-V1_3:  “Device Management Architecture, Version 1.3”
[8]	OMA-TS-DM_Notification-V1_3: “OMA Device Management Notification Initiated Session, Version 1.3”
[9]	OMA-TS-DM-Protocol-V1_3: “OMA Device Management Protocol, Version 1.3”
[10]	OMA-TS-DM_Sessionless-V1_3: “OMA Device Management Sessionless Message, Version 1.3”
[11]	ETSI TS 102 690: “M2M Functional Architecture”
[12]	ETSI TS 102 921: “M2M mIa, dIa and mId interfaces”
[13]	Broadband Forum “TR-069: “Amendment 3 CPE WAN Management Protocol version 1.2, Issue: 1 Amendment 3”, 
http://www.broadband-forum.org/technical/download/TR-069_Amendment-3.pdf
[14]	OMA MLP TS: "Mobile Location Protocol", http://www.openmobilealliance.org
[15]	3GPP TS 23.271, Functional stage2 description of Location Services(LCS)
[16]	OMA-TS-DM_StdObj-V1_3: “OMA Device Management Standardized Objects, Version 1.3”
[17]	Broadband Forum TR-106: “Data Model Template for TR-069-Enabled Devices, Issue: 1 Amendment 3”
[18]	OMA-TS-DM_TND-V1_3: “OMA Device Management Tree and Description, Version 1.3”
[19]	OMA-TS-DCMO-V1_0: “Device Capability Management Object, Version 1.0
[20]	Broadband Forum TR-157: “Component Objects for CWMP, Issue: 1 Amendment 3”
[21]	OMA-TS-DiagMon_Functions-V1_0: “DiagMon Functions Supplemental Specification, Version 1.0”
[22]	Broadband Forum TR-098: “Internet Gateway Device Data Model for TR-069, Issue: 1 Amendment 2”
[23]	OMA-TS-LAWMO-V1_0: “Lock and Wipe Management Object, Version 1.0”
[24]	OMA-TS-DiagMonTrapMOFrame-V1_2: “Diagnostics and Monitoring Trap Framework Management Object, Version 1.2”
[25]	OMA-TS-DiagMonTrapEvents-V1_2: “Diagnostics and Monitoring Trap Events Specifications, Version 1.2”
[26]	OMA-TS-DiagMonMO-V1_0: “Diagnostics and Monitoring Management Object, Version 1.0”
[27]	OMA-TS-DM-FUMO-V1_0: “Firmware Update Management Object, Version 1.0”
[28]	OMA-TS-DM-SCOMO-V1_0: “Software Component Management Object, Version 1.0”
[29]	OMA-TS-GwMO-V1_0: “Gateway Management Object Technical Specification, Version 1.0”


***** End of Proposed Change #2*****
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