ETSI M2M                                                                                                        M2M(12)21_XX

	 102 725 – Pseudo CHANGE REQUEST



	102 725
	Version
 
	0.5.0
	pCR

	(12)21_xxx 
	rev
 
	

	

	CR Title:

	M2M Node definition

	

	Source:

	Gemalto

	

	Work Item Ref:

	DTR/M2M-00004
	Date:

	07/06/2012

	

	Category:

	F
	Release:
	1

	
	Use one of the following categories:

F (correction)

A (corresponds to a correction in an earlier release)

B (addition of feature)

C (functional modification of feature)

D (editorial modification)



	

	Reason for change:

	Feedback indicates that the notions of “Secured Environment” and “Secured Environment Domains” were not clear to all readers.

	

	Summary of change:

	 Clarify the definition of “Secured Environment” in relation with other definitions such as Sensitive Functions, Sensitive Data and Secured Environment Domains.
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[...]

M2M Node:  is a logical representation of the M2M component in the M2M Device, M2M Gateway or the M2M Core. Such components include one SCL, and optionally a M2M Service Bootstrap function and a M2M Service Connection function.
[...]
Secured Environment: a logical entity in an M2M Device or M2M Gateway which supports secure execution of Sensitive Functions and tamper-resistant storage of Sensitive Data, such as for the provisioning, derivation, storage and management of cryptographic keys which are used at the M2M service layer.

A Secured Environment can be implemented as an Independent Security Element or as an integrated function in an M2M Device or M2M Gateway. A Secured Environment can implement multiple independent Secured Environment Domains, corresponding to concurrently supported isolated Sensitive Data and Sensitive Functions controlled by different stakeholders, 
The security properties of the Secured Environment are provided by certain functions which are secure, for instance protected by secure hardware.

An M2M Device or M2M Gateway can support one or more Secured Environment.

Secured Environment Domain: a logical entity that is securely isolated from other Secured Environment Domains, whether they are inside different Secured Environments or are inside a single Secured Environment. Sensitive Functions (including the storage and handling of sensitive data such as credentials and key material) are protected inside a Secured Environment Domain controlled by its stakeholder. The M2M Service Provider owning an M2M Node on an M2M Device/Gateway controls its own Secured Environment Domain. Providers of M2M applications may control an independent Secured Environment Domain on an M2M Device/Gateway.

Sensitive Data: data which require protection from unauthorised disclosure or modification.

Sensitive Functions: functions which require protection from monitoring or tampering or unauthorised execution. Secure execution and storage of Sensitive Data are both examples of Sensitive Functions.

[...]
Trusted Environment: a logical entity in an M2M Device or M2M Gateway which  performs Sensitive Functions, specifically for the purpose of  Integrity Validation.

A Trusted Environment (TrE) requires a root of trust which is implemented as an integrated function in an M2M Device or M2M Gateway, so as to initiate the chain of trust for computation of software integrity values. The verification part of software integrity validation (IVal) is performed in a Secured Environment which can either be integrated in the Trusted Environment or securely connected to it.

The security properties of the TrE are provided by certain functions which are secure, for instance protected by physically non-removable secure hardware. Relying parties that trust the Root of Trust can also trust the functions of the TrE. 

A TrE is initialised in a secure start up process when an M2M Device or M2M Gateway is initialised.

An M2M Device or M2M Gateway can support one or more TrEs.
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