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[...]

4
High level architecture

Figure 4.1 provides a High-level architecture for M2M.
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Figure 4.1: High level architecture for M2M
The High level architecture for M2M includes a Device and Gateway Domain and a Network domain.
· The Device and Gateway Domain is composed of the following elements:

· M2M Device: A device that runs M2M Application(s) using M2M Service Capabilities. M2M Devices connect to Network Domain in the following manners:

· Case 1 "Direct Connectivity": M2M Devices connect to the Network Domain via the Access network. The M2M Device performs the procedures such as registration, authentication, authorization, management and provisioning with the Network Domain. The M2M Device may provide service to other devices (e.g. legacy) connected to it that are hidden from the Network Domain.

· Case 2 "Gateway as a Network Proxy": The M2M Device connects to the Network Domain via an M2M Gateway. M2M Devices connect to the M2M Gateway using the M2M Area Network. The. The M2M Gateway acts as a proxy for the Network Domain towards the M2M Devices that are connected to it. Examples of procedures that are proxied include: authentication, authorization, management, and provisioning.


M2M Devices may be connected to the Networks Domain via multiple M2M Gateways.

· M2M Area Network: provides connectivity between M2M Devices and M2M Gateways. 


Examples of M2M Area Networks include: Personal Area Network technologies such as
IEEE 802.15.1 [i.3], Zigbee, Bluetooth, IETF ROLL, ISA100.11a, etc or local networks such as PLC,
M-BUS, Wireless M-BUS and KNX.

· M2M Gateway: A gateway that runs M2M Application(s) using M2M Service Capabilities. The Gateway acts as a proxy between M2M Devices and the Network Domain. The M2M Gateway may provide service to other devices (e.g. legacy) connected to it that are hidden from the Network Domain.


As an example an M2M Gateway may run an application that collects and treats various information (e.g. from sensors and contextual parameters).

The Network Domain is composed of the following elements:

· Access Network: Network which allows the M2M Device and Gateway Domain to communicate with the Core Network.

Access Networks include (but are not limited to): xDSL, HFC, satellite, GERAN, UTRAN, eUTRAN,
W-LAN and WiMAX.

· Core Network: provides:
· IP connectivity at a minimum and potentially other connectivity means.

· Service and network control functions.

· Interconnection (with other networks).

· Roaming.

· Different Core Networks offer different features sets.
· Core Networks (CNs) include (but are not limited to) 3GPP CNs, ETSI TISPAN CN and 3GPP2 CN.
· M2M Service Capabilities:
· Provide M2M functions that are to be shared by different Applications.
· Expose functions through a set of open interfaces.
· Use Core Network functionalities.
· Simplify and optimize application development and deployment through hiding of network specificities.
· M2M applications: Applications that run the service logic and use M2M Service Capabilities accessible via an open interface.
· Network Management Functions: consists of all the functions required to manage the Access and Core networks: these include Provisioning, Supervision, Fault Management, etc.

· M2M Management Functions: consists of all the functions required to manage M2M Service Capabilities in the Network Domain. The management of the M2M Devices and Gateways uses a specific M2M Service Capability.

· The set of M2M Management Functions include a function for M2M Service Bootstrap (explained in clause 8.3). This function is called MSBF (M2M Service Bootstrap Function) and is realized within an appropriate server. The role of MSBF is to facilitate the bootstrapping of permanent M2M service layer security credentials in the M2M Device (or M2M Gateway) and the M2M Service Capabilities in the Network Domain.

· Permanent security credentials that are bootstrapped using MSBF (such as the M2M Root Key, explained in clause 8.2.2) are stored in a safe location, which is called M2M Authentication Server (MAS). Such a server can be a AAA server. MSBF can be included within MAS, or may communicate the bootstrapped security credentials to MAS, through an appropriate interface (e.g. Diameter for the case where MAS is a AAA server).
· To support end-to-end security when different M2M Service Providers are involved in a communication, or to provide end-to-end security at the application level, or to enforce customers trust in regards to the protection of their private data, the security credentials may be distributed by means of a Credential Providing Server (CPS) operated by a trusted third party (which may or may not be affiliated with an M2M Service Provider), offering credential issuance services to the involved applicative entities (DA, GA or NA), referred to as the Credential Service Provider (CSP). The Credential Providing Server may either embed a MSBF and MAS functionality or communicate securely with an affiliated MSBF and MAS.
5
Functional architecture

This clause provides an overview of the M2M Service Capabilities and a description of the reference points.
5.1

Framework

5.1.1

Functions and reference points

[...]

5.1.2
High level flow of events

This clause provides a description of the high level flow of events when using SCLs to establish M2M Communications. This flow is depicted in Figure 5.2.
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Figure 5.2: High level flow of events

M2M Service Bootstrap procedure between the D/G M2M Node (see clause 8.3) containing D/GSCL, MSBF and MAS (via Network M2M Node) is the mechanism by which Service Capability Layer credentials, such as permanent identifiers and the M2M Root Key are provisioned to D/G M2M Node (see clauses 7 and 8). These credentials are used for mutual authentication and secure communication between the D/GSCL on the D/G M2M Node and M2M Service Capability Layer in the network (NSCL), as well as authorization to access specific M2M services, and related accounting/billing functionality.
"M2M Service Connection procedure" between D/G M2M Node and Network M2M Node is the mechanism by which:
· mutual authentication of the mId end points and key agreement is performed. Security keys are generated as per the key hierarchy described in clause 8.2.2;
· a M2M Service Connection session is established between mId end points that is optionally encrypted based on the agreed key.
"SCL Registration" procedure of D/GSCL with NSCL is the mechanism by which:
· the D/GSCL on the D/G M2M Node registers with a M2M Service Capability Layer in the network (NSCL) in order to be able to use M2M services offered by the NSCL. A pre-requisite for D/GSCL Registration with M2M NSCL is a M2M Service Connection that has been established by performing the "M2M Service Connection procedure".
"Application Registration" procedure is the mechanism by which:
· the DA/GA on a M2M Device or M2M Gateway register locally with the D/GSCL in order to use M2M services offered by the D/GSCL. The same holds for registration of NA on the NSCL. For the purpose of application-level authentication and encryption, application specific keys can be generated optionally according to the key hierarchy described in clause 8.2.2.

All the above steps are described in more details below:

The M2M Service Bootstrap and following M2M Service Connection and SCL registration procedures are preceded by Network Bootstrap and Network Registration.

Application Registration: involves local registration of an Application with the Local SCL. The purpose of Application registration is to allow the Application to use M2M services offered by the Local SCL. As a result of successful Application Registration, the SCL obtains context information on the registered application, see clause 9.3.2.8.2. If two applications register to a common Local SCL, then those applications can communicate via that Local SCL independently of other procedures. However, for an Application on one SCL to communicate with an Application registered to another SCL, other procedures are required to enable M2M communication between those SCLs.

Network Bootstrap: configures the M2M Device or the M2M Gateway with the initial configuration data that is necessary to connect and register to the Access Network (mobile or fixed). Examples of Bootstrap include: 

· Bootstrap from UICC: if the M2M Device/Gateway is equipped with a UICC, then UICC is configured with all the necessary information for performing Access Network registration.
· Bootstrap OTA (Over the Air): the access credentials including the key material needed for registration operations is provisioned via an over-the-air mechanism.
Network Bootstrapping is outside the scope of the present document.

Network Registration: involves registration of the M2M Device/Gateway with the Access Network, based on the corresponding access network standards. As an example, in 3GPP networks during network registration the M2M Device/Gateway is mutually authenticated with the Access Network, and the two ends agree on a set of security keys for that access network session. In addition, registration involves IP address assignment, authorization approval for using specific Access Network services, and initiation of potential Access Network accounting operations. Network Registration is outside the scope of the present document.

M2M Service Bootstrap procedure: involves the provisioning of permanent M2M service credentials (e.g. identities, M2M Root Key), which will be used for connecting and registering D/GSCL with the NSCL. M2M Service Bootstrap procedure can optionally provision a list of one or more NSCL Identifiers that the D/GSCL uses as the next point of contact. If the M2M service credentials have been pre-provisioned (e.g. in UICC), no M2M Service Bootstrap procedure is needed. Otherwise, depending on whether a business relationship exists between the Access Network provider and the M2M Service Provider, as per clause 8.3, and based on the associated business relationship policies, M2M Service Bootstrap procedure is performed in one of the following ways:

· Bootstrap assisted by the Access Network layer: in this case, the Access Network provider and M2M service provider share a business relationship. In this scenario, M2M service layer credentials can be bootstrapped from the access network layer (e.g. from UICC, if available). Clause 8.3.2 provides the details of such a procedure.
· Bootstrap without assistance from the access network: Details of this bootstrap mechanism are provided in clause 8.3.3. Potential reasons for this case could be the following:
· There are no business relationships between the access Network provider and the M2M service provider.
· The access network only facilitates insecure transport of M2M traffic, i.e. it does not provide authentication, key agreement, encryption or integrity protection of M2M information. Example of such a case is an access network that is simply used for M2M connectivity, without providing any secure transport connections.
In the optional case where a M2M Device/Gateway supports device Integrity Validation, device Integrity Validation procedures are performed prior to executing the M2M Service Bootstrap procedures.

End-to-end Security Bootstrap procedure for M2M Applications: Results in the establishment of shared security credentials between communicating M2M application entities (DA/GA or NA) that are not necessarily affiliated with the same M2M Service Provider. Beyond performing an M2M Service bootstrap procedure with their respective M2M service provider, this requires that the supporting M2M Devices/Gateways perform an additional bootstrapping procedure with a common Credential Service Provider (CSP), with whom they have established a relationship. Each bootstrapping procedure may be performed in different ways as described for M2M service Bootstrap procedures: This enables to leverage on the capabilities supported by M2M Devices/Gateways and M2M Service Providers to deploy end-to-end security solutions for M2M applications. 
M2M Service Connection procedure: Operations included in this procedure are:
· Mutual authentication of mId end points.
· Optional Agreement on M2M Connection Key (Kmc), see clause 8.2.2.
· optionally establishment of a secure session via mId using encrypted communication.
Details of M2M Service Connection procedures between D/G M2M Node and Network M2M Node are defined in clause 8.4.
SCL Registration of D/GSCL with NSCL: involves registration of the D/GSCL on a D/G M2M Node with the M2M Service Capability Layer on the network (NSCL). Details on this procedure are provided in clause 9.3.2.6.2.
A pre-requisite for performing SCL Registration of D/GSCL with NSCL is successful M2M Service Connection between D/G M2M Node and Network Node. D/GSCL registration update procedures (see clause 9.3.2.6.4) take place either periodically, or on demand by the D/GSCL or the NSCL. The frequency of D/GSCL registration updates is decided by the M2M Service Provider. The time interval between two consecutive D/GSCL registration update procedures is larger than the interval between two reachability verification procedures. As a result of successful D/GSCL registration, the D/GSCL and NSCL exchange context information, see clause 9.3.2.6.2, as well as initiation of accounting operations is performed.

Once M2M Service Bootstrap procedure, M2M Service Connection procedure, D/GSCL as well as D/GA and/or NA Registration procedures are performed, the following procedures can be executed:

· RESTful procedures for Access rights management, Container management, Group management, Resource discovery, Collection management, Subscription management, Announce/De-announce etc (see clause 9.3.2);
· Remote Entity Management (xREM) procedures (see description of NREM, GREM, DREM M2M Service Capabilities in clause 5, description of <mgmtObj> resource in clause 9.2.3.27 and annex B).
The actual communication between any combination of NA and D/GA is established by use of these sets of procedures via interaction with NSCL and D/GSCL.

8

M2M Security, M2M Service Bootstrap, Service Provisioning and M2M Service Connection procedures

8.1

Introduction

M2M security framework in clause 8.2 lays down the underlying functions and key hierarchy pertaining to M2M security. Clause 8.3 addresses the bootstrapping and service provisioning of D/G M2M Nodes. Clause 8.4 describes the security procedures for M2M Service Connection between the D/G M2M Node and the Network Domain.
Clause 8.5 addresses the security of the mId interface.

8.2

M2M Security Framework

8.2.1
Overview

Figure 8.1 presents the functional architecture from clause 5.1.1 in the context of the security framework for M2M Service Bootstrapping (clause 8.3).  SHAPE  \* MERGEFORMAT 
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Figure 8.1: Functional architecture elements for M2M Service bootstrapping
NOTE: Reference points shown with dashed lines denote interfaces that are out of scope of the present document.
The extended (optional) architecture to support the end-to-end security bootstrapping for M2M applications (clause 8.X), shown in figure 8.X, additionally includes a Credential Providing Server which is either part of the Network Domain of an M2M Service provider (in which case no distinct MAS and MSBF are needed, as for CPS1), or is connected to the Network Domain through the Core Network (in which case it operates independent MAS and MSBF, as for CPS2). 
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Figure 8.X: Functional architecture elements for end-to-end bootstrapping for M2M applications
NOTE: Reference points shown with dashed lines denote interfaces that are out of scope of the present document.
Security framework requirements for Authentication, Key agreement and establishment that enable M2M Service Bootstrap, provisioning and M2M Service Connection procedures are grounded on a clearly defined key hierarchy of the M2M Node. The following clauses define this key hierarchy, authentication, key agreement and authorization.
[...]
8.3

M2M Service Bootstrap procedures

8.3.1
Introduction

The M2M Service Bootstrap procedures are used to provision a secret key called M2M Root Key in the D/G M2M Node and in the M2M Authentication Server (MAS) that may be used to secure the mId interface for a particular M2M Service Provider. In addition to provisioning the M2M Root Key, the M2M Service Bootstrap procedures may result in provisioning any combination of the following parameters to the D/G M2M Node:

· An M2M-Node-ID (defined in clause 7.2.1.2)

· An SCL-ID (defined in clause 7.2.1.3)

· A list of one or more NSCL identifiers that the D/G SCL shall use as the next point of contact

Clause 8.3.2 describes M2M Service Bootstrap procedures based on the access network credentials for different situations. Clause 8.3.3 describes three M2M Service Bootstrap procedures that are completely independent from the access network.
Clause 8.X describes an optional extension of these schemes that may be used to provide end-to-end security solutions to M2M applications, including the case where M2M application entities are affiliated with different M2M Service Providers.
[...]
8.X

End-to-end Security Bootstrap procedures for M2M Applications
8.X.1

Introduction
1.1.1 The End-to-end Security Bootstrap Procedures for M2M Applications are an optional extension of the scheme used for M2M service bootstrapping (Clause 8.3) to provide end-to-end security at the application level or across several M2M Service Providers. The additional requirement is that the appropriate stakeholder (e.g. device/gateway owner(s)) establishes a suitable relationship with a Credential Service Provider for the issuance of credentials to be used to secure the end-to-end communication between the intended application entities supported by their Devices/Gateways. The supporting Devices/Gateways shall then perform the M2M Application Credential Bootstrapping procedure described in Clause 8.X.2 to obtain the end-to-end credential(s). The Credentials Providing Server acts as a credential distribution authority to enable authorized party to communicate with other M2M applications. 
8.x.2

M2M Application Credential Bootstrapping procedure

1.1.2 
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Figure 8.as: M2M Application Credential Bootstrapping procedure for EAP/PANA based options
The flow of operation for an applicative entity to obtain an end-to-end security credential, illustrated in Figure 8.as for EAP/PANA based bootstrapping options and in Figure 8.bs for GBA bootstrapping, is as follows:
1. In a first step, as specified elsewhere in the present document, the M2M Device/Gateway supporting the involved application entity performs an M2M service bootstrapping procedure with the Network M2M Node of its M2M Service Provider using one of the methods described in Clause 8.3. This results in the definition of a root key Kmr shared between the device and the Network M2M Node (MAS)

2. The Device/Gateway owner establishes a suitable relationship with the Credential Service Provider (which may or may not depend on the M2M service provider). This step may for example involve the owner of the associated Device/Gateway to create a registration on the web site of the Credential service provider. Different types of registration may be offered depending upon whether the communicating M2M application entity wishes to secure the data streams it is generating, or to subscribe to secured data streams generated by another M2M application entity already enrolled with the same Credential Providing Server.

3. The Device/Gateway owner may provide optional parameters to the Credential Providing server by an out of band mechanism. For example, it could be as simple as the capture of a unique Identifier to be used in the authentication. Other parameters may be needed according to the bootstrapping method used (see clause 8.3). Again, the capture of this material could be performed by a human being entering the information on a web interface provided by the Credential service provider. Alternatively, the out of band provisioning of the parameters could be achieved using a web service enabling the mass provisioning of parameters, for scenarios involving a large number of application entities.
4. Using the M2M service bootstrap material, the M2M application entity shall authenticate with the Credential Providing Server as specified in one of the clauses 8.X.3, 8.X.4 or 8.X.5, e.g. by communication using EAP packets transported over PANA. This communication typically goes through the Network M2M Node of the M2M Service provider. The authentication exchange results in the definition of a root key Kar shared between the Credential Providing Server and the M2M Application Entity that is not known by the M2M Service Provider, and therefore able to protect the confidentiality of subsequent communications from the M2M Service Provider. This long term root key Kar shall be subsequently diversified by the CPS into shorter term session keys (Kas) used to encrypt the data generated by the said applicative entity. The shorter term session keys (Kas) shall be delivered protected by the long-term root key Kar to the entity registered with the CPS. A refresh mechanism may be used to retrieve a new session key upon expiration of the short term key.
An M2M application entity that want to access secured data from the previous entity shall register with the CPS to obtain its own root key KarX. Such keys KarX shall then be used by the Credential Providing Server as encryption keys to securely distribute to this subscribing M2M application entity the session key of shorter lifetime Kas used by the previous entity to encrypt its data emission. This same session key is delivered to all subscribing application entities. Kas may also be used by the M2M application entities to create one or more applicative keys kAs(i).
The revocation of an M2M application entity shall be performed by voiding its root key, resulting in the impossibility for that M2M Application Entity to obtain the next session key. 
8.X.3
End-to-end security with service bootstrapping based on Access Network Credentials
This model applies if the M2M Service Provider is the same party as the Access Network Operator or if they share a trust relationship supporting the use of GBA bootstrapping as described in Clause 8.3.2.1. The flow of operation illustrated in figure 8.bs assumes that the Credential Providing Server supports a secured interface with the M2M Service Provider, so that there is no need to reuse GBA between the M2M SP and the CPS.

[image: image6]
Figure 8.bs: M2M Application credential Bootstrapping procedure using GBA
In this GBA-based model, the M2M Device/Gateway supporting an mId interface first bootstraps with the M2M Service Provider using Access Network credentials as described in Clause 8.3.2.1. Thus each M2M Application Entity is able to send encrypted/integrity-protected information over a channel to the M2M Service Provider. Since the relationship between the D/G and the MSP may be secured using GBA, assuming that the interface between the Credential Providing Server and the M2M Service Provider is also secured, these secured interfaces may protect an anonymous Diffie-Hellman Key Exchange performed between the requesting M2M application and the CPS, so that the resulting key is preserved from passive attacks by the involved involved M2M Service Providers. The Diffie-Hellman key exchange between the M2M application entity and the Credential Providing Server shall take place as specified in TS 102 921 [1]. At the end of the exchange the involved M2M application entity and the CPS shall agree on a unique shared key, Kar.  
8.X.4
End-to-end security with service bootstrapping based on EAP-TLS
This model applies when Service Bootstrapping between the M2M Device/Gateway and the M2M Service Provider, as well as with the Credential Service Provider, is performed using EAP-TLS as described in section 8.3.3.3.2. The Device/Gateway supporting the M2M application entity shall also be provisioned with a private and public key pair as well as certificates for some trusted certificate authorities, which will be used to enroll the M2M application entity with the CPS. The device/gateway identity indicated in the public certificate of the device/gateway is then communicated by an out of band mechanism (not described in the present document) to the Credential Providing server (e.g. by entering on a web page the identity printed on the device/gateway package, or mass provisioning through an authenticated web service).
Similarly, the Credential Providing server shall obtain a set of keys (private and public) signed by a trusted certificate authority. 
Under these conditions, the M2M application entities intending to communicate through the infrastructure of their M2M Service Providers are then able to establish a shared secret Kar that is not known to the involved M2M service providers. The actual bootstrap protocol between the Device/Gateway and the CSP is similar to the process described in Clause 8.X.3, but with the addition of certificates. 

8.X.5
End-to-end security with service bootstrapping based on EAP-IBAKE
This model applies if the M2M service provider operating an IBE Key Generation Function (KGF) provisions the IBE private key on the device as described in Clause 8.3.3.3.1. In this case, the knowledge of both IBE private and public keys of the M2M Device/Gateway by the M2M service provider prevents definition of a shared root key between the applicative entity and the Credential Providing server that is not known from the M2M service provider. Therefore, when EAP-IBAKE is used for bootstrapping M2M Devices/Gateways with the M2M Service Provider, the reuse of the EAP-IBAKE M2M service bootstrapping material to perform a new service bootstrap with the Credential Providing server requires additional steps as described in this clause.

The MSBF and the Credential Providing server are each assumed to operate their own Key Generation Function. 
The IBAKE exchanges taking place when performing M2M service bootstrapping and Application Credential bootstrapping is illustrated in Figure 8.X.ib. Before the exchange described in this figure, either:

· The manufacturer of the M2M Device/Gateway is announced to the M2M Service Provider and Credential Service Provider, and the M2M service provider as well as the Credential Providing server shall retrieve publicly known IBE parameters associated with this manufacturer and shall compute the public key from the device/gateway identity communicated via an out of band mechanism (e.g. web interface). 
· Or the M2M Device/Gateway shall communicate its public key provisioned in it by its manufacturer.
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Figure 8.X.ib: M2M Application Credential service bootstrapping using EAP-IBAKE
The same Device Identity shall be used to perform the IBAKE exchanges executed first between the M2M Device/Gateway and the MSBF, and then between the M2M Applicative Entity and the Credential Providing Server. The M2M Application Entity shall use the keys generated using the KGF of its device manufacturer, while the M2M service provider and the Credential Providing server shall use keys generated using their respective KGF.
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