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Intellectual Property Rights 
Essential patents 

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (https://ipr.etsi.org).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.
Foreword 
This final draft ETSI Guide (EG) has been produced by {ETSI Technical Committee|ETSI Project|<other>} <long techbody> (<short techbody>), and is now submitted for the ETSI standards Membership Approval Procedure.

Modal verbs terminology 
In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Executive summary
Introduction
DEG 203 602 have been produced by STF 543 experts
The concept of the full Project is to define 5 dimension model called ACIFO The 5 dimension model is based on 5 submodels defined as:
•      Architectural Model  Acifo  : defines the global structure, including semantics and is optimized for the stated objectives. 
•      Communication Model aCifo : defines the exchange protocols, including APIs and HMIs, over three planes : 


-Management (Monitoring)



-Control


-Usage 

•      Information Model acIfo : defines the information of the whole ecosystem (equipment, network, applications, services, HMIs, User,…) from the offer to the availability of resources for Users, Providers and any other partners. It is a knowledge data base representing the whole ecosystem.  
•      Functional Model aciFo : defines the functionalities (the process) to compose any service based on « micro-services ». 

•      Organization Model acifO : defines the role of any actor and which actor is responsible of each action. (« Who is doing what? »).
These five dimensions should  be shared by the user and the supplier/provider. For the user, it should be possible to define (or to choose) the level of autonomy and control for the personalized composition of services.

The four deliverables produced by STF 543 define the different dimensions


TR 103 438   focuses on the Architecture and the Organization




It includes the use cases and the results of the survey.


EG 203 602 (the present document) focuses on the information and the functionalities




It is dedicated to the user. It provides analysis and recommendations from the information and functionalities.


TR 103 603  addresses all the dimensions to the supplier, in order to produce the APIs according to the user expectations and whatever the number and types of additional suppliers.


TR 103 604  focuses on the communication and in particular on the HMIs.

For example, for Energy (production, distribution, consumption), the supplier will create an API for the user. The information will be exchanged between the supplier and the user, but will not be used only by the supplier: the user will have access to all the information and will be able to use this information to optimize their energy consumption. This data base is a source to provide new services and new applications (for the user and for the supplier). One major challenge and constraint is to ensure that all the private data may be checked and monitored by the user (the contract needs to define clearly these points). The data are not used only by the supplier, the user should have access to the data and may refuse that the data be used or known  ( an interaction “cursor” between the user and the supplier defines the freedom (GDPR)
1
Scope

The present document defines guidance to the user in order to build his/her own service composition with the expected and relevant quality of experience (QoE) and to ensure their data privacy 
It focuses on the information and the functionalities

It is dedicated to the user. It provides analysis and recommendations from the informational and functional elements.

The present EG defines the intersection of the “user centric” and the “user interface” which contains the different profiles
 of the user and equipment to adapt to the new needs of the user. Thus according to the possibilities offered by the equipment, the networks and the software platforms, a personalization is possible. 
Text from Collective letter for D2:

Starting from, 
- On the one hand, the stages of "the customer's relationship" which are: Pre-sales with Information and advertising, Sale with SLA Contract, Service Activation through multichannel, Service use with security and privacy, management of failures and interruptions, Customer Service for complaints, Billing and Termination with administrative and technical closure.
- On the other hand, analysis of usage (task 1) in digital ecosystem (task 2) and the use cases selected in task 3 
This task aims mainly at Identifying:

· All features that require interaction with users

· All indications on the service composition

· All information that allows users to choose and select services according to needs (including users with special needs)
· All information relating to security and privacy
· All billing information, etc.
In order to define and propose recommendations
2
References

2.1
Normative references

Normative references are not applicable in the present document.
2.2
Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

NOTE:
While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.

[i.1]
ETSI EG 202 009-1 

 [i.2]
etc.
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:
3.2
Symbols

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:
3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:
CES

Customer Effort Score 

GDPR

General Data Protection Regulation
KPI

Key Performance Indicator

MVP

Minimum Value Product.

NPS

Net Promotor Score 

POC

Proof of Concept
QoS

Quality of Service

QoE 

Quality of Experience

UX

User Experience  
4
User in front of the service platform

4.1
From settings to personalized service composition
Explanation of the generic model from the User point of view.
4.2
User expectations

4.2.1
UX (and QoE)

4.2.1.1 from QoS to QoE 

Quality in the service area can be evaluated from different perspectives and therefore using different measurement methods: 

a) the first is related to the reliability of the equipment and can be measured accurately via technical means, although these measurements might be expensive because of both the dispersion of the test results and the size of the sample to be tested; 

b) the second is related to the service provision and is closely linked to the kind of use of the service. Therefore appropriate indicators have to be defined according to use; 

c) the last is intended to measure the subjective satisfaction of the customer and there is often no other means than a survey to get it. 

In the two first categories, technical means can be used to perform the measurements and in such cases, standards are often useful to achieve a common approach; such standards are given as references where appropriate. They include a precise definition of what is meant as a failure: total failure, poor performance, backup situation, etc. Assessing these different aspects is of paramount importance to the provider who endeavours to improve the offered QoS. 

From a user viewpoint, the end-to-end QoS is the most relevant. Hence objective and subjective measurements may be usefully combined for a better assessment and the whole user approach and is what we call Quality of Experiencce (QoE). The subjective part is what we name User Experience (UX) or Customer Experience (CX). 

The methodology for identification of indicators relevant to the users in order to mesure the quality of telecom services is giving in a document produce by the User Group: ETSI EG 202 009-1 [i.1]
This document describes the methodology for evaluating the quality of service throughout a customer's journey: Pre-sales, Sales, Provisioning, Service Operation, Service Breakdowns & Interruptions, Claims, Billing / Payment and Termination. The concepts of service and supply are specified as well as that of "Service Level Objective". Finally, the document specifies the methods for analyzing user expectations in terms of quality of service based on four criteria (availability, integrity, time and capacity) and three types of need (flexibility, ergonomics and security).

4.2.2.2 The UX pyramid

On a subjective perspective we have to evaluate the gap between the expected quality and the perceived quality.

For it we must consider 3 levels of user requirement : 

- The basic one is about the utility of the service

As we saw in the survey if people do not understand the benefit of a service they are not willing to use it and dissatisfied if they have subscribed. To ensure the usefulness of a service provider can make some pre-tests with users, as Proof of Concept (POC). it is interesting in this context to work on a minimum of high value functionality, generally named MVP for Minimum Value Product.

- The second level focus on the affordance (intuitive ergonomics) of the service

The survey shows that setting a smartphone or a box is not very easy and that they are high expectations in the ergonomics of telecom services.

A key indicator of the customer experience seen from the point of view of ease of use is the Customer Effort Score (CES) promoted at the Harvard Business Review in 2010. It measures the level of pain to use a service, and it can be apply on the whole customer journey.

- The last level regards the pleasure of use.

In the Kano model the user satisfaction is high when all customer requirements are perfectly performed, and, from this point it is possible to provide some non expected services for a “whaou” effect.

The current and easy way to measure this level of satisfaction is to use the Net Promotor Score (NPS) indicator.

                                                                       The UX pyramid
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User requirements
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Affordance                                           CES

Utility                                          MVP / POC


4.2.2
Security, data protection and privacy

User expectations of Data Protection

Most users their experience of GDPR is the consent to receive emails and the terms and conditions they automatically consent to. Key elements that user should be aware of under GDPR.

Breach Notification – Under the GDPR, breach notification will become mandatory in all member states where a data breach is likely to “result in a risk for the rights and freedoms of individuals”. This must be done within 72 hours of first having become aware of the breach. Data processors will also be required to notify their customers, the controllers, “without undue delay” after first becoming aware of a data breach. 

Right to Access – Part of the expanded rights of data subjects outlined by the GDPR is the right for data subjects to obtain from the data controller confirmation as to whether or not personal data concerning them are being processed, where and for what purpose. Further, the controller shall provide a copy of the personal data, free of charge, in an electronic format. This change is a dramatic shift to data transparency and empowerment of data subjects.

Right to be Forgotten – Also known as Data Erasure, the right to be forgotten entitles the data subject to have the data controller erase his/her personal data, cease further dissemination of the data, and potentially have third parties halt processing of the data. The conditions for erasure, as outlined in article 17, include the data no longer being relevant to original purposes for processing, or a data subjects withdrawing consent. It should also be noted that this right requires controllers to compare the subjects' rights to "the public interest in the availability of the data" when considering such requests.

Data Portability – GDPR introduces data portability - the right for a data subject to receive the personal data concerning them, which they have previously provided in a 'commonly use and machine-readable format' and have the right to transmit that data to another controller.

User expectations of Privacy

This means in the context of designing a user-centric digital eco-system when it comes to privacy there is often a focus on optimising the settings and permissions of an application or service.

To obtain views from citizens, a Eurobarometer survey on ePrivacy was conducted by the commission throughout the EU. The key findings are the following: 

– 78% say it is very important that personal information on their computer, smartphone or tablet can only be accessed with their permission. 

– 72% state that it is very important that the confidentiality of their e-mails and online instant messaging is guaranteed. 

– 89% agree with the suggested option that the default settings of their browser should stop the sharing of their information. 

On our side, the STF survey shows that 76% of people claim they have not enough tools or means to challenge their provider on the privacy respect. 87% would like to hide their location by themselves and dynamically depending application or situation. 

We can also note that 71% say they use an ad blocker on their PC.

The survey also reveals that 40% never or rarely use a Wi-Fi connexion for privacy and security reasons, and that is the main reason for not using Wi-Fi.

Also, there is the issue of free or very low-cost service which users are willing to use but do not want companies to take advantage of personal data which pays for those free services this is the ‘Privacy Paradox'.

This Privacy Paradox is a consequence of the competing demand to use information technologies (including social technology and social software) and have an online persona, while simultaneously having to guard against potential threats to personal safety and privacy resulting from the misuse of available information either by companies or individuals. 

There key privacy elements and principles that users should be aware of when choosing a service in order to be confident that the provider is following the best privacy by design practices.
· The service provider provides the identity and contact information of those responsible for data protection both within their organisation and to individuals.

· The service provider adopts a ‘plain language’ policy for any public documents so that individuals easily understand what they are doing with end-user personal data.

· The service providers provider’s individuals (user or customer) with tools, so they can determine how they are using their personal data, and whether their policies are being properly enforced.

· The service provider offers strong privacy defaults, user-friendly options and controls, and respect user preferences.

5
User interaction
The sequence diagram of some Use cases : Setting of applications where we do the service composition

5.1 User interaction with a multi device environment

This use case shows a user interaction within a multi-device environment.  

It gives an application access to services that other devices provide on a local network. 

It allows applications to request services by specifying a type of service and the name of a device instance that provides the desired type of service. 

It allows users to identify other devices on the local network that support the services an application request. This is useful for a variety of peer-to-peer applications such as file sharing or multi-player gaming.  

Devices supported include printers, webcams, HTTPS servers, and other mobile devices. 

The key is service discovery. Applications need to listen to service broadcasts on the network to see what services are available and filter out anything the application can't work with. 

Note that the increasing number of devices make them difficult to assemble to achieve a common goal
.
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5.2 Travel management 

-
6 
Information Model

6.1

User profile

6.2

Device profile

6.3

Data protection

7
Recommendations

7.1
Services and QoE
7.2 
Security 

7.2.1 End–User Cybersecurity Best Practises

There are certain steps and actions that home users can take in order to minimise or prevent them from becoming victims of cyber-attack. 
· Patch regularly. The user should update their software and devices as often as they can. By patching user can prevent or minimise the chance of successful attacks. Most modern software, for example, Windows OS, Apple OSX, Adobe products, Java, and more have automatic patching programs. The user should turn them on and say “yes” whenever they ask to update.

· Use antivirus (AV) software and update it. It doesn’t matter which one a user chooses or whether it’s a free or full version, they should be using some form of AV software and let it update automatically. This includes Mac and Linux users. AV software is like the hand washing of the computer age; in the ever-increasing connected environments, there is a for need basic sanitation to help prevent the spread of infection.

· The User needs to think before they click. Use common sense before interacting with links or attachments. Does something sound too good to be true? Are Users wondering why someone sent them a file? Does the link look weird when a User hover over it? If they’re asking themselves these questions, they probably should avoid clicking it. This relies on continuous education and awareness programs or campaigns to ensure user remains engaged with cybersecurity.

· Users should only use trusted software from official sources. Many platforms use certificate schemes and managed sources to ensure that users are downloading safe applications or software. Though often there are cases where users will download and use software that comes from 3rd party sources either as part of their work or hobby. If they follow good security practices they should remain safe.  

· For Network Security User should only allow trusted and known devices to connect to their home networks to present an unknown device spreading malware to other devices. Also, firewalls should always be enabled on devices that support them. If the device doesn't support firewalls the router can be set-up to provide limited protection for all devices that are connected to it.

End-User cybersecurity best practise can only be encouraged through education and awareness programs that promote good security behaviour. Technology Companies, Service Providers and Governments carry out education and awareness campaigns to achieve this but when dealing with human behaviour there is always uncertainty that people will always adhere to good security practice. This means secure by design and secure by default are needed to protect against users who fail to follow good security practices.
7.2.2 User Centric Security as a Service Recommendations

In the digital ecosystem in a perfect world if service providers follow security by design and secure by default methods there should be no need for users to worry about cybersecurity as all data and devices would be protected from cyber-attack. Also, if the user were fully aware and alert they would never fall for social engineering attacks that aim to steal personal detail to allow the attackers to either steal money from bank accounts or infiltrate devices and demand a ransom to stop them releasing personal information or give access back to the victim. Though these security practices rarely happen therefore a user has to take basic steps to implement security on devices and networks. Service providers have made it easier and simpler so generally, the security is on by default for devices and applications. Governments and technology companies have also stepped measures to educate and make people aware of the different type of cyber-threats/attacks and the measures that if taken will minimise the chance of them becoming victims. The need to develop good security behaviour in users is vital in an ever more connected world as data, information and services become entwined if one part of this connected web is compromised it can lead to a cascade of problems for victims from stolen money, identity theft and fraud.

With the high-profile case of cyber-attacks that include the WannaCry ransomware, the Intel, AMD and ARM chip security vulnerabilities of Spectre and Meltdown, to the iCloud hack which led to many actors and celebrities have pictures of them leaked. These incidents have brought the issues of cybersecurity to people's minds and shown them the need to understand and implement cybersecurity procedures.

With GDPR coming into force in Europe has led to service providers and users to better examine their protection from cyber-attacks and how their data is collected, used and protected. Though this doesn’t mean all users are following cybersecurity best practises and there is still a long way go before this happens. 
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�According to the text from D1 §6.


�To recall the generic model and the position of the User within this model


�List of cyber-attacks and threats that a user can expect


�How the cybersecurity best practises apply to this use-case for the end-user.


�In the first step we will work on a generic information Model. In a second step, if possible, we will apply to one or two use cases


�To 
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