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Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.
Foreword

This Technical Report (TR) has been produced by {ETSI Technical Committee|ETSI Project|<other>} <long techbody> (<short techbody>).

Modal verbs terminology
In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Executive summary
Introduction

The Technical Report has been produced by the STF 543 experts. 

The concept of the full Project is to define 5 dimension model called ACIFO. The 5 dimension model is based on 5 submodels defined as:
•      Architectural Model Acifo  : defines the global structure, including semantics and is optimized for the stated objectives. 
•      Communication Model aCifo : defines the exchange protocols, including APIs and HMIs, over three planes : 


-Management (Monitoring)



-Control


-Usage 

•      Information Model acIfo : defines the information of the whole ecosystem (equipment, network, applications, services, HMIs, User,…) from the offer to the availability of resources for Users, Providers and any other partners. It is a knowledge data base representing the whole ecosystem.  
•      Functional Model aciFo : defines the functionalities (the process) to compose any service based on « micro-services ». 

•      Organization Model acifO : defines the role of any actor and which actor is responsible of each action. (« Who is doing what? »).
These five dimensions should be shared by the user and the supplier/provider. For the user, it should be possible to define (or to choose) the level of autonomy and control for the personalized composition of services.

The four deliverables produced by STF 543 define the different dimensions


TR 103 438 [i.1]  focuses on the Architecture and the Organization




It includes the use cases and the results of the survey.


EG 203 602  [i.2]focuses on the information and the functionalities




It is dedicated to the user. It provides analysis and recommendations from the information and functionalities.


TR 103 603 (the present document) addresses all the dimensions to the supplier, in order to produce the APIs according to the user expectations and whatever the number and types of additional suppliers.


TR 103 604 [i.3] focuses on the communication and in particular on the HMIs.

For example, for Energy (production, distribution, consumption), the supplier will create an API for the user. The information will be exchanged between the supplier and the user, but will not be used only by the supplier: the user will have access to all the information and will be able to use this information to optimize their energy consumption. This data base is a source to provide new services and new applications (for the user and for the supplier). One major challenge and constraint is to ensure that all the private data may be checked and monitored by the user (the contract needs to define clearly these points). The data are not used only by the supplier, the user should have access to the data and may refuse that the data be used or known  ( an interaction “cursor” between the user and the supplier defines the freedom (GDPR)
1
Scope

The present document defines guidance to the providers and standard makers to ensure that each service component is provided with the information needed by the user to make an informed choice.
TR 103 603 addresses all the dimensions of ACIFO to the supplier, in order to produce the APIs according to the user expectations and whatever the number and types of additional suppliers.

This TR will be designed in conjunction with the user guide (TR 103 602 [i.2]). Each recommendation identified as important for the user will find its parallel on the side of the supplier offer.

For each needs and expectations, by user categories, the guide will recommend relevant service information and interactions. This is to facilitate, on the one hand, easy access for the user and on other hand, consistently create manageable services that are easily incorporated into a service definition that can support SLA

The present Technical Report details the following aspects in order to define the APIs according to the user expectations:  The intersection of the” user centric” and the “digital ecosystem” defines the links between the service request and the service offer. This is where we should find the possibility of service composition. The user should be able to compose his service according to their needs, according to their position and according to their activities. This new vision is presented in section 8 of TR 103 438[i.1]. 

2
References
2.1
Normative references

Normative references are not applicable in the present document.

2.2
Informative references

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

NOTE:
While any hyperlinks included in this clause were valid at the time of publication ETSI cannot guarantee their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.

[i.1]

ETSI TR 103 438   

[i.2]

ETSI TR 103 603
[i.3]

ETSI TR 103 604 
[i.4]

ETSI TS 102 231
[i.5]

ETSI  TR 184 005
[i.6]

ETSI TS 103 426
[i.7]

ISO/IEC 27001

[i.8]

ISO/IEC 27001 27002, 
[i.9]

ISO 15408 
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:
Service:  (OSI 20000).

TErms and Definitions Database Interactive (TEDDI) : 

	 (electronic) trust service
	service which enhances trust and confidence in electronic transactions (typically but not necessarily using cryptographic techniques or involving confidential material)
	ETSI TS 102 231 [i.4]


	(emergency) service identifier
	(emergency) service identifier describes the (emergency) service, independent of the user interface mechanism, the signalling protocol that is used to reach the service, or the caller's geographic location
	ETSI  TR 184 005 [i.5]


	Service Platform (HG_SP)

(Home Gateway)
	Primary function of the Home Gateway Service Platform is to manage the execution lifecycle of Service Modules. The Service Platform is capable of dynamically loading, activating, deactivating, updating, and unloading the Service Modules. The HG_SP ispart of the HG_EE as defined in clause 4.2
	(SmartM2M) ETSI TS 103 426 [i.6]  


3.2
Symbols

3.3
Abbreviations

For the purposes of the present document, the following abbreviations  apply:

ACIFO
ACL

API

ICE

Interactive Connectivity Establishment
ICT
COOP 
Continuity of Operations Plan
DMZ 
Demilitarized Zone
DPA
Data Protection Agency

DPO
Data Protection Officers
GDPR

HG_EE

HG_SP

M2M

MCC

Model Contract Clauses.
NAT
Network Address Translators 

NIS
NIST
PETs
Privacy-Enhancing Technologies 
QoE
Quality of Experience

SEIM
Security Incident and Event Management
4
Service platform Provider
4.1
Open Service Platform (Plateforme
 de service-PFS) and Self-organisation
 
Note: Explain “open” and “self-organisation”
4.2
Providers
4.2.1
Provider Offers
4.2.2
Security, data protection and privacy

The two sections that follow aim to show what is expected of service providers to be compliment with regulation in ensuring they have sufficient measures in place to provide security, data protection and maintain privacy of sensitive information. 
Offers and regulation for Data Protection

Data protection has become vital and will remain a cornerstone with a user-centric digital ecosystem. Data protection is about trust and confidence the end-user has in the companies and service provider they give their information to, in order to access chosen applications and services. Companies now have an obligation to manage and protect data under the General Data Protection Regulation 2016/679 (GDPR) and other related regulations including the NIS directive on cybersecurity and the upcoming European Union ePrivacy Regulation. GDPR supersedes the Data Protection Directive 95/46/EC and it was adopted on 14 April 2016 and became enforceable beginning 25 May 2018.

A summary and over of GDPR drawn from references of the EU support guide and ETSI’s own guide and references. The aim of the GDPR is to protect all EU citizens from privacy and data breaches in an increasingly data-driven world that is vastly different from the time in which the 1995 directive was established.

GDPR has increased territorial scope (extra-territorial applicability). Arguably this the biggest change to the regulatory landscape of data privacy comes with the extended jurisdiction of the GDPR, as it applies to all companies processing the personal data of data subjects residing in the Union, regardless of the company's location. Previously, the territorial applicability of the directive was ambiguous and referred to data process 'in the context of an establishment'. This topic has arisen in a number of high-profile court cases. GDPR makes its applicability very clear - it will apply to the processing of personal data by controllers and processors in the EU, regardless of whether the processing takes place in the EU or not. The GDPR will also apply to the processing of personal data of data subjects in the EU by a controller or processor not established in the EU, where the activities related to offering goods or services to EU citizens (irrespective of whether payment is required) and the monitoring of behaviour that takes place within the EU. Non-Eu businesses processing the data of EU citizens will also have to appoint a representative in the EU. 

On this subject, The Safe Harbour Framework, which was negotiated between the EU and United States in 2009 was replaced in 2016 by an EU-U.S. Privacy Shield to improve data privacy protections and ensure online data transfers between Europe and the United States.

There are now penalties under GDPR organizations in breach of GDPR can be fined up to 4% of annual global turnover or €20 Million (whichever is greater). This is the maximum fine that can be imposed for the most serious infringements e.g. Not having sufficient customer consent to process data or violating the core of Privacy by Design concepts. There is a tiered approach to fines e.g. a company can be fined 2% for not having their records in order (article 28), not notifying the supervising authority and data subject about a breach or not conducting an impact assessment. It is important to note that these rules apply to both controllers and processors -- meaning 'clouds service providers' will not be exempt from GDPR enforcement. The conditions for consent have been strengthened, and companies will no longer be able to use long illegible terms and conditions full of legalese, as the request for consent must be given in an intelligible and easily accessible form, with the purpose for data processing attached to that consent. Consent must be clear and distinguishable from other matters and provided in an intelligible and easily accessible form, using clear and plain language. It must be as easy to withdraw consent as it is to give it. 

GDPR enshrines into law for citizens their ‘Data Subject Rights’. These include:

Breach Notification – Under the GDPR, breach notification will become mandatory in all member states where a data breach is likely to “result in a risk for the rights and freedoms of individuals”. This must be done within 72 hours of first having become aware of the breach. Data processors will also be required to notify their customers, the controllers, “without undue delay” after first becoming aware of a data breach. 

Right to Access – Part of the expanded rights of data subjects outlined by the GDPR is the right for data subjects to obtain from the data controller confirmation as to whether or not personal data concerning them are being processed, where and for what purpose. Further, the controller shall provide a copy of the personal data, free of charge, in an electronic format. This change is a dramatic shift to data transparency and empowerment of data subjects.

Right to be Forgotten – Also known as Data Erasure, the right to be forgotten entitles the data subject to have the data controller erase his/her personal data, cease further dissemination of the data, and potentially have third parties halt processing of the data. The conditions for erasure, as outlined in article 17, include the data no longer being relevant to original purposes for processing, or a data subjects withdrawing consent. It should also be noted that this right requires controllers to compare the subjects' rights to "the public interest in the availability of the data" when considering such requests.

Data Portability – GDPR introduces data portability - the right for a data subject to receive the personal data concerning them, which they have previously provided in a 'commonly use and machine-readable format' and have the right to transmit that data to another controller.

Privacy by Design (Data Protection by Design) – Privacy by design as a concept has existed for years now, but it is only just becoming part of a legal requirement with the GDPR. At its core, privacy by design calls for the inclusion of data protection from the onset of the designing of systems, rather than an addition. More specifically - 'The controller shall……implement appropriate technical and organisational measures….in an effective way... in order to meet the requirements of this Regulation and protect the rights of data subjects'. Article 23 calls for controllers to hold and process only the data absolutely necessary for the completion of its duties (data minimisation), as well as limiting the access to personal data to those needing to act out the processing.

Data Protection Officers (DPO) – Currently, controllers are required to notify their data processing activities with local Data Protection Agency’s (DPA's), which, for multinationals, can be a bureaucratic nightmare with most Member States having different notification requirements. Under GDPR it will not be necessary to submit notifications/registrations to each local DPA of data processing activities, nor will it be a requirement to notify/obtain approval for transfers based on the Model Contract Clauses (MCCs). Instead, there will be internal recordkeeping requirements, as further explained below, and DPO appointment will be mandatory only for those controllers and processors whose core activities consist of processing operations which require regular and systematic monitoring of data subjects on a large scale or of special categories of data or data relating to criminal convictions and offences. Importantly, the DPO: 

•
Must be appointed on the basis of professional qualities and, in particular, expert knowledge of data protection law and practices

•
Maybe a staff member or an external service provider

•
Contact details must be provided to the relevant DPA

•
Must be provided with appropriate resources to carry out their tasks and maintain their expert knowledge

•
Must report directly to the highest level of management

•
Must not carry out any other tasks that could result in a conflict of interest.
Offers and regulation for Privacy

Privacy can be defined as freedom from damaging publicity, public scrutiny, secret surveillance, or unauthorized disclosure of one’s personal data or information, as by a government, corporation, or an individual. Privacy in the context of online and connected services means the privacy and security level of personal data published via the Internet or held by a company. It is a broad term that refers to a variety of factors, techniques and technologies used to protect sensitive and private data, communications, and preferences. Online privacy and anonymity are paramount to users, especially as e-commerce continues to gain traction. Privacy violations and threat risks are standard considerations for any website or online service under development. Privacy is linked to the confidentially of personal data between the user and the service provider. This is a different meaning of confidentially that is found within the CIA model which focuses on the service provider responsibility, though the methods to maintain confidentially are the same. Users know that in order to access a free service they are going to have to hand over some sort of personal information often they are willing to oblige as long as their data is not misused or sold on to a 3rd-party. They expect confidentially to mean having another's trust or confidence when entrusted with secrets or private information. 

 Privacy means in the context of the user-centric digital ecosystem that end-user expect their personal data and information they hand-over to providers in exchange for a product or service that their information is stored safely, securely and will not be shared without their permission. This expectation is the goal of GDPR by clarifying the use of personal data and the need for companies to prove they are taking the necessary actions and steps to keep that data safe from attack or misuse. Though it should be noted that GDPR has yet to be tested in a court of law of a company failing to meet the requirements of GDPR. 

In order to get further a proposal for a reinforced regulation in the field of electronic communications named e-Privacy is on the European agenda. Such directive will have to look at the need for special rules for the electronic communications sector including Over the Top services (OTTS), the possible exemptions to consent for processing traffic and location data, and new solutions to cope with the cookie consent issue.
To obtain views from citizens, a Eurobarometer survey on ePrivacy was conducted by the commission throughout the EU. The key findings are the following: 

– 78% say it is very important that personal information on their computer, smartphone or tablet can only be accessed with their permission. 

– 72% state that it is very important that the confidentiality of their e-mails and online instant messaging is guaranteed. 

– 89% agree with the suggested option that the default settings of their browser should stop the sharing of their information. 

On our side, the STF survey shows that 76% of people claim they have not enough tools or means to challenge their provider on the privacy respect. 87% would like to hide their location by themselves and dynamically depending application or situation.

We can also note that 71% say they use an ad blocker on their PC.

The survey also reveals that 40% never or rarely use a Wi-Fi connexion for privacy and security reasons, and that is the main reason for not using Wi-Fi.

Also, there is the issue of free or very low-cost service which users are willing to use but do not want companies to take advantage of personal data which pays for those free services this is the ‘Privacy Paradox'.

This Privacy Paradox is a consequence of the competing demand to use information technologies (including social technology and social software) and have an online persona, while simultaneously having to guard against potential threats to personal safety and privacy resulting from the misuse of available information either by companies or individuals. Some of the answers to the survey questions carried in support of the user-centric digital eco-system illustrate the privacy paradox. Question seven ‘would you like to be informed when you are risking entering into an area with low or no coverage' the majority of replies were yes. Also, question twelve ‘about battery life' the majority said they would like more information about it. Though in order for these functions to work would require a greater amount of information to be collected and used in order to ensure these functions worked properly.  But in question thirty-two the majority of users did not trust the level of security or privacy respect of the providers as we see already. The question 31 is also very revealing about this paradox. At the question "Do you want more pro-active assistance from your telecom operator?" a majority say yes according to their needs or the situation but if the security and privacy are assured. They are nevertheless very reluctant to give access to their personal agenda. This means that even though end-user would like greater functionality from their phones unless they had confidence or trust in their service provider they either forgo that function or use it only a limited way and not take full advantage of it.

This means in the context of designing a user-centric digital eco-system when it comes to privacy there is often a focus on optimising the settings and permissions of an application or service. The part of the solution to the privacy paradox is privacy by design which is now part of GDPR. Though it is called data protection by design. Data protection by design is ultimately an approach that ensures service providers consider privacy and data protection issues at the design phase of any system, service, product or process and then throughout the lifecycle. As expressed by the GDPR, it requires the business to put in place appropriate technical and organisational measures designed to implement the data protection principles; and integrate safeguards into business processing so that they meet the GDPR's requirements and protect the individual rights. In essence, this means businesses have to integrate data protection into their processing activities and business practices.

List of good practices for Privacy by Design:

· Businesses consider data protection issues as part of the design and implementation of systems, services, products and business practices.

· Businesses make data protection an essential component of the core functionality of their processing systems and services.

· Businesses anticipate risks and privacy-invasive events before they occur and take steps to prevent harm to individuals.

· Businesses only process the personal data that they need for their purposes(s) and that they only use the data for those purposes.

· Businesses ensure that personal data is automatically protected in any IT system, service, product, and/or business practice so that individuals should not have to take any specific action to protect their privacy.

· Businesses provide the identity and contact information of those responsible for data protection both within their organisation and to individuals.

· Businesses adopt a ‘plain language’ policy for any public documents so that individuals easily understand what they are doing with end-user personal data.

· Businesses provide individuals with tools, so they can determine how they are using their personal data, and whether their policies are being properly enforced.

· Businesses offer strong privacy defaults, user-friendly options and controls, and respect user preferences.

· Businesses only use data processors that provide sufficient guarantees of their technical and organisational measures for data protection by design.

· Businesses use other systems, services or products in our processing activities, they make sure that they only use those whose designers and manufacturers take data protection issues into account.

· Businesses use privacy-enhancing technologies (PETs) to assist them in complying with their data protection by design obligations. 
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7
Recommendations

7.1
Services and QoE

7.2 
Security
Today the company must reason differently about the security of its IT, data and people. The most important thing now is to detect threats as quickly as possible and secure what is essential for example data and device assets. Most of the defence techniques are reserved for large companies that can afford them, and that does not change much across the different areas’ companies operate in.

In the digital ecosystem, cybersecurity providers must offer a catalogue of services, adaptable to each case, pooling skills and defences, at prices that meet the different expectations. This can only be through Security-as-a-Service.
Previously, security consisted of closing or severely limiting access to data, devices and applications. Today, it is impossible for the modern businesses and that are transforming to adopt the same strategy. First, because the infrastructure is virtualized and ends up in the cloud. Then because the uses are focused on mobility, and that the company has its assets dispersed outside the scope of their own physical computing abilities.

7.2.1 Security as a Service Recommendations
By providing security services for end-user there are key challenges which include big data, IoT privacy and IoT Security. The UK National Cyber Security Centre (NCSC) and France Agence Nationale de la Sécurité des Systèmes d'Information / National Agency for Information Security Systems (ANSSI) both provide that guidelines are an example of a model for applying best security practice within the environment of IoT and network connected systems. These include Technology which is Secure by Default and has the best security it can without the user even knowing it's there or having to turn it on. The elements which make up secure by default are: No default passwords; Keep software updated; Securely store credentials and security-sensitive data; Communicate securely; Minimise exposed attack surfaces; Ensure software integrity; Ensure that personal data is protected; Make systems resilient to outages; Monitor system telemetry data; Make it easy for consumers to delete personal data. These have to be implemented by the device manufactories and the service providers. 

The key areas where applying cybersecurity is critical in the user-centric digital eco-system include User devices and User Networks; Machine to Machine communication (M2M); Service Provider Devices and Service Provider Networks. The role of Implementation is within the management of Service Providers by using policies, guidelines, training and education role to ensure end-user are protected by cybersecurity and to encourage them to follow cybersecurity best practise. 

The Confidentially, Integrity and Availability (CIA) model is a guide for measures in information security. Information security is a key component within cybersecurity.  Information security influences how information technology is used. Information technologies are already widely used in organizations and homes. This condition means that organizations and homes are subject to information security issues. Thus, it is necessary for such organizations and households to apply information security measures. These measures should protect valuable information, such as proprietary information of businesses and personal or financial information of individual users. Information security teams use the CIA triad to develop security measures. The CIA model shows the fundamental goals that must be included in information security measures. The CIA model serves as a tool or guide for securing information systems and networks and related technological assets. This means the service or business provider has a responsibility with their actions and choices they undertake to protect data, information and assets also they need to be compliment with regulations and the law. This has become vitally important to a business or service provider wants to avoid being investigated and fined under GDPR if they fail to adequately take measures to protect data in their care. Cyber insurance is encouraging companies to become more compliant in order to secure lower premiums by implement information and cybersecurity measures.  User choice and responsibility – education and awareness/settings and permissions with applications and devices.

· Confidentiality – is the protection of information from unauthorized access. This is ensured by data or an information system is accessed by only an authorized person. User Id’s and passwords, access control lists (ACL) and policy-based security are some of the methods through which confidentiality is achieved.

· Integrity – is the condition where information is kept accurate and consistent unless authorized changes are made. It is possible for information to change because of careless access and use, errors in the information system, or unauthorized access and use.  This is ensured that it is edited by only authorized persons and remains in its original state when at rest. Data encryption and hashing algorithms are key processes in providing integrity. Also, version control may be used to prevent erroneous changes or accidental deletion by authorized users becoming a problem and backups or redundancies must be available to restore the affected data to its correct state. As well what often considered standard and basic security measures that can help maintain integrity are firewalls (control network access) and anti-malware/virus software.

· Availability – is the situation where information is available when and where it is rightly needed. The main concern in the CIA model is that the information should be available when authorized users need to access it. Availability is maintained when all components of the information system are working properly. This involves appropriate scheduling of hardware maintenance, software patching and/or upgrading and network optimization to ensure maximum availability for end-users. Also, providing adequate communication bandwidth and preventing the occurrence of bottlenecks are equally important. Redundancy, failover, RAID even high-availability clusters can mitigate serious consequences when hardware issues do occur.  Fast and adaptive disaster recovery is essential for the worst-case scenarios; that capacity is reliant on the existence of a comprehensive disaster recovery plan (DRP). Safeguards against data loss or interruptions in connections must include unpredictable events such as natural disasters and fire. To prevent data loss from such occurrences, a backup copy may be stored in a geographically-isolated location, perhaps even in a fireproof, waterproof safe. Extra security equipment or software such as firewalls and proxy servers can guard against downtime and unreachable data due to malicious actions such as distributed denial-of-service (DDoS) attacks and network intrusions.

The CIA model can be applied to the User Centric General Framework to ensure that a secure service is provided, and data is protected. The confidentiality methods of protecting information from unauthorized access of user ID’s, passwords and access control lists would be used by the provider service management to ensure only the known authorized users can access user data and settings. Also, the User itself would have their own ID and password to access their accounts through the service provider. The integrity methods to ensure information is kept accurate and consistent unless authorized changes are made these would be implemented by the service provider on their hardware, software and networks. The availability methods would be implemented by the service provider to ensure their systems are kept up to date and in working order. They would aim to have a minimal amount of downtime, so end-users would not be overly affected. Often this means scheduled downtime is carried out either overnight or early in the morning.

There are different Levels of Protection in cybersecurity they are presented below as a table and text description. While it focuses on the role of service providers and their responsibilities the awareness and their implementation of cybersecurity is relevant to end-user consumers as well. The table is drawn from three sources; https://www.arcweb.com/industry-concepts/cybersecurity-maturity-model http://security-architect.com/how-to-assess-security-maturity-and-roadmap-improvements/ https://www.researchgate.net/figure/Community-Cyber-Security-Maturity-Model-CCSMM-5-Levels_fig1_235142909 The table aims to provide an overview of the different level of cybersecurity protection. Each level contains the elements of the one below it. They move from being passive, to being reactive and finally proactive in terms of cybersecurity. The cost of people and resources needed to implement each level increases in order for them to be implemented. For companies and individual end-users, not all aspects of these cybersecurity levels are valid to their requirements. There has to be a requirement for them to be implemented otherwise they can be an expanse of money and time that is wasted. 

Acronyms and definitions for table

1. COOP – Continuity of Operations Plan: In the business world, a Continuity of Operations Plan AKA disaster planning or recovery plan. There are a range of different techniques and strategies that can be part of a Continuity of Operations Plan. Businesses and agencies can create fault-tolerant systems and redundant storage so that sensitive data is maintained through an emergency. They can also invest in redundant hardware systems so that an office can still function if a local site is compromised. Other forms of COOP planning involve planning for individual business processes and applications to continue directly after a crisis. Planners can create systems for moving data and operations off-site. New data and document handling systems provide a lot of these features as a kind of insurance against emergencies. 

2. DMZ – Demilitarized Zone: is primarily implemented to secure an internal network from interaction with and exploitation and access by external nodes and networks. DMZ can be a logical sub-network, or a physical network acting as a secure bridge between an internal and external network. A DMZ network has limited access to the internal network, and all of its communication is scanned on a firewall before being transferred internally. If an attacker intends to breach or attack an organization’s network, a successful attempt will only result in the compromise of the DMZ network - not the core network behind it. DMZ is considered more secure, safer than a firewall, and can also work as a proxy server.
3. ICE– Interactive Connectivity Establishment (ICE) is a technique used in computer networking to find ways for two computers to talk to each other as directly as possible in peer-to-peer networking. This is most commonly used for interactive media such as Voice over Internet Protocol (VoIP), peer-to-peer communications, video, and instant messaging. In such applications, you want to avoid communicating through a central server (which would slow down communication, and be expensive), but direct communication between client applications on the Internet is very tricky due to network address translators (NATs), firewalls, and other network barriers.
4. SEIM Software – Security Incident and Event Management: is implemented via software, systems, appliances, or some combination of these items. There are six main attributes of a SIEM system: 

a. Retention: Storing data for long periods so that decisions can be made off of more complete data sets.

b. Dashboards: Used to analyse (and visualize) data in an attempt to recognize patterns or target activity or data that does not fit into a normal pattern.

c. Correlation: Sorts data into packets that are meaningful, similar and share common traits. The goal is to turn data into useful information.

d. Alerting: When data is gathered or identified that trigger certain responses - such as alerts or potential security problems - SIEM tools can activate certain protocols to alert users, like notifications sent to the dashboard, an automated email or text message.

e. Data Aggregation: Data can be gathered from any number of sites once SIEM is introduced, including servers, networks, databases, software and email systems. The aggregator also serves as a consolidating resource before data is sent to be correlated or retained.

f. Compliance: Protocols in a SIEM can be established that automatically collect data necessary for compliance with company, organizational or government policies.
5. Anomaly and Breach Detection – is mainly a data-mining process and is used to determine the types of anomalies occurring in a given data set and to determine details about their occurrences. It is applicable in domains such as fraud detection, intrusion detection, fault detection, system health monitoring and event detection systems in sensor networks. In the context of fraud and intrusion detection, the anomalies or interesting items are not necessarily the rare items but those unexpected bursts of activities.
6. Threat Intelligence - is the in-depth analysis of potential computer and network security threats to an organization. As with military intelligence, the goal is to get as much information as possible about threats so that a company can take proper action against them. The term implies anticipating and defending against attacks rather than just reacting with incident management techniques. Threat intelligence can examine threats facing one organization or it can cast an even wider net, involving the cooperation of other firms. As attacks become more sophisticated, professionals working to minimize threats must collaborate with each other.

Table 1 Cybersecurity Implementation Levels

	
	Level 1

Initial
	Level 2

Advanced
	Level 3

Self-Assessed
	Level 4

Integrated
	Level 5

Anticipate

	People
	Minimal cyber awareness
	Leadership aware of cyber threats – encourages training
	Leadership promotes security awareness
	End-users aware of cybersecurity issues
	Awareness a business and community imperative

	
	
	
	A formal training program established
	Education of cybersecurity is promoted by organisations
	Culture supports continuous improvement of security skills, process and technology

	
	Minimal cyber info sharing
	Informal info sharing/communication in the community
	Formal info sharing/communication in the community
	Analysis and sharing of collected info between different communities
	Fully integrated info analysis to combine all physical and cyber info to create and share a near real-world picture of cyber events

	
	
	
	Defined roles to manage cybersecurity policy
	
	

	Process
	Minimal cyber assessments and policy and procedure evaluations
	Initial evaluation of policies and procedures
	Routine audit programs but minimal verification 
	Verification of cyber plans and assessment to improvement
	Continuous verification of plans through risked and quantitively tests.

	
	Little inclusion of cyber into COOP
	Aware of the need to integrate cybersecurity into COOP
	Includes cyber in COOP
	Integrate cyber in COOP and has an incident response and recovery plan
	Continuous improvements of cyber in COOP and testing and verification of plans.

	Technology
	Physical Security
	Unidirectional Gateways
	Zone Firewalls
	SIEM software, device and service
	Anomaly and Breach Detection

	
	Asset Inventory
	DMZs
	ICS Device Firewalls
	
	

	
	Device Hardening
	Firewalls and Anti-Malware
	Application, device and network whitelisting
	Automatic log and incident management
	Threat Intelligence

	
	Patch Management
	Access Control
	
	
	


The cybersecurity implementation levels would be carried out mainly by the Service Provider within the User digital ecosystem to ensure their systems and data are protected from cyber-attack. For large service providers, they will be able to carry out many of these actions ‘in-house' and working in partnership with select cloud network and cybersecurity providers to protect their systems and data. While smaller service providers, while they should be able to carry out basic cybersecurity process on their own, will pick and choose different cybersecurity packages which they can afford and/or meets their requirements from cloud network and cybersecurity providers

These are essential to providing the end-user with a secure and reliable service. The section of ‘People' refers to the service provider employers and how they can inform the user about cyber threats. The section ‘Process' is how Service Providers develop their cybersecurity strategy and its implementation. Also, how they certificate the different cybersecurity standards that include ISO/IEC 27001 [i.7] and 27002 [i.8], The NIST Cybersecurity Framework and ISO 15408 [i.9] also called “Common Criteria”. Cybersecurity standards are techniques generally set forth in published materials that attempt to protect the cyber environment of a user or organization. This environment includes users themselves, networks, devices, all software, processes, information in storage or transit, applications, services, and systems that can be connected directly or indirectly to networks. The principal objective is to reduce the risks, including the prevention or mitigation of cyber-attacks. These published materials consist of collections of tools, policies, security concepts, security safeguards, guidelines, risk management approaches, actions, training, best practices, assurance and technologies. The section ‘Technology' are the tools that the service provider would need to implement to protect their systems and data from attack. Also, these tools ensure they are compliment with the implementation of cybersecurity standards. As well some of the elements of ‘Technology' are relevant to the end-user device and network connections these include physical security, patch management (application/device updates), firewalls, anti-malware software and access control (usernames and passwords). 

There is a need to achieve human-centric cybersecurity which means moving away from protecting devices and services from vulnerabilities towards designing cybersecurity around the behaviours and requirements of the end-user. These involve taking steps to improve user behaviour in cybersecurity through education, awareness and actions to active measures to ensure user take steps to improve their own cybersecurity on the devices, networks and services they use. As well as implementing secure by design or default as the standard method of incorporating cybersecurity to devices and services instead of adding cybersecurity on afterwards. 

7.2.2 Future Element  - General
Framework in Europe on Cybersecurity
The NIS (Network and Information Security) directive, which requires some European companies to improve their ability to withstand cyber-attacks, has been adopted by the European Parliament in July 2016 and the Member States have to transpose it into their national laws by 9 May 2018 and identify operators of essential services by 9 November 2018.  

The NIS Directive establishes common cybersecurity standards and strengthens cooperation between the countries of the Union and a culture of security across sectors which are vital for our economy and society and moreover rely heavily on ICTs, such as energy, transport, water, banking, financial market infrastructures, healthcare and digital infrastructure. Businesses in these sectors that are identified by the Member States as operators of essential services will have to take appropriate security measures and to notify serious incidents to the relevant national authority. Also, key digital service providers (search engines, cloud computing services and online marketplaces) will have to comply with the security and notification requirements under the new Directive.

The goal is to prevent cyber-attacks but also boost consumer confidence in the use of digital services. 
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