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Traditionally, conformance testing has been the domain of the telecommunications industry while interoperability testing has mainly been limited to the Internet world. Many see these as either/or solutions, ignoring the fact that recent experience shows that both approaches have their strengths when used wisely. This invited paper looks at the growing trend in combining conformance testing with interoperability testing. 

This paper discusses the merits and shortcomings of each approach and shows one way they can usefully be combined to maximise the effectiveness of the testing process. This is especially relevant where testing is being treated as a potential branding issue by various fora, as is the case for SIP and IPv6 among others.

This paper also presents ETSI standardisation activities such as STF 224 (which is developing a generic interoperability testing methodology), the recently created MTS IP Testing group and the work being done by the ETSI Protocol and Testing Competence Centre (PTCC) and the ETSI PlugtestsTM service.

T

he telecommunications industry requires different kinds of base specifications and standards to ensure that its products function, interoperate with each other, are safe and comply with regulatory requirements. Any effective standardization activity requires test specifications to support these base requirements. Without such test specifications, a product fatally risks being dysfunctional, not working with other products, being unsafe and incurring legal liabilities. The only way to ensure that standards are met is to test products in an effective way using the test specification. 
Responsible engineering mandates appropriate and thorough testing. There are not many people willing to cross a bridge at the risk of their lives if they are not certain that it has not been proven to be safe. For this purpose, a bridge is tested before, during, and after its construction in various manners. Similarly, proving that a telecommunications system works correctly requires testing before, during, and after its development.

In the development and maintenance of its products and services, the telecommunications industry uses many kinds of testing such as integration, performance, stress, load, electro-magnetic emissions, electrical safety, mechanical resistance, conformance and interoperability. In general, protocol conformance testing is appreciated in the telecommunications world, whereas it appears that the IP world, at best, avoids it and, at worst, tolerates it only if imposed by "force majeure".

Here at ETSI, protocol conformance testing specifications have dominated our testing activities and will continue to do so in the future. However, we are seeing new and significant interest in interoperability testing for a variety of reasons, some of which are valid and others, arguably, less so. The increasing success of ETSI's PlugtestsTM Service is proof that the concept of interoperability testing is appreciated by our members and the industry. Current thinking includes the view that interoperability testing effectively replaces conformance testing with significantly less cost and time.
In order to discuss this position and develop others, definitions and understandings of conformance and interoperability testing are necessary. There is indeed much confusion on what conformance testing is, what it does and how much it costs. There is just as much confusion concerning the definition of interoperability testing. An informal survey recently asked seven manufacturers, network operators, and application providers their definition of interoperability. Each of the seven answers bore no relation to the other!
This paper discusses the industry's view of interoperability testing, provides ETSI's definitions and methodologies for both types of testing, and explores their advantages and disadvantages. It shows that interoperability testing produces results that are indeed different from those obtained in conformance testing. This, then, precludes the possibility of interoperability testing replacing conformance testing in toto. Through a simple example, we hope to show clearly that the results of either kind taken separately do not guarantee interoperability and that good engineering practice requires both kinds of testing to ensure the interoperability intended by the base standards. We go further by daring to assert that conformance testing is necessary in accomplishing effective and rigorous interoperability testing.

The current approach of interoperability testing in the industry

There is actually no commonly agreed definition of interoperability, let alone a common view of interoperability testing.  However, interoperability testing has, until recently, been viewed generally as the rather informal interconnection of prototype equipment for the combined purposes of product debugging and technology development. Interop Events, Plug Fests and bake-offs all fall into this category.

The approach here has been for manufacturers to bring their products together at a central location where appropriate network facilities have been provided. As shown in Figure 1, the equipment is connected to the network and, by mutual arrangement, two or more manufacturers will attempt to make their products communicate to execute particular joint functions. Information on the success or failure of these tests is used to improve the product designs or as feedback to the underlying standardization activities to advance the technology itself.
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Figure 1. Typical bake-off connection arrangement.
Figure 1 shows a typical (though simplified) arrangement for bake-off testing where a number of products from different suppliers have all been connected to a central network. The figure shows a session where the manufacturers of Products 2, 3 and 6 have agreed to check the interoperability of some common functions. Similar testing between Products 1, 2 and 4 might take place in a later session. However, testing between Product 1 and 5 could be carried out in parallel.

Testing of this type is a very powerful method for improving product stability and the technology upon which the products are based. However, it does not provide proof that the products conform to any standards nor does it show that the products interoperate fully as the standards intend.

Market demand for guarantees of interoperability has led to a growing interest by telecommunications manufacturers and operators in certification and logo schemes based on a more formal approach to testing. Such testing depends not only on the use of predefined suites of interoperability tests covering the full range of possible functions but also on the conformance testing of products to specific protocol standards as a pre-requisite to interoperability testing.

Conformance testing

The purpose of conformance testing is to determine to what extent an implementation of a particular standard conforms to the individual requirements of that standard. For nearly 15 years ETSI Technical Bodies have been producing conformance test specifications for key technologies such as GSM, UMTS, DECT, INAP, TETRA, ISDN, B-ISDN/ATM, HiperLAN/2, VB-5, FSK and VoIP (H.323/SIP). ETSI test specifications are developed according to the well-proven ISO/IEC 9646 [1] conformance testing methodology illustrated in figures 2 and 4. 
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Figure 2. A generic model for Conformance Testing (based on ISO/IEC 9646).
In the conformance testing architecture of Figure 2 there are two main components: the System Under Test (SUT), which contains the Implementation Under Test (IUT), and the Means of Testing (MOT). The IUT is usually a single protocol although an SUT contains several protocol layers which may be tested a layer at a time, with one conformance test suite for each layer.

The MOT includes at least one tester depending on the architecture of the IUT and the interfaces that are accessed during testing. It also handles such activities as coordination, logging and the reporting of test results. Connection of the SUT to the testers is achieved by some Means of Communication (MOC). For example, when testing, say, a layer N protocol with a single tester, the MOC would be a protocol stack of layer N-1.

The testers, which in a real testing environment may be distributed, execute test programs or scripts which in ISO 9646 terminology are called Test Cases. The entire set of Test Cases is known as a Test Suite. 
ETSI develops Abstract Test Suites (ATS) written in the standardized testing language TTCN which can be compiled and run on a variety of real test systems. The following illustrations show testing of a network element (A) and terminal equipment (B).
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Figure 3. Illustrations of conformance testing
In each case there may be different conformance test suites for the different protocols (components) that make up the products. At no time does an individual test suite test the product as a complete system. The dotted lines in these illustrations indicate that the interfaces at which testing occurs are usually standardised protocol interfaces internal to the product and the test system.
Conformance testing methodology

The main element of the ISO/IEC 9646 methodology as applied by ETSI is summarised in figure 4. While originally targeted at protocol testing, this methodology can be applied to the black-box testing of other reactive systems such as services and APIs. For simplicity, we shall mainly consider conformance testing of protocols.
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Figure 4. Illustration of the ISO/IEC 9646 Conformance Testing methodology.
ISO/IEC 9646 recommends the production of test specifications comprising the following documentation: 
· The Test Suite Structure and Test Purposes (TSS&TP) are derived from the relevant base standard. They provide an informal, easy-to-read description of each test, concentrating on the meaning of the test rather than detailing how it may be achieved. Each Test Purpose focuses on a specific requirement or combinations of requirements identified in the base standard. They are usually defined on a detailed protocol level, possibly referring to protocol messages, states or capabilities. Finally, the Test Purposes are grouped into a logical Test Suite Structure according to suitable criteria (e.g., basic interconnection, error handling, protocol functionality etc.). 


Figure 5. An example Test Purpose for the SIP protocol.
· The Abstract Test Suite (ATS) is the entire collection of Test Cases. Each Test Case specifies the detailed coding of the Test Purposes, written usually in a test specification language such as the standardized TTCN.

· The Implementation Conformance Statement (ICS) is a checklist of the capabilities supported by the Implementation Under Test embedded in the SUT. It provides an overview of the features, capabilities, functionality and options that are implemented by that product. The ICS can be used to select and parameterize test cases and as an indicator for basic interoperability between different products
· The Implementation eXtra Information for Testing (IXIT) contains additional information (e.g., specific addresses, timer values etc.) necessary for testing.
· The Executable Test Suite (ETS) can be quickly and easily implemented from the ATS using the TTCN compilers available on most modern test tool platforms (C++, Java etc.). Runtime support, such as message encoders/decoders, test control and adaptation layers is needed to execute the tests in a real test system.
ISO/IEC 9646 does not just define test specifications as described above. This seven-part standard also covers test realisation (executable tests), requirements on test laboratories and the development of Protocol Profile test specifications.
Characteristics of Conformance testing
Because the conformance tester maintains a high degree of control over the sequence and contents of the protocol messages sent to the IUT it is able to be comprehensive in that it can explore a wide range of both expected and unexpected (invalid) behaviour. Protocol design must take into account events that could occur only once in more than a million instances. Such a low probability event cannot (intentionally) be generated with interoperability testing.
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Figure 6. Scope of Conformance Testing.
One criticism of conformance testing is that it is expensive. Indeed, that may have been true when it was associated with bureaucratic and inefficient third-party testing schemes. However, that is no longer the case. ETSI has streamlined the process of writing test specifications and the test suites themselves focus on testing the essentials - the motto being "conformance testing for interoperability". Because the test specifications are produced by teams of experts recruited from the ETSI Technical Bodies, the cost is distributed among the ETSI membership. ETSI test specifications are in increasing demand, often being used by manufacturers as a basis for internal development testing and as an essential complement to interoperability testing. In the words of one 3GPP TG chairman 'the Conformance Test Suites for 3GPP terminals are extremely good value for money. They test crucial requirements ensuring interoperability of terminals and form a core set of tests on which suppliers can extend'.
It is true that test systems for radio-based systems are expensive. In a large market such as GSM and UMTS it is worthwhile to build such test systems. However, for less extensive applications, where testing is considered important but where costs must be kept to a minimum, there is a growing interest in emulating the lower (radio) layers in a non-radio protocol such as IP for testing purposes. This is a very effective but much lower cost alternative to the real thing!

TTCN-3 test systems

The Tree and Tabular Combined Notation (TTCN) is a language designed specifically for the development of test specifications. It has been used in numerous technology applications including ISDN, GSM, DECT and SIP. 

As the name suggests, versions 1 and 2 of TTCN enforce a tabular structure on test specifications. They also employ a rather cryptic notation for individual test steps. Although very powerful for protocol testing, this approach lacks both readability and the flexibility required to extend the language into different application areas. Thus, ETSI has produced a third version (TTCN-3) which has been given the look and feel of a modern programming language (ES 201 873 series also published by ITU‑T in their I.140 series of Recommendations). It has even been given a new meaning for its TTCN abbreviation. It is now the Testing and Test Control Notation which better reflects its objectives and purpose. In addition to protocols, TTCN-3 is an ideal language for specifying tests of services, APIs and a range of other software‑based systems. It is not restricted to conformance testing and can be used in many areas, including interoperability testing. TTCN-3 test suites are executed on specialised test systems, the principles of which are illustrated in figure 7.
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Figure 7. Basic components of a TTCN-3 test system.
A TTCN-3 test system consists of three main components, the standardised parts of which are the TCI and TRI defined in parts 5 and 6 of TS 201 873 [4]:
· The Test Manager is responsible for controlling the tests, handling distributed components, tracing and logging, external encoder/decoder plugins, test suite parameterization and selection etc. In a good tool the Test Manager will offer a GUI (Graphical User Interface) to the user.
· The TTCN-3 runtime system provides the execution environment for the compiled TTCN-3 test cases. Some of this support is generic to all test suites, some is specific to the particular protocol being tested, most notably the encoding and decoding of messages.
· The Adaptation Layer interfaces the test system to the MOC (usually an underlying protocol stack). Again, some of this is generic but mostly the adaptation layer is specific to the particular testing environment.

The example

Turning back to the bake-off example in Figure 1, there are three interconnected products (Products 2, 3 and 6) each of which are almost certainly composed of several sub-systems or components. These components may, themselves, have sub-components or sub-systems. Among these components there is likely to be at least one protocol stack having several protocol layers. For the purposes of conformance testing, an IUT could be one of the protocols in the stack over the other underlying protocols or an emulator. Thus, conformance test suites are designed to test one implementation of a specification in a product. Theoretically, conformance testing can be conducted on each implementation of a specification that is present in a product. In other words, conformance testing is specific to a sub-system or component of a product for which there exists a base specification or standard. If there is no base specification, there can be no conformance testing! 

Considering only the conformance testing of protocols, it is true to say that a telecommunications system uses a number of protocols, some of which may be "tried and true" and others that are newly specified. If the newer protocols are lower in the stack of protocols and the "tried and true" protocols are higher up on the stack (which often occurs), the reliability in the higher level protocols is not determinable until confidence in the lower levels is established. To put a reliable protocol over an unproven entity is asking for trouble with the amount of trouble being directly proportional to the complexity of the unproven protocol.

A conformance test for a single protocol can have hundreds of test cases even if it is a relatively simple protocol. The number of messages in each sequence, the number of re-attempts that are permitted and the number of exception conditions that are catered for can all increase the complexity exponentially.
Although this specific example discusses only the protocol component in our system, the same reasoning is valid for any component in a product. True, protocols demand the most extensive form of conformance testing, but conformance testing could be required in any of the other sub-systems (applications, services, electrical and electronic systems, connectors and interfaces), particularly if they have multiple ways of accomplishing the same function. Such robustness is a quality factor often designed into transmission and electrical/electronic systems.
Advantages and Disadvantages of Conformance Testing

If comprehensively specified, conformance testing is able to accomplish the following for a given component:

· Determine whether the behaviour of an implementation conforms to the requirements laid out in its base specification including the full range of error and exception conditions which can only be induced or replicated by dedicated test equipment. 

· Exercise most, if not all, of the possible ways of achieving each of a component's function.

On the other hand, conformance testing does not accomplish the following:

· Prove end-to-end interoperability of functions between the two similar communicating systems.

· Exercise all system components and their interfaces together to determine whether the implementation works in a real-life environment.

· Prove the operation of proprietary features, functions, interfaces, and systems that are not in the public domain. However, these proprietary facilities may be exercised indirectly as part of the configuration or execution of the conformance tests.

ETSI's approach to interoperability testing

For ETSI, the purpose of interoperability testing is to prove that end-to-end functionality between (at least) two communicating systems is as required by the standard(s) on which those systems are based. Interoperability activities can be loosely divided into three classes: bake-offs, interoperability demonstrations and interoperability testing.

Bake-offs are used to develop and validate technologies and standards. They are best begun at an early stage of the development cycle when prototypes and early implementations are available. Their value is to move the standards forward and to iterate to the best technical solutions. Feedback to standards bodies and implementers is essential.

As the name implies, interoperability demonstrations are used mainly in a marketing context and do not usually add value to standards development.

It is the third kind of event, interoperability testing, which is the focus of this paper. This activity requires a more rigorous approach than bake-offs, especially if the end purpose is some form of certification or branding. There seems not to exist a universal methodology with well-defined concepts and terminology. In order to fill this gap ETSI EP TIPHON™ (Telecommunications and Internet Protocol Harmonization Over Networks) is defining a generic methodology [2] for the interoperability testing of communications systems in Next Generation Networks (NGN) as illustrated in figures 8 and 10.  Note that the methodology, which is described in DTS/TIPHON 06025-2, is still in its early stages and some of the ideas presented in this paper may be subject to change as it matures.
Even if this is not a global view, TIPHON™ sees a benefit in developing this generic approach. It is hoped that with the cooperation of ETSI TC MTS (Methods for Testing and Specification) the methodology will at least develop into being one acceptable to the entire ETSI community.
On the face of it, the methodology seems very similar to that of conformance testing. This is intentional. On the broad-scale many of the ISO/IEC 9646 concepts map well to interoperability testing. However, the difference is in the detail.
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Figure 8. A generic model for Interoperability Testing (based on DTS/TIPHON-06025-2).
Like the conformance model of figure 2, the two main architectural components of the interoperability architecture are the Means of Testing ( MOT) and the System Under Test (SUT) illustrated in figure 8.
However, this is where the similarity ends. The SUT comprises the Equipment Under Test (EUT) and one or more pieces of Reference Equipment (RE). The EUT is the main focus of testing. The RE, while being part of the entire SUT, does not have the main focus and will have already undergone thorough conformance and interoperability testing. This is the principal difference between the ETSI approach and the current understanding of interoperability. Note that both the REs and the EUT may be very complex, comprising several devices, but conceptually they are always considered to be single entities. 
Unlike conformance testing the MOT does not require complex test equipment (note that this does not preclude the possibility that interoperability testing can be automated). The MOT includes the Test Operators as well as the interoperability test cases and mechanisms for logging and reporting etc. The Means of Communication (MOC) between the RE and the EUT is considered to be neither part of the SUT nor of the MOT. The following illustration shows interoperability testing of terminal equipment (EUT). The dotted lines in these figures indicate that the interfaces at which testing occurs are those interfaces offered to a normal user (e.g., the pushbuttons on a handset or dialog on a soft phone). 
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Figure 9. Illustration of Interoperability testing.
Interoperability testing methodology

The TIPHON methodology is summarised in figure 10.
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Figure 10. Illustration of the TIPHON Interoperability Testing methodology.
The Test Suite Structure and Test Purposes (TSS&TP) are derived from the relevant base standards. They provide an informal, easy-to-read description of each test, concentrating on the meaning of the test rather than detailing how it may be achieved. Each Test Purpose focuses on testing a specific functionality of the EUT that can be effected at the user interfaces offered by the SUT. Test Purposes are grouped into a logical Test Suite Structure according to suitable criteria (e.g., basic interconnection, functionality, test architectures etc.).
The Abstract Test Suite (ATS) is the entire collection of Test Cases. Each Test Case specifies the preconditions for setting up the test and the steps that must be taken by the test operators in order to perform the test. Note, that if a suitable (usually proprietary) API is available, the test operator may be replaced by an automated script, written in some form of programming language, possibly TTCN.

	Test:
	T101
	Selection Criteria:
	Mandatory
	Selected:
	Yes No

	Title:
	Voice call establishment from User A to User B

	Test Purpose
	To verify that a call can be established successfully to User B by User A and that speech communication is possible between User A and User B

	Pre‑test conditions:
	Configure EUT and RE to support at least codec G.711

Configure EUT to ensure H.323 fast connect procedure.

	Step
	Test description
	Verdict

	
	
	Pass
	Fail

	1
	Initiate new call at User A to the address of User B
	
	

	2
	Check A:      Is dial Tone heard?
	Yes
	No

	3
	Make address User B
	
	

	4
	Check A:
Is Ringing Tone heard? 
	Yes
	No

	5
	Check B:
Is terminal alerting (visual or audible indication)?
	Yes
	No

	6
	Accept call at User B
	
	

	7
	Check A:
Is Ringing Tone heard?
	No
	Yes

	8
	Check B:
Is terminal alerting?
	No
	Yes

	9
	Apply speech at User A
	
	

	10
	Check B:
Can speech from User A be heard and understood?
	Yes
	No

	11
	Apply speech at User B
	
	

	12
	Check A:
Can speech from User B be heard and understood?
	Yes
	No

	13
	Clear the call at User A and User B
	
	

	


Figure 11. Typical interoperability test case for SIP - H.323
· The Interoperability Statement (IS) is a checklist of the capabilities/functionalities supported by the Equipment Under Test. In a way it is similar to a conformance testing ICS but not so detailed. Some information in the IS may be derived from the relevant ICS. The IS can be used to select and parameterize test cases and as an indicator for basic interoperability between different products
· The Implementation eXtra Information for Testing (IXIT) contains additional information (e.g., specific addresses, timer values etc.) necessary for testing.
· The Executable Test Suite (ETS) is only necessary if scripts are defined in the ATS. These will be much simpler than conformance test cases and their implementation will depend on the nature of the API. Again, it is possible that TTCN can be used.

Other aspects of the methodology

DTS-06025-2 does not just define test specifications as described above. It also covers the specification of proformas for logging and reporting, preparation for testing such as test plans and procedures, test execution and certification procedures (if applicable).

Characteristics of interoperability testing

Interoperability testing is relatively cheap in the sense that no specialised test equipment is needed. Interoperability test cases are also (for the most part) easier (and thus cheaper) to produce. However, the effort should not be underestimated and a useful interoperability testbed is not always trivial to setup.
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Figure 12. Scope of Interoperability Testing.
Certification and branding

Certification has always been valuable. This is still so but times have changed. Certification is no longer solely a regulatory process entailing expensive bureaucracy. Today, everyone has recognized the needs for speed, flexibility, reduced costs in certification, and, concurrently, the imperative to earn the buyer's confidence in a certification label.
Certification is now largely conducted by industry fora. Manufacturers can use the results in their product branding and there is usually a logo for packaging or product labelling. Certification activities are increasing in both the IP and telecommunications domains, one reason being that manufacturers want to ensure a recognizable level of quality and interoperability to merit consumer confidence in the logo and brand. A manufacturer can self-certify its product. Self-certification often culminates the product's development testing and is an economical alternative frequently chosen by users and operators.

ETSI does not actually conduct certification processes itself. However, ETSI test suites and the methodologies described in sections 3 and 4 of this paper can be useful components in the kind of schemes mentioned above. In some cases, we can be a neutral custodian of certification test suites or an issuer of certificates following successful certification testing by an authorized laboratory or organization. 

Testing activities in ETSI

Test specifications cannot be developed in isolation. Figure 13 intends to show the relationship with respect to time between standards development, product development and testing. While there are no hard and fast rules, the important thing is that test specifications (and test tools) are in place when needed and that they have been produced before the standards are locked down. One of the most useful side-effects of the development of test specifications is the feedback that work has into the base standards. 
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Figure 13. Relationship between standards development and testing.
Support for testing

ETSI has several entities related to testing activities. 

TC MTS (Methods for Testing and Specification) is the technical Body responsible for providing all other ETSI TBs with the methodologies and techniques for the development of high-quality test specifications (http://portal.etsi.org/mts/mts_tor.asp ).

The ETSI PTCC (Protocol and Testing Competence Centre) provides support and services to ETSI Technical Bodies on the application of modern techniques for specifying protocols and test specifications. The PTCC is also responsible for the technical management of the ETSI Specialist Task Forces (STFs) that develop conformance and interoperability test specifications for ETSI standards (http://www.etsi.org/ptcc).
The PlugtestsTM Service organizes interoperability events for ETSI members and non-members alike. It provides the logistical and organizational support (often at ETSI premises) for such events. Recent events include SynchFest, IPv6 InterOp, IMTC SuperOp, SIPit, SIGTRAN Interop, Bluetooth UnplugFest. The intention with plugtests is to validate (debug) both the standards and early products or prototypes of those standards as they are developed (www.etsi.org/plugtests.). 
Work in TIPHON

The TIPHON testing and validation working group (WG6) is producing conformance test specifications for H.225, H.245, H.248, OSP and SIP. The published versions and ongoing drafts of these documents can be downloaded from http://docbox.etsi.org/TIPHON/TIPHON/07-drafts/wg6
WG6 also has two activities related to interoperability testing: the definition of a generic interoperability testing methodology [2] and the specification of a set of interoperability tests for SIP - H.323 [3]. This work will be completed in Q3 of 2003. 

IP Testing Group

In response to ETSI membership demands, MTS has set up a new testing group to improve the quality of IP-based technologies and to ensure the convergence of telecommunications and IP. The MTS-IPT group is open to all interested parties and its main objectives include:

· the development of new generic testing methodologies; 

· the standardization of existing proprietary test suites; and
· the development of new generic test suites that can later be adapted by other ETSI groups, according to their specific needs.

MTS-IPT will also investigate and analyze specific problems related to testing IP technologies, providing valuable feedback to the test development process, and act as a forum where test tool developers can meet with test specifiers to enable the early implementation of test tools. MTS-IPT will work closely with ETSI Technical Bodies, research establishments and other organizations to anticipate future developments and related IP testing needs.
Initially work will concentrate on IP version 6 (IPv6, mobility and Quality of Service aspects), the Session Initiation Protocol (SIP), and the Signalling Transport Protocol (SIGTRAN). In addition, we will cover other areas. As far as methodology is concerned, immediate priorities will be interoperability, interworking and conformance testing. One of the group's first tasks will be to provide significant input to the work that is already going on within ETSI to develop a generic methodology for interoperability testing.

Conclusions

There is some division in the industry on whether conformance testing or interoperability testing is the best way to test information and telecommunications technology (ICT) products. It is our conclusion that it is not a question of one or the other. The approaches are complementary, not competitive.

Conformance testing does indeed have many advantages, not least the fact that such testing can explicitly force exceptional or invalid behaviour and other error conditions. Conformance testing gives a good indication that a certain product fulfils the requirements defined in a base standard. A conformant product is more likely to interoperate. Indeed, conformance testing can be focused and applied in such a manner that, while proving conformance, it can also explore some interoperability aspects. Even so, conformance testing does not guarantee interoperability.

On the other hand, interoperability testing is an excellent technique for showing that different products really do work together. Interoperability testing exercises the complete product and covers aspects that are too complex (expensive) to fully test through conformance. Well-defined interoperability tests can also imply a measure of conformance. Even so, interoperability testing does not guarantee conformance.

In the experience of ETSI, while it is not absolutely necessary to undertake both types of testing, the combined application of both techniques gives a greatly increased confidence in the tested product and its chances of interoperating with other similar products. This statement is substantiated by our experience with testing over the last 15 years. Also, in connection with the work described in this paper, an experimental SIP - H.323 interoperability testbed has recently been established. Although testing is still in progress, provisional results from this testbed confirm that a combined approach does indeed improve the chances of detecting errors in the tested products. This is not just the view of ETSI. The organizations and fora supporting specific technologies, such as SIP, SIGTRAN and IPv6, recommend that certification should involve both forms of testing.

Finally, ETSI will continue to produce both conformance and interoperability test specifications for combined use by its members. We will also continue to organise PlugtestTM events that, depending on the participants' wishes, will provide opportunities for both conformance and interoperability testing.
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The figure on the left illustrates a complete system (product) parts of which are implemented using different standards. These are represented by the boxes A, B, C and D. 





Interoperability testing tests the EUT as a whole (grey shaded area) including the non-standardised components of the product.





Because the test operator only has control at user interfaces interoperability testing tends to cover the normal behaviour of the product. Unlike conformance testing, coverage is broad but more shallow.





Not shown in this figure is that, of course, it does test how well the system interoperates with other systems in the real world.





The figure on the left illustrates a complete system (product) parts of which are implemented using different standards. These are represented by the boxes A, B, C and D. 





Conformance testing tests those parts individually (grey shaded areas) to a greater or lesser degree depending on the quality and coverage of the test suites. 





By testing specific requirements in a controlled and to some extent artificial environment conformance testing tests in a narrow but deep manner. It does not test the system as whole and it does not test how well the system interoperates with other systems in the real world.





TPId:		 SIP_SS _PR_CE _V_012


Selection: 	 Mandatory


SUT: 		 Stateful Proxy


Precondition: Registration of both simulated UA to the IUT and 


 an initiated session


Ref:		 5.1.1 [1], 17.3.6 [1], 17.4 [1] , 10.46.6 [1]





Purpose: 	 Ensure that the IUT on receipt of a Server Internal Error (500 Server Internal Error) server failure response, sends an ACK request, with the same field Via and branch parameter as in the previous INVITE, to the UAS and forwards it to the UAC. 
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