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1. DECISION/ACTION REQUESTED

Action asked: This contribution is for your information. It is recommended that GSC-11 delegates take a look at new challenges of B2B, B2C and B2B2C RFID applications and services and corresponding standardization issues to be tackled as extensions as well as additions to existing RFID-related standards.
Proposed resolution: (nothing to be set out.)
2. REFERENCES

[1] The AIM Global, “Standards Groups related to Automatic Identification and Data Capture,” http://www.aimglobal.org/standards/stndrdorgs.asp

[2] The High Tech Aid, “RFID Standards – SC31,” http://www.hightechaid.com/standards/RFID_Standards_SC31.htm 

[3] EPCglobal, “Specifications & Ratified Standards,” http://www.epcglobalinc.org/standards_technology/specifications.html
[4] ISO/IEC JTC 1/SC 31/WG 4/SG 1, “Intel Leadership in guiding RFID Reader Management Capabilities,” November 2005

[5] Gildas Avoine and Philippe Oechslin, “RFID Traceability: A Multilayer Problem”, EPFL, 2005

[6] ITU-T TSAG, “A proposed new work item on object/ID associations,” November 2005, http://www.itu.int/md/choice_md.asp?id=T05-TSAG-051107-D-0036!!MSW-E&lang=en&type=mitems
3. RATIONALE

As a variety of RFID-based applications and services have been deployed in the market and have changed existing business processes and provided new values to customers, more and more new service requirements have been figured out. That is, existing RFID-based applications and services have been exploited in B2B fields, but currently new types of RFID-based applications and services have been introduced in B2C and B2B2C fields which produce different service requirements and new challenges to be tackled.  

B2B, B2C and B2B2C applications must be based on network and communication between service entities distributed globally in the Internet as well as the NGN. So an RFID application network gets associated with L1 to L7 issues. Study issues will depend on network configurations and service architectures.

Existing ISO/IEC standards and drafts don’t cover all requirements of network-based B2B, B2C, and B2B2C RFID applications and neither do EPCglobal’s standards. Both ISO/IEC JTC 1/SC 31 and EPCglobal are still focusing on B2B applications such as the supply chain management, inventory management, manufacturing and processing, logistics, and so on. But emerging RFID applications and services of B2B, B2C and B2B2C models require new and extended features to provide better values to enterprises as well as customers. 

This contribution was excerpted from an ITU-T TSAG report, “Review report of Standardization Issues on Network Aspects of Identification including RFID” to introduce standardization activities of other SDOs and new standardization issues to GSC-11 attendees. It deals with:
· Review of standardization activities of other SDOs to avoid duplicate standards development and make a collaboration of standards development;
· Analysis of service requirements of networked ID applications and services; and
· New standardization areas and topics expected.
3.1. Review of Standardization Activities of other SDOs 

In order to avoid duplicate standards development and make harmonized collaborations, existing standards and standardization activities of other SDOs are summarized.

3.1.1. ISO Activities 

3.1.1.1. ISO/IEC JTC 1 SC 31 Activities 

It is a standardization group for the automatic identification and data capture techniques and the major standardization body on RFID issues. The AIM Global summarized the work scopes of working groups of SC 31 as follows [1]:
SC 31 – standardization of data formats, data syntax, data structures, data encoding and technologies for the process of automatic identification and data capture. It has five working groups;

· WG 1 (Data Carriers) – the development of data carrier specifications and related documentation for linear and 2-dimensional barcode symbologies;

· WG 2 (Data Structure) – standardization of data structures for the process of automatic identification and data capture;

· WG 3 (Conformance) – standardization of conformity assessment requirements for automatic identification and data capture technologies, inclusive of test methodologies and test specifications, within the scope of SC 31's area of work and subject to the exclusions defined therein;

· WG 4 (RFID for Item Management) – development of standards for interoperability of wireless, non-contact omni-directional radio frequency identification devices capable of receiving, storing, and transmitting data while operating at power levels that are in freely available international frequency bands in the area of item level identification and management across the supply chain such as finished good asset management, raw material asset management, material traceability, inventory control, electronic article surveillance, warranty data, production control/robotics, and facilities management. It has four sub-groups;

· SG 1 (Data Syntax) – to develop a technical paper of what should be in the final standards on functions of syntax in a data flow reference model, and provide a technical paper outlining a search/append/solution for RF tags. The subgroup name, “Data Syntax”, was agreed to be changed into “application interface protocols” at the March meeting, 2006;

· SG 2 (Unique ID of RFID Tags) – to make the appropriate research and submit a draft proposal for a standard addressing the unique identification of RFID tags;

· SG 3 (Air Interface) – to progress the work item NP 18000 - Air interface and deal with sensor issues;

· SG 5 (Application Requirements Profile) – to develop application requirements profiles.

· WG5 (RTLS: Real-Time Locating Systems) – to provide standards for continually monitoring the locations of assets.
Related to RFID, most standards and work items we know are associated with WG 2 and WG 4 activities. The WG 5 is a newly established group for RTLS-related standardization. The WG 2 is developing ISO/IEC 15459-x series standards which specify code schemes for unique identifications of transport units, returnable transport items, supply chain management items, etc. [2]:

· ISO/IEC 15459-1: Unique identifier for transport units - Part 1: Unique identification of transport units

· ISO/IEC 15459-2: Unique identifier for transport units - Part 1: Registration procedures

· ISO/IEC 15459-3: Unique identifier for transport units - Part 3: Common rules for unique identification

· ISO/IEC 15459-4: Unique identifier for transport units - Part 4: Unique item identification for supply chain management

· ISO/IEC 15459-5: Unique identifier for transport units - Part 5: Unique Identification of Returnable Transport Items (RTIs)

· ISO/IEC 15459-6: Unique identifier for transport units - Part 6: Unique identification for product groupings in material lifecycle management

The WG4 developed and is developing other remaining work items such as [2]:

· ISO/IEC 15961: application interfaces of a data protocol to specify a common interface between application programs and an RFID reader

· ISO/IEC 15961-1: Data protocol - Part 1: Application interface

· ISO/IEC 15961-2 Data protocol - Part 2: Registration of RFID data constructs

· ISO/IEC 15961-3 Data protocol - Part 3: RFID data constructs

· ISO/IEC 15962: data encoding rules and logical memory functions of the data protocol 

· ISO/IEC 15963: unique identification of RFID tags 

· ISO/IEC 18001: application requirements profile (ARP)

· ISO/IEC 18047: RFID device conformance test methods, split to mirror ISO/IEC 18000

· ISO/IEC 18047-1 Part 1: Not available

· ISO/IEC 18047-2 Part 2: parameters for air interface communications below 135 kHz

· ISO/IEC 18047-3 Part 3: parameters for air interface communications at 13.56 MHz

· ISO/IEC 18047-4 Part 4: parameters for air interface communications at 2.45 GHz

· ISO/IEC 18047-5 Part 5: Not available

· ISO/IEC 18047-6 Part 6: parameters for air interface communications at 860 to 960 MHz

· ISO/IEC 18047-7 Part 7: parameters for air interface communications at 433 MHz

· ISO/IEC 18046: RFID tag and interrogator performance test methods

· ISO/IEC 19762: harmonized vocabulary

· ISO/IEC 24710: Elementary tag license plate functionality for ISO/IEC 18000 air interface definitions

· ISO/IEC 18000: RFID air interface specifications for item management

· ISO/IEC 18000-1 Part 1: generic parameters for the air interface for globally accepted frequencies

· ISO/IEC 18000-2 Part 2: parameters for air interface communications below 135 kHz

· ISO/IEC 18000-3 Part 3: parameters for air interface communications at 13.56 MHz

· ISO/IEC 18000-4 Part 4: parameters for air interface communications at 2.45 GHz

· ISO/IEC 18000-5 Part 5: withdrawn

· ISO/IEC 18000-6 Part 6: parameters for air interface communications at 860 to 960 MHz

· ISO/IEC 18000-7 Part 7: parameters for air interface communications at 433 MHz

· ISO/IEC 24729: implementation guidelines

· ISO/IEC 24729-1 Part 1: RFID-enabled labels

· ISO/IEC 24729-2 Part 2: recyclability of RF tags

· ISO/IEC 24729-3 Part 3: RFID interrogator/ antenna installation

· ISO/IEC 24752: a reader system management protocol 

· ISO/IEC 24730: Real Time Locating Systems

· ISO/IEC 24730-1 Part 1: RTLS - application programming interface

· ISO/IEC 24730-2 Part 2: RTLS - 2.4 GHz air interface protocol

· ISO/IEC 24730-3 Part 3: RTLS - 433 MHz air interface protocol

· ISO/IEC 24730-4 Part 4: RTLS - Global Locating Systems 

· ISO/IEC 24753:  Air Interface Commands for Battery Assist and Sensor Functionality

· ISO/IEC 24769: RTLS - RTLS Device Conformance Test Methods

· ISO/IEC 24770: RTLS - RTLS Device Performance Test Methods

ISO/IEC JTC 1/SC 31 has focused on business applications, especially supply chain management, considering air interface protocols, RFID reader system management protocol, d existing NGN data processing protocol between reader and middleware host, code schemes, tag data formats, and so on. But its communication scope is within a local network or an organization. In addition to those work items, it is noted that SC 31 is looking at sensor issues. But there has been lack of considerations on following issues:

· Technical issues for B2C RFID applications which have different service requirements requiring extended features and additional functions; 

· Technical issues for a nation-wide or global network operation for both B2B and B2C; 

· Technical issues for higher layer applications and protocols, including security, to support new service requirements of emerging B2C and B2B ID-based applications and services; and

· Technical issues for sensor networking with other sensor nodes and other access networks.

Detail technical issues are described in the section 3.3.

3.1.1.2. ISO/IEC JTC 1 SC 6 Activities

ISO/IEC JTC 1 SC 6 is considering expansion of the work scope of WG 1 to cover USN (Ubiquitous Sensor Network) so called WSN (Wireless Sensor Network). Its proposed ToR is “Physical and data link layer issues and higher layer services and protocols over these layers”. Its considered areas are PHY/MAC protocols for USN, network and application layer protocols for ubiquitous terminals and sensor nodes, and security protocols for sensors and USN devices. It is expected the work scope extension is determined in 2006.

3.1.1.3. ISO TC 104 Activities

Its work scope covers standardization of freight containers, having an external volume of one cubic meter (35.3 cubic feet) and greater, as regards terminology, classification, dimensions, specifications, handling, test methods and marking. Its SC 4, identification and communication, covers standardization of freight containers visual marks (location, encoding, design and size); identification (identity codes and marks, automatic container identification system, identification transmission protocol); and data elements and their codes for container related communication. SC 4 has a few working groups and WG 2 deals with electronic container seals with following draft standards:

· ISO 830: Freight containers - Vocabulary

· ISO 17712: Freight containers - Mechanical seals

· ISO 18185: Freight containers - Electronic container seals

· ISO 18185-1 Part 1: Communication protocol

· ISO 18185-2 Part 2: Environmental characteristics

· ISO 18185-3 Part 3: Application requirements

· ISO 18185-4 Part 4: Data protection

· ISO 18185-6 Part 6: Messages sets for transfer between seal reader and host computer

· ISO 18185-7 Part 7: Physical layer

3.1.1.4. ISO TC 122 Activities

Its work scope is standardization in the field of packaging with regard to terminology and definitions, packaging dimensions, performance requirements and tests. It has three working groups. WG 5 (Packaging Terminology and Vocabulary) is developing “ISO 21067: Packaging – Vocabulary.” WG 4 deals with bar code symbols on unit loads and transport packages. WG 7 covers linear bar code and two-dimensional symbols for product packaging.
3.1.1.5. ISO TC 122/104 JWG Activities

The joint group deals with supply chain applications of RFID. Supply chain applications handle various logistic units as shown in Figure 1. 

Following draft standards are being progressed:  

· ISO 10374.2: Freight containers - RF automatic identification

· ISO 17363: Supply chain applications of RFID - Freight containers

· ISO 17364: Supply chain applications of RFID - Returnable transport items

· ISO 17365: Supply chain applications of RFID - Transport units

· ISO 17366: Supply chain applications of RFID - Product packaging

· ISO 17367: Supply chain applications of RFID - Product tagging
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Figure 1 – The layers of logistic units

3.1.2. EPCglobal Activities

The EPCglobal is an industry standardization body for all layer issues of an RFID system and application but it focuses on business applications such as SCM, inventory management, etc. Following specifications were developed [3]:

· EPC tag data standard; dealing with how data is encoded on the EPC tag itself (i.e. the EPC Tag Encodings), as well as how it is encoded for use in the information systems layers of the EPC Systems Network (i.e. the EPC URI Encodings);

· UH and UHF air interface protocols; 

· 900 MHz Class-0 RFID tag specification: it specifies the communications interface and protocol for 900 MHz Class 0 operation.  It includes the RF and tag requirements and provides operational algorithms to enable communications in this band; 

· 860 MHz – 930 MHz Class-1 RFID tag radio frequency and logical communication interface specification: it specifies the communications interface and protocol for 860 - 930 MHz Class 1 operation.  It includes the RF and tag requirements to enable communications in this band;

· 900 MHz Class-1 Generation-2 air interface protocol standard: it defines the physical and logical requirements for a passive-backscatter, Interrogator-talks-first (ITF), RFID system operating in the 860 MHz - 960 MHz frequency range. The system comprises Interrogators, also known as Readers, and Tags, also known as Labels. The specification is adopted as ISO/IEC 18000-6 PDAM as the Type C; and

· 13.56 MHz ISM Band Class-1 RFID tag interface specification: it defines the communications interface and protocol for 13.56 MHz Class 1 operation.  It also includes the RF and tag requirements to enable communications in this band.

· Class-1 Generation-2 UHF RFID conformance requirements specification: it specifies the following for the EPCglobal Class-1 Generation-2 UHF RFID Protocol for Communications at 860 MHz – 960 MHz (the Protocol) – Compliance requirements for physical interactions (the signaling layer of the communications) between interrogators and tags, and Compliance requirements for interrogator and tag operating procedures and commands;

· Application Level Event (ALE) specification: it specifies an interface through which clients may obtain filtered and consolidated EPC data from a variety of sources; and

· Object Naming Service (ONS) specification: it specifies how the Domain Name System is used to locate authoritative metadata and services associated with the SGTIN portion of a given EPC. That is, it provides the code resolution from a code to a URI.

Additionally following specifications are being developed:

· EPC information services specification: It enables disparate applications to leverage EPC data via EPC-related data sharing, both within and across enterprises.  Ultimately, this sharing is aimed at enabling participants in the EPC Network to gain a shared view of the disposition of EPC-bearing objects within a relevant business context;

· Reader protocol between a device capable of reading (and possibly writing) tags and a middleware application host;

· Reader management protocol between readers and management server to monitor the operating status and health of EPCglobal compliant tag readers; and

· something else such as:

· EPCIS “Discovery” 

· Subscriber Authentication

· RFID Reader Coordination 

· RFID Tag-level Security and Privacy

·  “User Data” in RFID Tags 

· Tag Writing, Killing, Locking above the Reader Protocol Layer

· Master Data for RFID Tag Manufacture Data

Since EPCglobal has focused on business-purposes RFID applications, especially supply chain management, its basic communication scope is within a local network or an organization. Even though the EPC Network can expand to a global network via EPC-IS, EPC-IS discovery, ONS, ALE, and XML and Web Services technologies, there has been lack of considerations on following issues:

· Technical issues for B2C RFID applications which have different service requirements requiring extended features and additional functions; 

· Technical issues for a nation-wide or global network operation for B2C in which RFID readers have different purposes compared to EPC readers; 

· Technical issues for higher layer applications and protocols, including security, to support new service requirements of emerging B2C and B2B ID-based applications and services; and

· Technical issues for sensor networking with other sensor nodes and other access networks.

3.1.3. Ubiquitous ID Center Activities

Ubiquitous ID Center is a world-wide non-profit organization for ubiquitous computing technologies that was launched March 2003.  The number of member companies are more than 500 all over the world.  Ubiquitous ID Center succeeds to the works of ubiquitous computing research result by the TRON Project.  The activities of Ubiquitous ID Center include as follows.  

· Constructing an ID system of ucodes, which are assigned to “physical objects” and “places”.

· Establishing the core technology for using ucodes.

· Data carrier devices to store ucodes called ucode tags (RFID, Smart cards, Active chips, etc.).

· Devices that communicate with data carrier devices (Ubiquitous Communicators).

· Establishing the core technology for information and communications that enables searching for information associated with ucodes (ucode resolution servers).

· Establishing the core technology for secure wide-area distribution systems for ucodes and information linked to ucodes.

· Allocating ucode spaces

· Running the ucode resolution servers.
· Running the eTRON authentication authority.

3.1.4. NFC Forum Activities

The NFC Forum was launched as a non-profit industry association in 2004 by leading mobile communications, semiconductor and consumer electronics companies. The Forum’s mission is to advance the use of Near Field Communication (NFC) technology by developing specifications, ensuring interoperability among devices and services, and educating the market about NFC technology.
The Forum's 70 global member companies currently are developing specifications for a modular NFC device architecture, and protocols for interoperable data exchange and device-independent service delivery, device discovery, and device capability.
NFC is a standards-based, short-range wireless connectivity technology that enables simple and safe two-way interactions among electronic devices, allowing consumers to perform contactless transactions, access digital content and connect devices with a single touch. It was evolved from a combination of contactless identification and interconnection technologies. NFC operates in the 13.56 MHz frequency range, over a typical distance of a few centimeters. The underlying layers of NFC technology are ISO, ECMA, and ETSI standards.
NFC is compatible with millions of contactless cards already in use worldwide because it supports ISO/IEC 14443, ISO/IEC 15693, FeliCa, and MIFARE, additionally to ISO/IEC 18092 and 21481, the NFC specifications. NFC also can simplify setup of longer-range wireless technologies, such as Bluetooth and Wi-Fi.Existing NFC technology standards deal with only PHY/MAC issues. Other specifications such as data format, identification scheme, ID resolution, etc. are not published to the public. 
3.1.5. ASTAP Activities

ASTAP created the RFID EG in March 2005 to share RFID-related standardization activities and technology information, encourage standardization works for ITU-T and give some inputs to ITU-T. 

3.1.6. Collaboration Bodies Activities

The 9th meeting of the GSC called GSC-9 was held in Seoul, 2004, at which the GSC initiated the RFID HIS in its GRSC group to activate collaboration of RFID-related standardization works. At the next meeting, the GSC agreed that the RFID standardization work had radio issues as well as telecommunication issues and changed the RFID HIS as a joint topic of GRSC and GTSC.

3.2. Service Requirements of Networked ID Applications and Services

Analysis of service requirements is a starting point to take account into technical issues. Many ID-based applications and services can be classified into B2B, B2C and B2B2C application types. They have different service requirements. The analysis figured out following service requirements and corresponding functional requirements. Some of them may be mandatory or optional.

3.2.1. Traffic Cost

Promising terminals for B2C are mobile handsets, especially cell phones which are based on an expensive mobile network. Otherwise B2B is based on a low cost wired network. Korea has the 512-bytes packet-based pricing policy that text data costs 0.65 US cents for each packet, video data costs 0.13 US cents, multimedia data costs 0.25 cents, etc. For example, 1 MB multimedia data consisting of text and several images are delivered in 2,048 packets and costs 5.12 US dollars which must be too expensive.
So B2C-networked RFID applications and services require functional architecture be designed to save network traffic. This service requirement might make a few functional requirements such as:

· Title or name should be stored at RFID tags to identify one of many identifiers. When multiple ID codes display at a terminal screen after reading a pack of tags, user cannot choose one because codes themselves are not distinguishable. If titles or names display without or with ID code, user can choose one easily. Otherwise title or name can be retrieved through some network operations but users have to pay more money;

· Privacy control should be applied to application data in RFID tags because title or name in RFID tags may cause a privacy issue. For example, brand or manufacturer names may be private for some people. 

· Code resolution shouldn’t be mandatory. From implementation point of view, it should be mandatory because the code resolution process is a vital step. But from functional point of view, it could be optional because the address information as a result of the code resolution process can be given directly by RFID tag. That is, address information such as URL, etc. can be stored at RFID tag and given to ID applications. In this case, no code resolution is needed.

3.2.2. Service Goal

Service goal is content distribution for B2C, but work flow automation for B2B. B2C applications aim at serving on-line contents such as information, voice, music, game, video, etc. to consumers. The contents are developed and provided for the five senses of human users. So final service targets are such virtual contents and RFID tag-affixed physical objects work as a triggering point or a messenger. But B2B applications want business information of physical objects for work flow automation which can provide such benefits as cost savings, increased accuracy, traceability, security, etc. B2B2C applications have both service goals.
So different service goals produce different service requirements as follows:

· Every RFID tag is affixed to physical objects in B2B, B2C, B2B2C and other RFID applications and services where B2B applications should identify each physical object via different IDs. 

· B2C applications should identify each virtual object. Physical objects work only as a container of RFID information for the virtual object. So an identical code can be stored at many RFID tags and these RFID tags can be affixed to the same target item or even different items. For example, a movie may be advertised in multiple types of movie posters, brochures, pendants, etc. but the same code should be assigned to all RFID tags and affixed to them. This is an implementation issue.

· B2B2C applications have those requirements concurrently, but have another requirement or more. In order to support such combined application models, affixing multiple RFID tags to a single physical object needs to be avoided. That is, a single RFID tag should be shared. This is the single tag and multi-uses case described in the first requirement of 3.2.8.

3.2.3. Service Terminal Type

Service terminal is usually a cell phone for B2C, but PDA, PC, POS, etc. for B2B. B2C terminal is a networked standalone type compared with B2B terminals. So no RFID reader management is required. But B2B terminals are under control of a business application. For example, an inventory management application should manage all RFID readers within inventory storages and an updated ID filtering rule should be applied to all the RFID readers, which requires a centralized reader management.
In addition to such property, software development platforms are different. Mobile cell phones are usually embedding a middleware platform to download, execute, and manage applet programs. BREW is Qualcomm’s product, WIPI is Korea’s standardized platform, and J2ME is Sun’s product for the middleware. So B2C applications require proper API specifications based on a certain platform.

3.2.4. User Property

User property is dynamic for B2C because service target is human, but it is static for B2B because service target is business logic. Such different user properties produce different service characteristics as follows: 

· Within a B2B environment, application information is exchanged between application systems in standardized procedure, method, presentation style, data structure and format, etc. which keep going for a long time. Then an automated work process can be provided. Such service property requires a formatted data syntax not to be changed frequently even though a lot of processing events occur and produce application data dynamically.  

· Within a B2C environment, information is exchanged between business application and human. Since human users are arbitrary and may have different feelings and requirements, an agreement on service procedure, method, presentation style, data structure and format, etc. is almost impossible. So a service provider makes an arbitrary decision of a way to adopt them and provides resulting contents to users. They might be changed frequently by trend, culture, event, accident, news, etc. So this service property makes it impossible to require static formulation of application data syntax.

Such service characteristics may produce different standardization topics or work scopes. For example, B2B applications may operate over a global network and many business partners may be involved. So application data format or message exchange protocols might need to be specified. The ALE specification of EPCglobal is a good example. Such specification is not needed in B2C applications.

B2B and B2C have different requirements on tag data structure due to the above properties. Some information for B2B application users can be stored at RFID tags and used for a long time. But information for B2C application users should be stored minimally because of dynamic user property and frequent interest changes. 

3.2.5. Network Scale

The network scale of B2C applications is nation wide as shown in Figure 2 and Figure 3. Otherwise many RFID readers are installed within a company-wide and only business operations are performed globally as shown in Figure 4. 
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Figure 2 – A network configuration of reader-based B2C ID application models
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Figure 3 – A network configuration of tag-based B2C ID application models
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Figure 4 – An EPC network configuration

B2C applications may require both reader and tag functions for a service terminal. RFID tag-based service terminal can be used for payment, identity check, door-key, etc. Figure 3 shows a network configuration for this use. Such a network configuration makes a reader management scope expanded nationwide, which may cause different challenges.

3.2.6. RFID Tag Volume

B2C applications require a smaller volume of tags. B2C service providers can be retail shops, pubs, restaurants, taxi drivers associations, museums, galleries, movie production companies, and so on. They need not that much volume of tags because they want to cover a region, not a nation or the world. So the tag price problem might be less critical than that of B2B applications. This property can make service providers choose better quality and more memory RFID tags to enable provision of value added and differentiated services, which will affect specification issues, for example, application user data format needs to be extended to support such service requirement. Moreover B2C applications can share RFID tags deployed in a nation-wide by B2B. This requirement causes the multi-uses code issue described in 3.2.8. 

3.2.7. Reading Accuracy 

B2C applications require no 100% tag reading. B2B applications require 100% error-free reading of tags because a reading error means loss. But consumers can adjust position of RFID readers near RFID tags. In the worst case, they can do manual key-ins at an input interface. So B2C applications should care for alternative ways of ID transmission, for example, camera, RF, manual key-in, etc. This requirements is an implementation issue. But separate ID application infrastructures based on these transmission means will require an application service interworking issue described in 3.2.16. 

3.2.8. Multi-uses Code

B2C applications have a single tag, multi-use requirement. Detail requirements are as follows:

· A single RFID tag should provide different objects according to service users. A gallery wants to provide different contents with a single tag according to users because the users may have different types of RFID service terminals by network operators. For example, Korea has three mobile network operators and their handset platforms are different. So a content working well at a platform might not run at other platforms. This requirement is associated with the third requirement of 3.2.2 and can be solved by a single tag, multi-codes and multi-uses approach, a single tag, one-code and multi-uses approach, or something else.

· An ID code should provide different information according to ID users. For a certain ID code assigned to a TV, a customer should get detail product information and user manual, salesman should get price and marketing information for the TV and after-service man should get maintenance and repair information. This is the single tag, one-code and multi-uses case.

· Regarding the tag sharing of 3.2.6, the basic requirement is to share a single RFID tag originally affixed by B2B application partners, especially manufacturer. This requirement can be met by those two requirements.

3.2.9. Crossover Use of Codes and Tags

A tag is just a storage to contain some information. So it is required that any information can be stored at tags. That means, for example, it is required that code schemes adopted by EPC be stored at ISO/IEC 18000-x based RFID tags and ISO or ITU-T ID schemes be stored at EPC tags. 

3.2.10. Reader Management

Regarding reader management issues of 3.2.3 and 3.2.5, service requirements are different according to such types of B2B and B2C of ID applications and services as follows:

· B2B ID applications have following requirements which have already been considered by ISO/IEC JTC 1/SC 31/WG 4/SG 1 [4]. The sub-group, SG 1, is developing a reader management protocol called SMP covering following technical issues:

· Radio operations monitoring;

· CPU and compute operations monitoring;

· Networking operations and monitoring;

· Memory & storage, state monitoring;

· Software update handling;

· Firmware update handling;

· Time synchronization;

· Filtering rule update;

· DHCP;

· AAA; etc.

· Reader-based B2C RFID applications have no reader management requirements because RFID reader and applications coexist at service terminals. 

· Tag-based B2C RFID applications have additional requirements:

· The address of gateway or service broker in Figure 3 should be managed; etc.

3.2.11. Adult Verification

B2C RFID applications need more strict adult verification. Currently teenagers and even elementary school students below 10 are using cell phones which are a ubiquitous information terminal and must be a private device. So they can access adult contents very easily. A strict and elaborate mechanism for adult verification should be provided to protect young people from adult contents. 
But currently the adult verification is provided within contents at the application layer. That is, the control role is given to contents providers, which means network operators called ISPs cannot control illegal behaviours providing adult contents. 
A protocol solution is much better in order to control access strictly to adult contents. ISPs are responsible for clean and well-controlled contents provision to users. Legal responsibility might be associated. A protocol-level adult verification can enable service providers to control illegal contents provision of CPs to young people.

3.2.12. Privacy Management

Consumers are very concerned about privacy threats by RFID tags for B2B and B2C applications. Especially RFID reader-equipped cell phones for B2C applications cause privacy threats very much because a bad guy on a street can monitor private information such as brand name, manufacturer, price, etc. of goods occupied by walking people. 
In case of B2B applications, shopping malls, for example, may want to monitor shopping patterns of customers with RFID technology by which private information can be leaked very easily. 

So a sophisticated privacy management should be provided. 

3.2.13. Code Printing

In existing RFID applications, ID code is stored at RFID tags and printed in both barcode and alpha-numeric form. B2C applications can choose manual key-ins of an ID code for an alternative reading. So ID code should be printed on RFID tags where the code needs to be in decimal numbers to make manual key-ins easy at input interface. 

3.2.14. Location-based Services Support

Location-based application models need location information where there are two issues: what location is needed, for example, user or tag location, and who such location information is used. 
For the first issue, such two location information can be assumed as the same because user has to read RFID tags within a few meters at the maximum. But how to produce location information for user and tag is different. User location can be provided with accuracy to about 10 members by GPS-equipped cell phone or to a few hundreds members by cell information of cellular networks. Tag location can be provided by RFID tags where tag location information should be stored properly.

Regarding RFID tag locating, ISO/IEC 24730 – RTLS – can support real-time tag locating. But its accuracy is usually within 3 to 10 meters but some improved accuracy, for example, about 1 meter, might be possible in a limited condition or by a unique technology.

For the second issue, there are two cases. When a user reads an ID code from a movie poster, he may want to get location information of near theaters from his point. This application should get and use his location. In the other case at the same situation, he may want to read a movie synopsis only. This application case doesn’t need his location. But application providers may want to get his location to know which movie poster has been exposed the most frequently to users.

So location information should be handled properly.

3.2.15. Content Negotiation

RFC 2616 for HTTP/1.1 describes need of content negotiation. The requirement was applied to relevant specifications such as RFC 2616 and WAP user agent profile published by the OMA. But RFID applications and services have new requirements for content negotiation:

· Adult contents should be controlled according to ages. The adult verification can be an extension part of content negotiation;

· Private information should be controlled according to privacy management policies. Privacy management can be an extension part of content negotiation; etc.

3.2.16. ID Service Interworking

Various ID-based applications and services have already been deployed. Existing ID applications are B2B RFID applications, 2-D barcode-based applications, contact or contactless card-based applications usually adopted by finance applications, and so on. Following cases are possible:

· Emerging B2C ID applications can be combined with B2B into B2B2C application models.

· An ID code can be stored at RFID tags or 2-D barcodes printed which are each appropriate for their service domain. For example, 2-D barcodes are the best for papers and RFID tags are good for other physical objects like televisions, wine bottles, etc. So two ID applications can be possible for the same code scheme. In another application case, a movie poster might have a 2-D barcode as well as an RFID tag to support both RFID readers.

· Existing payment and identity check applications are using contact or contactless cards with ID code. Emerging B2C ID applications can be combined with such applications.

Thus appropriate service interworking should be provided.

3.2.17. Tag Protection

The tag writing feature is dangerous and can be a useful tool to attack RFID tags because RFID tags can be killed or locked. This is a unique problem for RFID applications.
B2C RFID applications use RFID reader-equipped cell phones which will result in making so many RFID tag crackers. So a proper tag protection should be provided. Disabling tag writing can be a good way for the reader side, but an appropriate solution is needed for the tag side. Access control by password can be a solution in which the password management issue should be considered.

3.2.18. Code Resolver Selection

This requirement depends on code resolution mechanisms. A certain code resolution protocol may need a default code resolver address or other protocols may not. In case of using DNS, a default DNS address for code resolver operations should be preconfigured as a DNS server address is configured while a PC network environment is being set. 
Owner of a code resolver might want to filter, modify or redirect code resolution requests to control application contents providers. If users can change such a default resolver address freely, the owner cannot rule CPs. 
So users should be able to choose a code resolver without restriction. But this is an implementation issue.

3.2.19. Dual Reader and Tag

Networked RFID applications and services want dual reader and tag features at the same terminal. B2C RFID applications can be classified into:

· Touch/aim and browse: a user touches or aims an RFID reader to an RFID tag and then he receives some information content and browse detail information into the content. Typical examples are movie information service, appliance user manual service, history tracking of items, etc.;

· Touch/aim and record: a user touches or aims an RFID reader to an RFID tag and then he receives some information content and records a certain data into the content. Typical examples are recording meter records, favorite sites list, review reporting, survey polling, etc.;

· Touch/aim and send message: a user touches or aims an RFID reader to an RFID tag and then he receives some information content and sends a message to anywhere. Typical examples are home delivery confirmation service, trust taxi driver service, etc.

· Touch/aim and call: a user touches or aims an RFID reader to an RFID tag and then he is given an automatic call to pre-registered or inserted phone numbers; and

· Touch/aim and identify: a user touches or aims an RFID tag to an RFID reader and then he can be identified for payment, door open, approval, etc.

The last class corresponds to tag-based RFID application models such as payment, passport, door-key, ID card, etc. 

Those networked RFID applications may be classified into tag or reader dedicated. So reader and tag can exist separately. But, from service terminal’s point of view, terminals want to work as dual reader and tag to support all those applications. So a combined device of reader and tag must be preferred rather than separated devices because cost can be reduced and an error factor can be removed. 

3.2.20. Application Roaming

An application roaming technique is needed. It means a communication semantics is handed over somewhere to other applications. Its typical example is transportation application. A sophisticated transportation system may charge for a single fare for the route from A to C via B with a transit where two transportation fare applications are associated at A to B and B to C. So the application roaming should be provided between these two fare applications for a single fare association.
Since an RFID tag might traverse many business and customer applications, application roaming might be needed between them.

3.2.21. Filtering

It isn’t required an RFID application do process all RFID tags for different application families or different ID codes in an identical application family. Examples for the first case are SCM, library books, IATA applications, AIAG applications, etc. and examples for the other case are ID codes for music CDs, movie DVDs, etc. 
An RFID application may want to carry out only a single application family or only a few ID code schemes in an identical application family. So other application types or ID code schemes should be excluded at the first processing state, i.e., as soon as possible. Users, applications modules, middleware functions, or lower-layer read functions don’t have to process unnecessary RFID tags or code schemes. Proper filtering should be provided. This seems an implementation issue.

3.2.22. Data Prioritization

There are so many ID applications and services for business and customer purposes. Some of them can be combined and interworked by various business agreements and partnerships. Such ID applications and services may have different service quality requirements. Mission-critical ID applications and services should be prioritized while being processed. 
Additionally communication of ID applications and services consists of control and data messages and control messages should be prioritized if service quality needs to be controlled.

3.2.23. Traceability

Even though traceability is very closely related to the privacy issue, it must be an attractive benefit for business operations. So the privacy issue should be considered as a technical issue to be tackled and must be solved by a technical solution and/or even a legal act. 
Traceability might consist of object traceability and usage traceability. Additional views might be possible. Their definitions are not clear yet. But herein the object traceability can be seen as syntactic tracking of a floating object so every read point during the life time of the object can be traced regardless of application-perspective usages. The usage traceability can be defined as semantic tracking of a floating object so how the object has been treated and what the object has been used for could be traced.
In addition to such traceability, forward and backward tracking as well should be provided at anytime and any point in a trace.

3.2.24. Validation Check

A validation requirement can be applied to various operation layers. If it is applied to PHY/MAC layers, RFID tags or readers should be validated. For examples, RFID tag-based airline baggage should be processed carefully to avoid mis-delivery to other continents. But a wrong RFID tag with a coincidentally identical tag data made by a closed domain service provider can be in a baggage and processed instead of a valid tag attached to the baggage. Then the baggage toward Korea might go to Japan. This kind of wrong RFID tags cannot be helped. So airline companies should validate their RFID tags during baggage processing. In addition to such tag validation requirement, RFID reader validation may be required against faked readers of RFID tag hackers.
If the validation requirement is applied to the application layer including security issues, what consumers are buying needs to be validated. More validation requirements can be clarified.

3.2.25. RF Environment

ID application and services might be carried out at various environmental operation conditions on RFID reader and tag in terms of metal, liquid, wood, concrete walls, plastic, etc. 
Every RFID tag doesn’t fit for every condition. But proper alternatives should be provided for each condition.

3.2.26. Sensor Networking

Environment information such as location, temperature, humidity, pressure, etc. can enrich some ID applications and services. Proper methods to get such information should be provided. 
There are two types of RFID tags called active or passive tags. Active tags have a battery and can initiate data transfer to readers for themselves. So it is called "producer." But passive tags have no battery and can do data transfer always after reception of power from and being triggered by reader. So it is called "transponder." 
A tiny sensor can be easily equipped into those transponders or producers. Then sensory data is transferred to readers, which means such RFID tags are not just tags any more but RFID sensor tags. From implementation perspective, a sensor tag can embed 4-bit or 8-bit micro processor and then it's not just a tag but a tiny computing device. Therefore an RFID network could be easily extended to a sensor network which has much different characteristics.
Tag, sensor and processor are not heterogeneous components from implementation perspective, but just tag, sensor tag, and sensor node have functionally different properties with different standardization topics. ISO/IEC 24753 is dealing with battery-assisted sensor tag issues and being developed by ISO/IEC JTC 1/SC 31.
It is said that sensor nodes and sensor networks will provide consumers with new values and convenient life and make big business opportunities. This topic is emerging as a highly important business field as well as a hot standardization item.

3.3. New Standardization Areas and Topics expected

Following standardization topics are derived from analysis of the service requirements of the chapter 3.2. But they are not exhaustive and more standardization issues will still remain. For example, the application roaming requirement has lack of consideration on new standardization issues below.
International standardization bodies such as ISO and ISO/IEC JTC 1 and industry standardization forums such as EPCglobal and NFC Forum have developed RFID-related standards within their standardization scopes. All bodies except for the NFC Forum have considered business-purposes RFID application models. But the NFC Forum has focused on customer-purposes applications. 
In addition to B2B and B2C RFID applications, 1-D or 2-D barcodes and number code-based ID applications and services are provided with different service and functional requirements. B2C RFID applications also have different service requirements as described in 3.2.
New service and functional requirements require extended features and additional functions to existing standards. Extended features and additional functions result in standardization topics which are described below.

3.3.1. Service and Functional Requirements Analysis 

Service and functional requirements should be analyzed in order to define standardization topics and develop appropriate specifications. Those of the section 3.2 are not exhaustive and more issues have to be figured out.
The requirements will affect contents of most specifications which have already developed, are being developed and will be developed in the future, and might be a guideline for implementation of technical specifications.
ITU-T SG 13/Q.2 has already started a related work item of which title is “NGN Service Requirements for ID-based Applications.” This requirements analysis is from NGN points of view, but most requirements of the chapter 3.2 will be considered generally and then clarified from NGN points of view for NGN functions. 

3.3.2. Reader and Tag Issues

3.3.2.1. Combined Reader and Tag

This issue is dedicated to RFID. Regarding 3.2.19, existing air interface protocols may need to be extended. Promising service terminals for B2C RFID applications and services are mobile handheld devices, especially cell phones. Such applications need reader-based service functions as well as tag-based service functions. So tag functions should be integrated with reader functions. The market focuses on two frequency bands, HF and UHF, for the purpose. 
There may be four combinations: both HF reader and tag; both UHF reader and tag; UHF reader and HF tag; and HF reader and UHF tag. The NFC device is the case of both HF reader and tag. Any case will require some extensions to associated air interface protocols. 
It seems more beneficial that UHF reader and HF tag have to be combined into a single device. This combination case has a few advantages as follows:

· It is the strongest point for the UHF reader that B2C RFID applications/services providers don’t have to deploy RFID tags but enjoy cost savings because they can share the tags installed by B2B service providers. For example, cosmetic firms affix RFID tags to their cosmetic products for production and inventory management, supply chain management, brand protection, etc. and on-line contents service providers regarding cosmetics can utilize the RFID tags after signing for a business partnership.

· The UHF reader can support long read range around 100 cm at cell phones. 

· The way of almost ‘contact’ with HF readers represents user’s intention on something. Representing user’s intention might make users uncomfortable. This is a cultural problem. So longer read range is better.

· Users occasionally have to stay away from such items as objects of art, exhibits, etc. Movie posters are often stuck within a wire-mesh window for protection from poster collectors or rogues. Longer read range is more useful in those cases.

· Most tag-based applications such as payment, identity check, door-key, etc. are sensitive to security. Contact or virtual contact implies strong permission on tag reading. So the HF tag is better for tag-based applications and services.

3.3.2.2. Integration with Reader, Tag and Smartcard

How to integrate smartcard, RFID reader and tag or how to support all the features together needs to be considered.
The mobile Internet market has already adopted the touch and identify type of RFID applications and services. Smartcard-equipped cell phones are used for payment of bus, subway, shopping, etc. The smartcards are usually based on ISO/IEC 14443, ISO/IEC 14443 A & B, ISO/IEC 15693, MIFARE and FeliCa specifications whose RF band is 13.56 MHz. The scopes of all those specifications are not identical. ISO/IEC specifications cover only air interface protocols but MIFARE and FeliCa cover additional features such as encryption, access control, etc. 
RFID reader and tag have been evolved and equipped in cell phones to support various ID-based applications and services. That is, smartcard, RFID reader and tag should exist together.

3.3.3. API Issue

A common API set needs to be considered for specification to help developers create easily ID-based applications, services and contents.
API is a platform-specific issue. So different development platforms may need different API sets. Even though, however, development of APIs may be different, a common API set can be specified to help API developments, for example, Java RFID APIs are being specified at JSR 257 on RFID, NFC and barcodes. 
B2B RFID applications and services may feel less necessary for a common API set because a solution vendor can support both an application platform and ID-based applications and services than B2C RFID applications and services. 
As described in 3.2.3, B2C RFID applications and services run usually over a mobile application platform such as J2ME, BREW or WIPI. API specifications for each platform should be developed because many contents providers should support their contents for a certain platform. 
This work may be a standardization issue or not. Even though BREW has been adopted by many network operators and CPs are developing their contents over the platform, it isn’t a standard development issue but has to be extended internally because it is a product of Qualcomm. But extensions of J2ME are a standardization issue because the JAVA community has developed only API specifications and many JAVA platform vendors have implemented them into a product  individually. This is a standardization issue. WIPI is the same case with JAVA.

3.3.4. Application Data Protocol Issue

Existing application data protocols may need to be extended to support new service requirements and an expanded communication scope.
ISO/IEC 15961 specifies the application data protocol used to exchange information between application program and RFID reader. But this protocol is oriented to B2B RFID applications where a centralized application system manages many RFID readers.
Reader-based B2C RFID applications run usually over cell phones. That is, application programs and RFID reader live at the same system and there is no need of such application data protocol. Just API functions are enough. 
But tag-based B2C RFID applications have a similar situation to B2B RFID applications. RFID tags are affixed to mobile handsets, RFID readers are installed at dongles connected via wire-line to service providers and RFID applications run at a centralized application system. Figure 3 shows this network configuration. Since the communication scope is a nation wide and this type of RFID applications are provided to customers with different service characteristics, existing application data protocols may have lack of features and need to be extended.
A new protocol doesn’t have to be specified. ISO/IEC 15961 can be reused with some extensions.

3.3.5. ID Code Issues 

3.3.5.1. Virtual Object Identification

A new identification code scheme may need to be developed to support association with logical objects.

Existing code schemes are developed to deal with physical objects. But B2C RFID applications are usually associated with on-line contents because application users are human customers and enjoy information content at mobile handset terminals. So information content should be identified and ID codes have to be assigned to such virtual object. Existing code schemes can be used for this purpose or not. Following characteristics can be considered to make a decision:

· Information content can be reproduced into a tremendous number of copies which don’t need serial identification; 

· A serial number can be assigned to each copy of information content for license control, or doesn’t have to be assigned even though a license code is granted;

· Information content can be classified according to media types such as music, video, text, voice, etc., application types such as banking, shopping, on-line book, game, etc., content types in the same media or application such as announcement, advertisement, survey, request, response, etc., target customer ages such as below 10 years old, teenagers, adults, etc. and other factors such as organization types, business fields, occupation types, etc.

3.3.5.2. Object and ID Associations

A framework and guidelines may need to be developed to support association of ID codes with other codes or object attributes such as location, time, temperature, user and/or manufacturer, etc. This capability can initiate new business opportunities and begin a new way of life as well as business processes.
Object and ID code associations would be dependent on classifications of associations, properties of objects and ID codes, and policies of users and/or manufacturers. Some of classifications, characteristics and policies are summarized as follows [6]: 

· Classifications of associations

· Object and object: object is something physical or mental (virtual) of which a subject is cognitively aware. For examples, car, TV, pencil, etc. for physical objects and speed, time, location, video, image, etc. for logical objects; 

· Object and ID code: ID code can be open, e.g. number plate, or closed, e.g. manufacturer’s maintenance number; built-in, e.g. engine serial number, or removal, e.g. number plate. Its life time is shorter than the object life time, or longer or equal to the object life time;

· ID code and ID code; and

· Object and attributes: attributes could be location, time, atmospheric phenomena, or monetary value.

· Characteristics of objects: objects could be categorized into physical and logical objects. Life time durations of objects could indicate their characteristics;

· Characteristics of ID codes: ID codes could be categorized into public use (open) and private use (closed). ID codes would be built in physical objects, or they could be removed from the physical objects, and/or reused for other objects. The life time durations of ID codes would have the same durations of objects, or longer/shorter durations. ID codes could become available to various applications and services via network, or closed within a particular organization;

· Policies; and 

· Network system requirements: Most of logical objects, ID codes, and object attributes would become available to various applications via network. Then, an industry procedure will be significantly changed, and new business values will be generated. An example may be the distribution industry. These changes and values would bring significant benefits to industries as well as users. However, there will be danger as well. An ID code could be intentionally attached to a wrong object, or ID code or attributes of an object would be maliciously altered. Therefore, the network systems that carry and process the information are required to meet certain levels of security measures and certify an object to be associated with its ID code.

So it seems required to study the framework and guidelines on those associations.

3.3.5.3. Code Printing in Decimal

Usually ID codes are printed on ID tags in decimal or alpha-numeric form. Both B2B and B2C ID applications and services may share ID tags for more business opportunities. But B2C needs decimal code printing because human users feel uncomfortable for manual key-ins of alphabet characters of codes. Even though, however, this case of manual key-ins is rare and will occur at the worst case, for example, out-of-order RFID readers, decimal code printing must be very convenient. This is not a specification issue but a statement issue at standards of ID code schemes.

3.3.6. Data Representation and Format Issues

3.3.6.1. ID Code Representation

How to denote ID codes should be defined to be referred to. The IPv4 address has 32 bits but uses various representations as follows (usually dot-decimal notation is used):

· Dotted decimal: 

207.142.131.235

· Dotted hexadecimal:
0xCF.0x8E.0x83.0xEB

· Dotted octal:

0317.0216.0203.0353

· Decimal:


3482223595

· Hexadecimal:

0xCF8E83EB

Thus the IP address representation means how to show the IP address to applications and human users.

ID codes have the same problem statement. Since an ID code is just a bit string consisting of a series of digits, characters and/or symbols or any other form of data, how to denote a bit string of ID code should be defined. If the code resolution works based on DNS, the dot-decimal notation is much better because IP lookup and reverse lookup of DNS work based on the dot-decimal notation. EPCglobal uses the dot-decimal notation by use of DNS for code resolutions. E.164 also is an identifier and the ENUM uses the dot-decimal notation to denote an E.164 number into an FQDN form of DNS.
Thus a proper code representation rule should be specified. It may depend on code resolution protocols or not. 

3.3.6.2. ID Code Identification

How to identify and how to handle ID codes should be developed. There are many code schemes in the world. For example, ISO 11784 includes a code structure for animals and ISO 10374 includes a code structure for freight containers. An ID code itself is just bit string and it cannot be identified by itself. An ID system needs to know which code scheme is used in ID tag or it needs to assume that the code used in the tag is a certain type which can be handled by the ID system.

An RFID system in the open networks, which means an RFID system can interconnect to any other application functions outside and globally and handle any RFID tag using the same air interface protocol, needs to know all code schemes. There are three conditions to achieve this requirement. The first one is to identify ID codes, the second one is to process an ID code according to its code structure and the other one is how to get processing rule information for an ID code.

The first condition has already been met by EPC header and OID. EPC adopted three identity types of general identifier (GID-96), DoD identifiers (DoD-64 and DoD-96) and EAN.UCC identifiers (SGTIN-64, SSCC-64, GLN-64, GRAI-64, GIAI-64, SGTIN-96, SSCC-96, GLN-96, GRAI-96 and GIAI-96) which are uniquely distinguished by the EPC header information. But ISO developed the OID for every object identification. An ID code also is considered as an object. So the ISO world can distinguish all ID codes with proper OID values. 

The first condition is related to the requirement of 3.2.9. That is, ISO or ITU-T code schemes should be identified at EPC applications and EPC-adopted code schemes should be identified at ISO/IEC 18000-x RFID applications. The former requirement can be supported by extension of the EPC header, that is, more EPC header values should be added. The latter requirement can be supported by specification of additional OID values for EPC-adopted code schemes. 

The second condition can be achieved by implementations, for examples, in-line program codes, configured processing rule sets, etc. But application programs cannot embed every processing rule for every existing and future code scheme. So those ways cause an update problem which is related to the last condition above.

On-line consulting will be a good way to avoid such software update problem for every new code processing for which a directory service could be established based on OID key values. Proper directory protocol and processing rule description format can be standardization issues.

3.3.6.3. ID Code Naming

How to represent ID codes in a unique name should be defined to be referred to. Even though an ID code is denoted properly for good recognition and reference, such notation can make applications and users be confused. For example, an IPv4 address of “1.2.3.4” and an ID code of “1.2.3.4” if the dot-decimal notation is used cannot be identified. A unique naming must be a better way to be referred to by customers, functional modules, application programs, other systems distributed, etc.

URN in RFC 2141, IRI in RFC 3987 and OHN of SG17’s work item may be a candidate to support the requirement.

RFC 2141 says, “Uniform Resource Names are intended to serve as persistent, location-independent resource identifiers and are designed to make it easy to map other namespaces (that share the properties of URNs) into URN-space. Therefore, the URN syntax provides a means to encode character data in a form that can be sent in existing protocols, transcribed on most keyboards, etc.” Examples are "urn:isbn:0451450523" and "urn:ietf:rfc:2141".
The WIKIPEDIA defines a good relationship between URI, URN and URL. It says, “A URI can be classified as a locator, a name, or both. A URL is a URI that, in addition to identifying a resource, provides a means of acting upon or obtaining a representation of the resource by describing its primary access mechanism or network "location". The URL, “http://www.wikipedia.org/,” for example, is a URI that identifies a resource and implies that a representation of that resource (such as a home page's HTML code, as encoded characters) is obtainable via HTTP from a network host named www.wikipedia.org. A URN is a URI that identifies a resource by name in a particular namespace. A URN can be used to talk about a resource without implying its location or how to dereference it. For example, the URN, “urn:ISBN:0-395-36341-1”, is a URI that, like an ISBN book number, allows one to talk about a book, but doesn't suggest where and how to obtain an actual copy of it.”
With such relationship, it is very helpful to convert an ID code into a URN or unique name form to identify the code by name at functional operations, other applications, inter-communications, and everywhere. Thus, a proper name representation rule should be standardized for various code schemes. 

3.3.6.4. Code Encoding Format

This code encoding and the application data encoding below in 3.3.6.5 are the same issue about tag data structure. But it is divided because application data needs to be defined in detail for specific items. 

1-D and 2-D barcodes are encoding format itself. But electronic device like RFID tags needs a well structured encoding format. ISO/IEC 15962 is a good solution for the purpose.

3.3.6.5. Application Data Encoding Format 

Regarding the first requirement item of 3.2.1, an application data encoding format should be specified. ISO/IEC 15962 deals with this issue but provides only a framework of data encoding format. Detail specifications for item name, short description, price, expire date, privacy control class, location, contact information, execution time, etc. should be defined. In this problem domain, there are three issues to be tackled:

· The more user memory space of RFID tags is used, the more cost is increased. So the cost saving requirement for service providers and customers has a trade-off relationship. Which way to go depends on service providers;

· Object name or titles can be acquired via network operations. This network communication may cause two issues: time and cost. The network operations take some time, over 10 seconds at the worst case. Users won’t wait and application models may fail; and

· At the above situation, users are very sensitive against cost. The network operations will increase traffic fee and then users may hesitate to use application services. So the increasing rate of data traffic revenue for providers hasn’t been that high due to expensive traffic price (see 3.2.1 for an example). Money saving for customers may be a better way to take advantage of business opportunities. 

If detail description items are stored at RFID tags, an application data format for them should be defined. Herein a trade-off issue has to be considered. The sub-section 3.2.4 reads “information for B2C application user should be stored minimally because of dynamic user property and frequent interest changes.” These two requirements for service characteristics and user convenience and benefit have a trade-off relationship. But 3.2.6 describes a requirement of rich application data items. Consequently application data items should be fully specified and how to use them depends on service providers even in minimal or maximal use.
Regarding the third requirement of 3.2.1, detail specification for the application data encoding format should include address information which means the identifier for, in addition to identifying a resource, providing a means of acting upon or obtaining a representation of the resource by describing its primary access mechanism or network “location.” That is, the address may be given in a URL form. With such feature, RFID applications and services can get an address for a certain ID code without code resolution.

Regarding considerations on the first issue of 3.2.14, how to provide location information from RFID tags should be defined. Assuming user and tag locations are identical, user locating by GPS or cell information is out of scope of standardization and an implementation issue. But tag locating has standardization issues except for RTLS. There may be three ways to provide location information by RFID tags.

The first one is to use a location-embedded code scheme, that is, a code itself represents location information. This is a standardization issue on such a code scheme. The second one is to store location information at application user data area of RFID tags. In this case, applications have to read ID code and additional location information. How to store location is a standardization issue on this sub-section, application data encoding format. The last one is to use a mapping relationship between ID code and location where the location is stored at a remote application server system. Only after an ID code is transmitted to the application server, location information can be learned by the mapping relationship. This is an implementation issue. Other ways also may be possible.

3.3.7. Multi-uses Code Issue

Regarding the requirements of 3.2.8, a technical specification should be developed. Possible ways to support the requirement are: 

· Single-tag, multi-codes and multi-uses approach; 

· Single-tag, one-code and multi-uses approach; etc.

For the first approach, an RFID tag should be able to contain multiple ID codes. EPC doesn’t support this but can store only a single EPC code at EPC RFID tags. But an amendment of ISO/IEC 15962 is being developed to support storing multiple ID codes. Herein a technical challenge is figured out. How an ID application picks up an ID code for its own use among multiple ID codes should be defined. This requirement may be another extension issue to ISO/IEC 15962.
For the second approach, ISO/IEC 15962 has no need of any extension. But a new technical issue is figured out. How an ID application picks up proper information content for its own use among multiple contents each linked to a single ID code should be defined. This requirement can be achieved in two ways: client and server sides. Each side should specify use identifiers.
For the client side, the ID application has to specify its use case identifiers for a code resolution  process and then a code resolving directory server can choose one query result by the key attribute among multiple resources. For the server side, the directory server sends the client application every resource information with use case identifiers and then the client applications can choose one query result by the key attribute according to its application uses. 
If the directory service protocol is based on DNS, the client-side approach requires an extension to DNS query message format and the server-side approach requires an extension to NAPTR record format. The latter one is much easier because DNS systems don’t have to be extended, NAPTR extension is just a syntax issue, and existing DNS programs ignore unrecognized tokens extended in a NAPTR record.

3.3.8. Code Resolution Issues

There are a few standardization issues on the code resolution which means a translation of an ID code into an information content or a resource pointer, for example, URI, URL, another ID code or something else. That is, a result of code resolution can be the whole information content or a pointer reaching to final information content. The former case implies a single network operation and the latter case implies two network operations until final information content is acquired.

3.3.8.1. Code Resolution Protocol

A code resolution protocol should be defined in reuse, extension or new development. The code resolution is preformed via a series of network communications whose message exchange procedure with data format is called the code resolution protocol. For example, the ENUM architecture resolves an E.164 number into a URI and ENUM applications/services can perform something according to specified actions by the URI. 
Candidate resolution protocols are X.500, LDAP, IRIS and DNS. The ONS of EPCglobal is based on DNS and the ODS (Object Directory Service) of Korea is based on DNS as well. The U-ID service of Japan created its own directory service protocol.
Any resolution protocol will need proper extensions to support RFID applications and services. For examples:

· In case of DNS, extension issues are DNS query format in the FQDN form and syntactical NAPTR format including proper service types. The ONS specification is a good example. Additional extension issues may be figured out by the sub-section 3.3.7.

· In case of X.500 or LDAP, extension issues are expected to be query format and data record format.

There may be an issue on what resolution protocol is better for ID applications and services. There are pros and cons. 
A service access based on DNS should consist of at least two network operations: code resolution and content retrieval. Because DNS cannot contain information contents directly but only resource pointer records to the information contents, that is, the NAPTR structure can include only a URI as a resource pointer. 
Taking two network operations looks like a disadvantage compared with a single operation. Because it has two management points at code resolving server and applications contents server and a single operation must be simpler. But such division can provide benefits as well. Directory services can be a weak point for service operations because a simple mistake might stop the whole service provisioning. So such division seems beneficial and then application contents can be managed dynamically.
X.500-like directory protocols can support both functions in a single network operation. That is, directory services provide information contents directly by the key value of an ID code. The CA server based on X.509 inherited from X.500 is a typical case for this usage and provides a PKI certificate to users. Such certificate has a statically formatted syntax which will make fewer impacts on the whole directory system. 

The sub-section 3.2.4 describes user property regarding ID applications and services. B2B has a static service property on application data formulation but B2C has a dynamic service property. So DNS seems better for B2C but X.500-like directory service seems better for B2B. 
Herein a new directory service protocol for B2B can be developed based on X.500 as in case of X.509. But even DNS has a few extension issues.

3.3.8.2. Special DNS Domain

A special DNS domain needs to be defined to handle a global hierarchical directory architecture. If the code resolution is performed via DNS, a special domain could be useful like the case of E.164 with “e164.arpa.” The domain name resolution is called the forward lookup from name to IP. But the opposite process from IP to name is called the reverse lookup which is often referred to simply as reverse resolving, or more specifically reverse DNS lookup. 
Reverse DNS lookups for IPv4 addresses use the special domain “in-addr.arpa.” An IPv4 address is represented in the “in-addr.arpa.” domain by a sequence of bytes in reverse order, represented as decimal numbers, separated by dots with the suffix “.in-addr.arpa.” For example, the reverse lookup domain name corresponding to the IPv4 address “1.2.3.4” is “4.3.2.1.in-addr.arpa.” A host name for “1.2.3.4” can be obtained by issuing a DNS query with the PTR record for that special address “4.3.2.1.in-addr.arpa.” 
The code resolution may operate identically to the reverse lookup. So a special domain for the code resolution could be helpful.  
EPCglobal uses “.onsepc.com.” and Korea uses “.ods.or.kr.” for the purpose, which means each code scheme has to develop its own directory hierarchy and define its resolution domain. This situation may cause troubles for the directory interoperability. 

3.3.8.3. Directory Interoperability

Directory interoperability should be provided to support global interworking of ID applications and services. Japan is developing the U-ID directory infrastructure, EPCglobal is establishing its EPC network and Korea is building its ODS infrastructure to do the code resolution. They are not interoperable. So a technical solution should be developed in a protocol development or extension of other specifications. ITU-T Recommendation E.115v2 can be used for this purpose.

3.3.9. Reader Management Issue

The sub-section 3.2.5 and 3.2.19 describe need of a reader management protocol to support tag-based RFID applications and services based on networked standalone RFID readers as shown in Figure 3. Regarding the requirements of 3.2.10, an RFID reader management protocol needs to be considered. Existing management protocols can be extended to support new service requirements of ID-based applications and services or can be simplified into a profile, or a new protocol might be developed. ISO/IEC JTC 1/SC 31/WG 4/SG 1 is developing ISO/IEC 24752 – System Management Protocol and EPCglobal also is developing a reader management protocol. These can be candidates for extension or simplification.
The sub section 3.2.10 describes additional functional requirements to support tag-based B2C RFID applications and services. Those management protocols should support them. 

3.3.10. Application Service Protocol Issues

3.3.10.1. Content Negotiation 

Regarding the requirements of 3.2.15, content negotiation needs to be considered and existing negotiation protocols may need to be extended. At the moment the WAP user agent profile should be extended to support two requirements of 3.2.15. 

3.3.10.2. Serial-number Delivery 

How to send a serial number to application servers should be considered. The solution depends on code resolution protocols. A physical or logical item may be reproduced into so many objects with a serial number for object identification assuming this serial number code consists of a name-level code part and a remaining serial number part. The single operation case of 3.3.8.1 doesn’t have this problem statement because any ID code is transmitted in a full code format. But the other operation case has to deal with this issue. 
If the code resolution works based on DNS, a DNS repository has to handle millions of NAPTR records for as many objects in case that NAPTR records are managed per serial-numbered object. This is not an efficient way. 
Regarding serial number codes, DNS has to deal with only object name-level codes and an object information server has to do with the remaining part, serial numbers themselves. In this configuration, DNS has to handle only one resource record for a single product name but an application contents server has to handle all information contents for reproduced objects by the key value of serial number. 

Now a technical challenge is figured out. How to send the serial number part to the object information server should be defined. This issue is not a separate protocol issue. But content retrieval protocols should support this requirement. 

3.3.10.3. Service Broker Architecture and related Protocols

The service broker or gateway is an abstract term and has many different views according to types of RFID applications. Reader-based B2C RFID applications and services don’t have to use the service broker model but tag-based B2C RFID applications and services require a service broker as shown in Figure 3. 
B2B2C applications might need a service gateway. For example, it is assumed that wine companies attach RFID tags to their wine bottles for business purposes such as production and inventory managements, etc. but they don’t want to provide information contents to customers. A CP makes business partnership agreements with the wine companies for provision of information contents on various wines. The CP will establish an information contents server with standardized data formats to support various raw data from the wine companies. Herein a service gateway is needed between CP’s server and wine companies’ servers. The information server for customers talk always with the gateway in a simple service request and response and the gateway has lots of gateway functions to wine companies’ servers.
This is an example gateway case and there may be other gateway needs. But every gateway service doesn’t require a protocol standardization. It may be needed or not. The decision is up to the market.

3.3.10.4. Traceability Data Exchange Protocol

Regarding the sub section 3.2.23, traceability management requires some standardization issues. It seems to need a well structured network architecture with proper functional entities, network entities and application systems. The traceability data exchange protocol has to establish such network architecture to support object and usage traceability and should be a new standardization issue. The ALE of EPCglobal might be a reference.

3.3.10.5. ID Service Interworking Protocol

The sub section 3.2.16 describes three requirements which produce following standardization issues:

· The first one is associated with the service gateway issue of B2B2C applications described in 3.3.10.3. 

· The second one requires an interworking protocol. New 2-D barcode applications based on a standardized ID application infrastructure have no interworking protocol issue because only ID transmission methods are different but other functions are identical. Existing 2-D barcode applications, however, have an interworking protocol issue because they were established privately in a software solution basis. So this interworking protocol is a domestic issue, not an international standardization topic.

· The third one has a standardization issue. An ID code can be stored at contact or contactless smartcards and enable ID applications and services. Herein how to store ID code at such cards should be defined. That is the data format issue. Since smartcards-related specifications are the work scope of ISO/IEC JTC 1/SC 17, such extension issue should be dealt at SC 17.

3.3.11. Security and Privacy Protection Issues

There are a few standardization issues on security of RFID applications/services as follows. 

3.3.11.1. Security Framework

An exquisite security framework needs to be developed. Usually four key security requirements are addressed in the market: authentication, integrity, confidentiality, and non-repudiation. Additionally privacy control and password management should be provided. Networked RFID applications and services include a variety of communication entities and those security requirements should be applied to them properly. A security framework needs to be designed.

3.3.11.2. Privacy Management

Regarding the requirements of 3.2.12 and the second item of 3.2.1, privacy management architecture and relevant specifications should be developed. Following issues may be considered to support the privacy management requirement:

· Privacy management framework;

· Privacy management profile;

· Privacy management server;

· Privacy management protocol and mechanism; etc.

The privacy management framework should be developed first before the privacy management protocol and then relevant works could be followed.
3.3.11.3. Password Acquisition 

Regarding the requirement of 3.2.17, a password acquisition protocol should be specified. B2C RFID applications users have to be aware of a proper password to enable the lock or kill function of an RFID tag. How to retrieve password can be solved in many ways such as email, phone call, password tag, written form, real-time online consulting, etc. An online password acquisition protocol is a general solution for networked RFID applications and services. Before a password acquisition process starts, initiator should be authenticated and authorized for access privileges. So these additional operations should be covered by the security framework described in 3.3.11.1. 

3.3.11.4. Adult Verification 

Regarding the requirement of 3.2.11, existing content negotiation protocols need to be extended. A protocol-level adult verification can be provided by extension of content negotiation protocols. An extension issue is how to specify access classes for everybody, over 12 years, over 15 years and 18 years old allowed. Then a verification procedure should be defined at service terminals.

3.3.11.5. Key Management

Tag data can be stored or transmitted in an encrypted form for security purposes. Encryption requires a proper key value. How to manage all cipher key information for RFID tags and readers should be defined. But this is a highly challenging issue and has stayed still in research labs. Because it is very difficult to develop a light weight security protocol which is suitable for highly resource constrained RFID environment.

3.3.12. Test Issue

Every implementation about specifications needs to testify right understanding and implementation of them, which consists of conformance and interoperability tests. Appropriate conformance test suites should be developed to avoid different implementations for the same specification. 

3.3.13. QoS Control Issue

The sub section 3.2.22 describes a requirement of service quality control for RFID applications and services. The service quality control isn’t a simple problem domain but an infrastructural issue. So it must be better that RFID applications and services use existing achievements on QoS rather than new protocol development. Consequently there are no new standardization issues on service quality control of RFID applications and services.

3.3.14. Air Interface Protocol Issue

Regarding 3.2.25, RF environment requirements are described and dedicated only to RFID. Each requirement will affect air interface protocols of RFID, which may produce extension issues. A killer air interface protocol to support all requirements might be possible or each requirement might derive a dedicated air interface protocol by extension from existing protocols. The decision is up to the market. Extension works or new protocol developments are all standardization issues. 
Additionally there may be requirements on performance enhancement and more features, which make new air interface protocols developed. This air interface protocol issue has already been covered by ISO/IEC JTC 1/SC 31/WG 4/SG 3 and EPCglobal. The RF issue is out of scope of ITU-T. It is better that existing SDOs keep dealing with RF issues.
3.3.15. Sensor Networking Issues

Regarding 3.2.26, sensor networking has so many standardization issues from PHY/MAC layers to application layer. 

4. CONSEQUENCES AND IMPLICATIONS

This contribution is for information to let GSC-11 participants know news challenges and corresponding standardization issues on network aspects of identification including RFID. They have been clarified by the RFID Correspondence Group of ITU-T TSAG. 

Existing networked RFID applications and services have been developed within the B2B domain. Thus the leading SDOs of ISO/IEC JTC 1/SC 31/WG 4 and EPCglobal have focused only on B2B-oriented applications and services. But currently B2C and B2B2C networked RFID applications and services are being introduced, which results in new service requirements and corresponding standardization issues. 

The work scope of the WG 4 is between RFID tags and a middleware application system via RFID readers, covering air interface protocols, tag data format, identification code schemes, application data protocol and reader management protocol. Other application layer issues and network communication aspects are out of scope of the WG 4. Even though EPCglobal deals with more issues such as code resolution, object information service, service discovery, etc., its focus is on business-purposes RFID applications like SCM, inventory management, etc.
Consequently ITU-T is requested to tackle those issues with close cooperation with the SC 31/WG 4 and EPCglobal. This is the reason why ITU-T TSAG has considered network aspects of identification including RFID.



� Contacts: Yong-Woon KIM, qkim@etri.re.kr; and HyoungJun KIM, khj@etri.re.kr






- 28 -


