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Overview

• Smart Grids – Motivation, Vision and Attributes

• Smart Grid/Meter Privacy – The problem

• Privacy Solutions

• Smart Grid Privacy by Design Concept

• Example Smart Metering Privacy Protection Solutions

• Summary
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• Summary



Motivation for a Smart Grid

Growing need worldwide 
To increase 
energy 
generation/ 
efficiency
• Matching supply to 

demand is expensive, 
impossible in future 

To reduce carbon 
footprint
• Regulatory / 

Government policies
• Climate change and 

GHG emission controls

To reduce reliance 
on non-renewable 
energy sources
• Reducing reliance on 

environment un-friendly 
energy sources and 
increase reliance on 

To increase 
reliability and 
robustness
• Aging and insecure 

infrastructure
• Service critical 

applications
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impossible in future 
• Due to dwindling 

resources, highly 
volatile and increasing 
prices

increase reliance on 
renewable sources

applications
• Minimise disruptions to 

industrial operations 

Smart Grid promises to achieve all these 
by incorporating “smart technologies” within an 

ICT-integrated energy grid



Smart Metering is a key attribute of Smart Grid

MDMS
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Smart Meter M2M GatewayNAN

Use of smart metering data for energy management, load balancing, billing etc

~ 100-280 million 
devices; 

Transaction levels / 
traffic volumes 

unknown



Smart Grid Attributes
• Demand response and demand side management

– Customer engagement through the integration of smart meters, smart 
appliances and consumer loads, micro-generation, and electric vehicles and 
providing customers with information related to energy usage, prices.

• New products, services and markets 
– by deploying smart meters, accommodating electric vehicles, and enabling 

demand side management.

• Facilitating all renewable energy sources, 
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– distributed generation, residential micro-generation, and storage options thus 
reducing the environmental impact 

• Optimizing and efficiently operating assets 
– by intelligent operation of the delivery system (rerouting power, working 

autonomously) and pursuing efficient asset management.

• Assuring reliability and the security of supply 
– by being resilient to disturbances, attacks and natural disasters, anticipating 

and responding to system disturbances (predictive maintenance and self-
healing), and strengthening the security of supply through enhanced transfer 
capabilities.



What is Smart Grid privacy?

• Data Privacy
– “It is the status accorded to data which has been agreed upon 

between the person or organisation furnishing the data and the 
organisation receiving it and which describes the degree of protection 
which will be provided.” (OECD Glossary of Statistical Terms)

• Smart Grid privacy
– Difficult to define due to different types of data, and parties involved.
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– However, smart grid privacy is typically associated with the privacy of 
data collected from the customers � Smart Metering privacy

• Smart metering data privacy
– SM data can be used to extract appliance usage, track an individual’s 

position, and match an individual to an observed event. This 
information can be extrapolated by combining it with other contextual 
information, such as demographic data, credit profiles, and personal 
interests. It is not easy to define which data (or extrapolated 
information) should be classified as “private” or not.



Smart Grid privacy threats: the big picture

• Two types of privacy threats
– Communication / network threats

• Shallow packet inspection

• Deep packet inspection

– Data usage threats

• Unauthorised access and/or usage

• How is the customer’s privacy guaranteed?
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• How is the customer’s privacy guaranteed?

Smart
Meter

Service
provider

Other
Markets

Network threats Data usage threats



The problem

• Data usage threats against Customer privacy
• Easy to deduce patterns of home activity from high frequency 

metering data.

– Which devices you own and use

– When you use them

– When you’re at home
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– Lifestyle routines

• Personalised
services/offers, e.g.
ads depending on
exposed private data…

S. Drenker and A. Kader, “Nonintrusive monitoring of electric loads,” in 
IEEE Computer Applications in Power, vol. 12, no. 4, pp. 47-51, 2002.



The problem - regulations

• Customer privacy: regulations?
– SM privacy is a very important requirement in Europe and USA

• For example, in the Netherlands, the government had to abandon 
smart metering deployment plan due to public criticism

• The EU Commission is now seeking for advice on the topic.

– In response, ESMIG has introduced a new Task Force SG 
(Expert Group 2): “Regulatory Recommendations for Data 
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(Expert Group 2): “Regulatory Recommendations for Data 
Safety, Handling, and Protection”.

• It the USA, NIST has initially focused on malevolent attacks 
(NISTIR 7268, “Smart Grid Cyber Security Strategy and 
Requirements”). This was reviewed by the Electronic Privacy 
Information Centre (EPIC) and they criticised the heavy 
dependence of NIST on what they see as the discredited ‘notice 
and consent’ model of privacy protection. EPIC recommended 
that the NIST document could be strengthened (e.g. by the use of 
the OECD Privacy Principles). 



Data Ownership

• With such data exposed:

– Who can we trust with it?

– Malicious attacks

– No privacy even in your own home?

• Who should be allowed to control this, and under 
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• Who should be allowed to control this, and under 
what kind of legal framework?

– Who owns / controls the data?

– For what purpose?  For how long?



Smart Meter Network: Privacy & Security
Who wants smart meter data? How could the data be us ed?

Utilities To monitor electricity usage and load; to determine bills

Electricity usage advisory companies To promote energy conservation and awareness

Insurance companies
To determine health care premiums based on unusual behaviours 
that might indicate illness

Marketers To profile customers for targeted advertisements

Law enforcers To identify suspicious or illegal activity*
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Civil litigators To identify property boundaries and activities on premises

Landlords To verify lease compliance

Private investigators To monitor specific events

The press To get information about famous people

Creditors To determine behavior that might indicate creditworthiness

Criminals
To identify the best times for a burglary or to identify high-priced 
appliances to steal

Source: ”Potential Privacy Impacts that Arise from the Collection and Use of 
Smart Grid Data,” National Institute of Standards and Technology, Volume 2, 

pp. 30–32, Table 5-3.



Known solutions: overview

Privacy Threat Service required Existing protection 
mechanisms

Network 
threats

Shallow packet 
inspection

Anonymity Anonymity networks

Deep packet 
inspection

Confidentiality Encryption

Data usage 
threats

Unauthorised 
usage/access

Access control
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• Comments
– This table focuses on privacy only. We note that privacy requires 

security: one can have security without privacy, but one cannot have 
privacy without security?

– Shallow packet inspection of smart metering messages may not be an 
important privacy threat

threats usage/access Policies, legislation,
secure storageCustomer 

privacy
Customer control 
of customer data



Privacy by Design for Smart Metering

• Realizing energy efficiency while safe guarding the 
consumer privacy

• For instance best design practices could be
– Privacy and Security is a core requirement in the SG design

– Privacy invasion actions prevented from happening in the first place

– Transparent and accountable business practices

– Compliance with all technical and legitimate interests and 
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– Compliance with all technical and legitimate interests and 
requirements

• Example privacy solutions
– Privacy enhanced home energy management

– Smart meter data anonymization



Solution Example (1): ElecPrivacy

• ElecPrivacy is: 
– Privacy Enhanced Home Energy Management

– A HEMS/BEMS solution that interfaces with a smart meter
and manages energy consumption in a manner advantageous 
to customer privacy. 
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ElecPrivacy - technology

• Concept: Disassociate the consumption event from 
its impact on metered energy usage
– Mix public (recorded) power with other (private) power, such as 

battery power.
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• p(t) = pA(t) - pB(t)

• Privacy transformation:   p = G pA



Privacy Enhanced Home Energy Management

Device pattern identified

Privacy protected

Examples of 
protection
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• An ElecPrivacy algorithm is not necessarily contradi ctory 
with other algorithms such as pricing / demand-side  
management.
– For example, when the battery is used to remove information, the 

energy consumption spikes are absorbed, which is good for the 
electricity grid.



ElecPrivacy – fundamental research problems

• Battery power control algorithm.
– When do we charge or discharge the battery?

– How do we define and measure privacy protection?

• Intuitively, privacy can be improved by:
– Removing information: Use battery to mask consumption events

– Adding information: Use battery to emulate/obfuscate 
consumption events
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consumption events

• Bounds
– Battery capacity, battery charge/discharge power

• Compliance
– Demand-side management

• Economy
– price arbitrage, battery energy losses, battery life



Solution Example 2: Escrow: Data Anonymisation

• There is currently a strong push within some 
standard/industrial foras for the definition of two types 
of data for smart metering
– Customer data ���� Attributable data (that can be tied to a specific 

consumer), e.g. for billing and account management purposes

• Low-frequency data, e.g. every few days/weeks

– Technical data ���� ‘Anonymous’ data (that cannot be tied to a 
specific consumer), e.g. for power network management, facilitation 
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specific consumer), e.g. for power network management, facilitation 
of demand response, etc.

• High-frequency data, e.g. every few minutes

• There is no real reason why the high-frequency data  
can’t be anonymous and still serve the purposes of the 
utility and/or power distribution network

• Such a distinction is likely to play a significant role in 
the upcoming smart grid mandate from the EU



Example escrow architecture
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Summary

Privacy by Design: 
While robust privacy policies are needed to guide the 

smart grid data usage and distribution, privacy protection 
by design can equally play an important role in future 

energy grid.
That is, a smart metering system should be designed  
so that energy efficiency is done in agreement with  
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so that energy efficiency is done in agreement with  
privacy protection 

Standards: 
Smart Grid/Meter standards looking at home automation 

and energy management scenarios should enable 
implementation of privacy enhancement techniques by 

standardizing suitable interfaces, functionalities etc. 
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