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Introduction 

ETSI and Bundesdruckerei GmbH held a workshop on Trust Service Provider Conformity Assessment 

“CA Day”, hosted by Bundesdruckerei in Berlin on 24th January 2012.  The meeting was well attended 

with 70 attendees, and around 30 further potential attendees informed that the meeting was over-

subscribed.  The meeting included experts from around the world (including North America, Europe 

and Japan) including certification authorities, application providers with trust relationship with CAs, 

auditors, national supervisory bodies, security companies and associations.   The experts and 

speakers included those concerned with applying ETSI specifications not only to qualified certificate 

services but other services, and in particular to the CA/Browser guidelines for Web (SSL / TLS) 

certificates. 

Presentations were given by the following experts: 

Welcome by Bundesdruckerei (Host) Dr. Matthias Merx, Vice President Trusted Solutions. 

Overview CEN/ETSI eSignature Standardisation ETSI ESI Chair Dr. Riccardo Genghini 

ETSI Conformity Assessment Framework for Trust Service Providers, Nick Pope, Thales 

e-Security Limited 

The Regulation Authority view Szilveszter Ádám on behalf of FESA 

CA Browser forum Guidelines for SSL Certificate Ben Wilson, DigiCert 

The view from a Browser Vendor: Reliable Root-Stores Tom Albertson, Microsoft 

New audit guidelines for issuing Extended Validation Certificates Arno Fiedler, ETSI ESI 412  

The CA-View about (better?) audit guides Inigo Barreira, Izenpe 

Robin Alden, Comodo  

The auditor view about ETSI (and WebTrust Guidelines) Dr. Christoph Sutter, TÜVIT 

Copies of the slides from these presentations are available at: 

http://docbox.etsi.org/Workshop/2012/201201_CA_DAY/ 

Two round table sessions were held to discuss the issues raised during the presentations. 



 

Points Raised 

The key points raised during round table discussions based on the presentations were: 

1) There is a need for much greater coordination between national supervisory bodies operating 

under Electronic Signatures Directive 1999/93 to ensure that there is a common approach to 

supervision of “Certification Service Providers” and “Trust Service Providers” to ensure a 

common level of trust.    Some suggestions were made during presentations and the roundtable 

discussions with the key intent being that such coordination should be achieved via a formal, 

pan-European approach. 

2) There is a need for the exchange of information on controls to be expected to meet the 

requirements of the directive, including information on security incidents and countermeasures 

to avoid such incidents re-occurring.  This should be shared between all stakeholders including 

trust service providers, assessors and scheme operators. 

3) The Trust Status Lists should be required to provide trust information not just on the provision of 

qualified certificates but on other trust services such as Web (SSL/TLS) certificates.   

4) In order to achieve trust that can be recognised internationally, it should be easy to identify 

those Trust Service Providers certified by a properly accredited conformance assessment / audit 

body in line with International and/or European standards.  

5) The stakeholders in the likely future regulations or Directives on Electronic Identity, 

Authentication and Signatures are encouraged to contribute to discussion on the direction that 

such a directive might take. 

 

 


