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1999: Paper work started (technical reports) 

2001: PKI Scheme set up and managed by one person employed by BSK 

2003: Set-up of an infrastructure owned by the banking association(s) 

 ● Root-CA 

 ● 9 “level 1” CAs issuing certificates to the public and online merchants 

 ● A Certificate validation service 

 ● Front-end system and data base for communication with banks (RA role) 

 

2003: Centrally stored keys chosen as key store for the mass market 

2005-2006: Mass roll-out to end users 

2009: Key length increased from 1024 to 2048 bits 

2010: The company “BankID Norge” established as scheme owner 
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How does it work 

Signature 

Signeringsforespørsel 
- Cryptogram with private key enciphered under  unique key) 

- HashedUSP 

- Hash of DTBS 

User client       Validator (HSM I)        CS (HSM II)         DB 

Sign request 
-Merchant signature 

- User authentication data 

-     incll hashedUSP 

-Hash  of DTBS 

Get encrypted private key 

Validator HSM: 

First part of decryption 

Cryptogram with private key enciphered under KEKs 

Central Signer HSM: 

Full KEK decryption 

Derive User specific key 

Decrypt user’s private key 

Perform sign operation 



Internet usage 

4.300.000 people   

  

   93% have Internet access 

     at home 

 

       48% have mobile 

       broadband 

 

88% search for info 

 

81% use online banking *   

BankID usage 

2.875.624 people 

 

3.100.000 BankID certs 

170.000 on SIM 

2.930.000 centrally stored 

 

Peak day: 

1.3 M transactions 

 

Tested peak: 

100 transactions/sec 

 

*   

 

Norway 

5.050.000 people 

  

  

*   

 

Some figures 



On-line 
banking 

Merchant Public sector 

On-line banking 

User authentication 

Transaction authen-

tication and signing 

Signing of contracts 

 

Agency for Public 
Management and 

eGovernment (Difi)  

Authentication at ID-

portal giving access to 

e-services. 

  Tax declarations 

  Educational Fund for Students 

  Company reporting 

  Municipal services 

Commercial actors 

3D-Secure 

BankAxess 

Signing of contracts 
  e.g. student housing 

 

. 

 

 

Usage 



75-80% of transactions are authentication 

20-25% of transactions are digital signing 

Three formats for signing: 

 Text (plain and simple – the large majority) 

 XML (signed as text) 

 PDF (most document in external reader, in-applet offered as well) 

National standard for packaging of signatures into a Signature Data Object 

WYSIWYG is difficult…. 

 

Fraud occurs for on-line banking, Centrally stored BankID have several 

controls to limit fraud. 

 

 

 

 

 

More about usage 



1999: EU-Directive  1999/93 

2001: Norwegian law and by-law transposes the EU-directive 

2004: Requirements Specification for PKI in the public sector 

 mandates qualified certificate and two-factor authentication 

2007: Banks (as responsible issuers) register as issuers of qualified 

certificate at the Post- and Telecom Authority 

2010: Post- and Telecom Authority orders an audit performed by a 

company with accreditation  

 informally in a Common Criteria inspired approach 

 concludes that “sole control” and other central requirements are OK 

 

No intention to be SSCD or Qualified Signature! 

 

 

 

 

 

 

Qualified certificate 
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