
Cyber technologies increasingly 
pervade all aspects of our lives



Cybersecurity

Cybersecurity is a growing and fundamental part 
of safety and security of individuals, 
organizations and society.



For the advent of large-scale quantum computation to be a positive 
milestone in human history, we must first make our cryptographic 
infrastructure secure against quantum attacks.
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New paradigm

“A new scientific truth does not triumph by 
convincing its opponents and making them see 
the light, but rather because its opponents 
eventually die, and a new generation grows up 
that is familiar with it.”

- Max Planck



Quantum-safe cryptographic 
infrastructure

“Post-quantum” 
cryptography

•Convention cryptography 
deployable without quantum 
technologies

•Believed/hoped to be secure 
against quantum computer 
attacks of the future

Quantum 
cryptography

• Quantum codes requiring 
some quantum technologies 
(typically less than a large-
scale quantum computer)

• Typically no computational 
assumptions and thus 
known to be secure against 
quantum attacks

+

Both sets of cryptographic tools can work very well 
together in quantum-safe cryptographic ecosystem. 



Quantum key establishment

Quantum physics 
guarantees the security of 
the cryptographic key

A quantum satellite in LEO can 
interconnect ground networks 
located anywhere on Earth.

Together with ground-based 
repeaters, we will eventually 
have a “quantum internet”.
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“Quantum-safe” 
= 

“safe in the era with large-scale 
quantum computers” 

= 
conventional “post-quantum”/ 

“quantum-resistant” cryptography
+ quantum cryptography

Terminology



Depends on:

• How long do you need encryption to be secure? 
(x years)

• How much time will it take to re-tool the existing 
infrastructure with large-scale quantum-safe 
solution? (y years)

• How long will it take for a large-scale quantum 
computer to be built (or for any other relevant 
advance)? (z years)

• “Theorem”: If x + y > z, 
then worry.

How soon do we need to 

worry?

y

time

x

z



Business bottom line

• Fact: If x+y>z, then you will not be able to provide the 
required x years of security.

• Fact: If y>z then cyber-systems will collapse in z 
years with no quick fix.

• Prediction: In the next 6-24 months, organizations 
without a well-articulated quantum risk management 
plan will lose business to organizations that do.
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Ongoing progress towards achieving stage 4.

e.g.

Nature 519, 66–69 (05 March 2015) doi:10.1038/nature14270
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Mosca:
[Oxford] 1996: “20 qubits in 20 years”
[NIST April 2015, ISACA September 2015]: 
“1/7 chance of breaking RSA-2048 by 2026, ½ chance by 2031”

NSA [August 2015]: NSA's Information Assurance Directorate 
“will initiate a transition to quantum resistant algorithms in the 
not too distant future.”

IARPA [July 2015]: “BAA Summary – Build a logical qubit from 
a number of imperfect physical qubits by combining high-
fidelity multi-qubit operations with extensible integration.”



What is 'y'?  How long to 

quantum proof?



How easy is it to evolve from one 
cryptographic algorithm to a 
quantum-secure one?

Are the standards and practices ready?



Biggest challenge: 
security is a choice



Suggestions for industry and 
government

• Get quantum-safe options on vendor roadmaps

• Routinely ask about vulnerability of systems to quantum attacks

• Include quantum-safe options as desired features

• Keep switching costs low

• Make quantum risk management a part of cybersecurity roadmaps

• Where helpful, request standards for the quantum-safe tools needed

• Request the information/studies needed to make wise decisions 
going forward

• Applaud and reward organizations that take this seriously.



Quantum-safe is a necessary condition to be 
cyber-safe.

Desiderata: a coherent global effort to make 
the next generation global ICT infrastructure 
as secure and robust as we can.

We need organizations to decide to make 
cyber-systems quantum-safe.



19

ETSI 2nd Quantum-Safe Crypto Workshop in 
partnership with the IQC
6 - 7 October, 2014, Ottawa, Canada

3rd ETSI/IQC Workshop on Quantum-Safe 
Cryptography
5-7 October, 2015, Seoul, Korea

Workshop on 
Cybersecurity in a Post-
Quantum World, 2-3 April 
2015

Are the standards and 
practices ready?



We have come a long way since the 
first ETSI/IQC workshop in 2013!

Some questions for this workshop:

What progress has been made in the past 
12 months?

What are the most important things we 
need to do in the next 12 months?

Who else needs to be engaged?


