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capabilities.  Therefore, defining the value of x is a non-trivial matter, and requires a fair amount of 
thought, risk analysis and modelling. [Mosca13] 

 

Figure 4 - Lead time required for quantum safety 

 

2.5 What does quantum-safe mean? 
Not all security protocols and cryptographic algorithms are vulnerable to quantum attacks; some are 
believed to be safe from quantum attacks, while some are known to be vulnerable.  A security control 
that is believed to be quantum-safe today might - over time and with sufficient research - be shown to 
be vulnerable tomorrow.  Without proof that an algorithm is vulnerable to a quantum attack, a 
cryptographic primitive and the protocols that use it are presumed to be quantum-safe if they are well 
studied and resists attacks using all known quantum algorithms. 

Security controls that are known to be highly vulnerable to quantum attack, and can be easily broken by 
a quantum computer, include: 

1. Any cryptosystem that is built on top of the mathematical complexities of Integer Factoring and 
Discrete Logarithms.  This includes RSA, DSA, DH, ECDH, ECDSA and other variants of these 
ciphers.  It is important to point out that almost all public key cryptography in fielded security 
products and protocols today use these types of ciphers. 

2. Any security protocols that derive security from the above public key ciphers. 

3. Any products or security systems that derive security from the above protocols. 

Controls that are known to be somewhat vulnerable to quantum attack, but can be easily repaired 
include symmetric key algorithms like AES that can be broken faster by a quantum computer running 
Grover’s algorithm than by a classical computer.  However, a quantum computer can be made to work 
just as hard as a conventional computer by doubling the cipher’s key length.  This is to say that AES-128 
is as difficult for a classical computer to break as AES-256 would be for a quantum computer. 

AES is considered quantum-safe because the cipher can adapt to a quantum attack by increasing its key 
size to rectify a vulnerability introduced by quantum computing. 

Ciphers like RSA and ECC are not quantum safe because they are not able to adapt by increasing their 
key sizes to outpace the rate of development of quantum computing. In order to attack a 3072-bit RSA 
key, for instance, a quantum computer must have a few thousand logical qubits. In general, the number 
of logical qubits needed scales in a linear fashion with the bit length of the RSA key. When such a 
quantum computer becomes available, moving to a larger RSA key size would thwart a quantum attack 
until a larger quantum computer is invented.  However, doubling the size of an RSA or ECC key increases 

What is z for an ion-trap quantum computer?
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sensitive data sent over networks. Corporations and governments have legal responsibilities to their 
investors, constituents, and customers to preserve the confidentiality of sensitive information. Whether 
this information consists of military communications, secret government documents, industrial trade 
secrets, or financial and medical records, interception of information allows adversaries to not only 
learn about the contents of these communications, but also to discover metadata in patterns within a 
network of communicators, to extract general patterns using machine learning, and even to insert false 
or misleading information or malware into a data stream.  

Previously, communications and transactions were considered secure when encrypted using an 
unbroken cryptosystem as part of an otherwise rigorous information security framework. Quantum 
computing challenges this assumption, because it offers a new and powerful set of tools under which 
many of these cryptosystems may collapse. Many ciphersuites have already been demonstrated to be 
insecure in the presence of a quantum computer, including some of our most pervasive cryptosystems 
such as RSA and Elliptic Curve Cryptography. Any data that has been encrypted using many 
cryptosystems whose security was based on the computational intractability of the so-called “hard 
problems” of discrete log and integer factorization is under threat of both eavesdropping and attack by 
future adversaries in possession of quantum computers. Without quantum-safe encryption, everything 
transmitted over an observable network is vulnerable to such an adversary. These issues do not only 
impact data that may be encrypted in this manner in the future, but apply to the information that is 
currently stored in this manner, or has been transmitted over an observable channel in the past. 
Choosing to ignore quantum-safe cryptography and security before quantum computers are able to 
perform these functions leaves almost all of present and future data vulnerable to adversarial attack.  

It is essential for industries with interest in keeping secret information safe from adversaries to be 
forward thinking in their approach to information security. This involves considering more than merely 
how soon a quantum computer may be built. It also means thinking about how long information needs 
to stay secure, and how long it will take to update the existing IT infrastructure to be quantum-safe. 
Specifically, it is necessary to consider: 

x: "how many years we need our encryption to be secure" 

y: "how many years it will take us to make our IT infrastructure quantum-safe" 

z: "how many years before a large-scale quantum computer will be built"  

If a large-scale quantum computer (z) is built before the infrastructure has been re-tooled to be 
quantum-safe and the required duration of information-security has passed (x+y), then the encrypted 
information will not be secure, leaving it vulnerable to adversarial attack.  

In real-world application, the value of x must be carefully considered, specifically: what are the practical 
consequences of a certain category of information becoming public knowledge after x number of years?  
For example, would it be a problem if your credit card numbers of today are made available to everyone 
in the world after x = 5 years?  Probably not, because it is very likely that you would have a new credit 
card issued, having a new expiry date and security code. 

On the other hand, if personal identity information is made public after x = 5 years, you may be exposed 
to identity theft and any resulting consequences.  Indeed, one would also need to be cautious about 
defining the value of x in the case of certain other information categories such as top-secret military 
information, e.g. the orbits of secret military satellites, location of military bases and their resources and 
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Questions we can answer today:
•  Where are we now?
•  Where are we headed?



•  Ion trapping in a nutshell

•  Current capabilities
building blocks for quantum computing
Shor algorithm!

•  Approaches towards scaling up
error correction
novel traps & quantum networks

•  Outlook
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•  quantum bit: 
ion’s electron is in one of two 
states… or a superposition

•  ions trapped with RF fields

•  states are manipulated & read out 
with lasers (or microwaves)

•  interactions mediated by 
Coulomb repulsion

J. I. Cirac and P. Zoller, “Quantum computations with cold trapped ions,” Phys. Rev, Lett. 74, 4091 (1995). 



•  quantum bit: 
ion’s electron is in one of two 
states… or a superposition

•  ions trapped with RF fields

•  states are manipulated & read out 
with lasers (or microwaves)

•  interactions mediated by 
Coulomb repulsion

•  ions are trapped for days
•  an ion is an ion is an ion…
•  quantum information stored for up to a minute
•  high-fidelity gate operations and readout
•  infrared photons: potential for telecom conversion



Can we implement algorithms!
that go beyond classical capabilities?

Challenge:
How can we preserve quantum properties 

throughout a computation?
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Single-qubit gates:
99.9999% fidelity
T. P. Harty et al., Phys Rev. Lett. 113, 
220501 (2014)


Two-qubit gates:
99.9% fidelity
 C. J. Ballance et al., 
arXiv:1406.5473 (2014)

Entanglement of 20 ions!
Innsbruck, unpublished


Quantum memory storage
up to 50 s!
T. P. Harty et al., Phys Rev. Lett. 113, 
220501 (2014)


Quantum state preparation and readout:
99.93% fidelity
T. P. Harty et al., Phys Rev. Lett. 113, 220501 (2014)


Two-qubit gate operations:
400 ns!
C. J. Ballance et al., arXiv:1406.5473 (2014)




Putting the toolbox to work…

No efficient classical algorithm is known.!

The computational difficulty of factoring is the basis for public-key 
encryption algorithms (e.g., RSA).!

Shor’s algorithm, 1994: a quantum computer can find 
the prime factors of an integer efficiently.



Shor algorithm implementations:

All implementations are compiled,
that is, architecture is based on prior knowledge of the solution.

Nuclear magnetic resonance!
•  L. M. K. Vandersypen et al., Nature 414, 883 (2001)

Photons!
•  C.-Y. Lu et al., Phys. Rev. Lett. 99, 250504 (2007)
•  B. Lanyon et al., Phys. Rev. Lett. 99, 250505 (2007)
•  A. Politi et al., Science 325, 1221 (2009)
•  E. Martin-Lopez et al., Nature Photon. 6, 773 (2012)

Superconducting qubits!
•  E. Lucero et al., Nat. Phys. 8, 719 (2012)

Q: Why 15?
A: The smallest instance where order-finding is required.!



A scalable Shor algorithm
T. Monz et al., arXiv:1507.08852 (2015)

Factoring N: key step is to calculate
ax mod N

for an integer a < N, then find the period.

The quantum Fourier transform finds the period 
with high efficiency in a single step.

N = 15: trivial: a = {4,11,14}
nontrivial: a = {2,7,8,13} ücontrolled modular 

multiplication required!



A scalable Shor algorithm
T. Monz et al., arXiv:1507.08852 (2015)

•  all nontrivial modular multipliers realized


computational register period finding
•  readout
•  feed-forward
•  re-initialization

•  ~100 laser pulses for each multiplier

•  correct periodicity verified at 99% level in ¼ second



•  Ion trapping in a nutshell

•  Current capabilities
building blocks for quantum computing
Shor algorithm!

•  Approaches towards scaling up
error correction
novel traps & quantum networks

•  Outlook



From N = 4 to N = 2000…
Requirements:
•  27 hours for 30 × 106 physical qubits
•  surface code for error correction & detection

A. Fowler et al., Phys. Rev. A 86, 032324 (2012)


M. H. Devoret, R. J. Schoelkopf, Science 339, 1169 (2013) 



From N = 4 to N = 2000…
Requirements:
•  27 hours for 30 × 106 physical qubits
•  surface code for error correction & detection

A. Fowler et al., Phys. Rev. A 86, 032324 (2012)

Seven-ion topological encoding
for error protection

D. Nigg et al., Science 345, 302 (2014) 

Repetitive correction
of phase-flip errors

P. Schindler et al., Science 332, 1059 (2011) 

In the lab:!



How to scale up ion numbers?
Two-dimensional architectures! Networks via photonic channels!

remote links via ion–photon entanglement and 
state transfer

cavity interface
A. Stute et al., Nature Photon. 7, 219 (2013)
A. Stute et al., Nature 485, 482 (2012)

→  record: remote ion-ion entanglement @ 4 Hz
D. Hucul et al., Nat. Phys. 11, 37 (2014)

lattices of trapping sites
R. Schmied et al., Phys. Rev. Lett. 103, 233002 (2009)

states of 9Be1, where F is the total angular momentum and mF is the
component of F along a quantization axis provided by a 1.46(2) mT
static magnetic field (Fig. 1). The ions are confined in a cryogenic (trap
temperature ,5 K), microfabricated, surface-electrode linear Paul ion
trap16 composed of 10mm-thick gold electrodes separated by 5mm gaps,
deposited onto a crystalline quartz substrate. An oscillating potential
(,100 V peak at 163 MHz), applied to the radiofrequency electrodes in
Fig. 1, provides pseudopotential confinement of the ions in the radial
(perpendicular to z) directions at motional frequencies of ,17 and
,27 MHz at a distance of approximately 40mm from the trap surface.
Along the trap z axis, a double well is formed by static potentials applied
to control electrodes C1–C12. The axial (z) oscillation frequencies vl
and vr around the respective minima are typically near 4 MHz. Single-
ion heating13 is in the range of 100 to 200 quanta per second. This heat-
ing is approximately four orders of magnitude larger than that due to
our estimate of Johnson noise heating for this apparatus. For two ions
spaced 30mm apart, and in motional resonance (d 5 0), the period required
for the ions to exchange their motional energies is tex ;p/2Vex 5 70ms,
compared with an average period of 5–10 ms required to absorb a single
motional quantum due to background heating. Fine adjustment of control-
electrode potentials (at the 100mV level) enables individual control of
potential-well curvatures to tune the Coulomb interaction between the
ions through resonance. Electrode C1 also supports microwave currents
(typically of milliampere amplitude) that produce an oscillating mag-
netic field to drive carrier transitions at the same rate in both ions.

Superimposed s2-polarized laser beams, nearly resonant with the
2s 2S1/2 R 2p 2P1/2 and the 2s 2S1/2 R 2p 2P3/2 transitions (l<313 nm)
and propagating along the magnetic field direction, are used for optical
pumping, Doppler laser cooling and state detection by resonance fluo-
rescence. Optical pumping prepares both ions in j#æ. We can distinguish
the j#æ (bright) and j"æ (dark) states by detecting resonance fluorescence
on the j#æ R j2p 2P3/2, F 5 3, mF 5 23æ optical cycling transition. Typi-
cally, three to five photons are detected per ion in j#æ over a background
of 0.15 to 0.6 photons on a photomultiplier during detection periods in
the range 300–400ms. A pair of elliptically shaped laser beams, sepa-
rated in frequency by approximately the j#æ « j"æ transition frequency
(v0<2p|1:28 GHz) and detuned 80 GHz above the 2S1/2 R 2P1/2
transition, illuminate both ions with equal intensity. These beams induce
two-photon stimulated-Raman transitions for ground-state cooling13

and for the motional sideband excitations used to implement the spin–
spin interaction26. Derived from the same 313 nm source, the frequency
difference between the beams is produced with acousto-optic modu-
lators, and the beam orientation is such that the difference wavevector
k 5 k2 2 k1 is parallel to the z axis (with magnitude k~2

ffiffiffi
2
p

p
"

l). The
spin–spin coupling strength is k 5 cos(2w)(gVs)

2/2Vex, where 2w 5 kd0
is the phase difference of the beat note between the two laser fields at
the positions of the ions, Vs is the stimulated-Raman Rabi frequency
and g~k

" ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
B=2m!v

p
(Methods).

A key to implementing spin–spin interactions with ions in separate
trapping zones is being able to tune the well frequencies precisely enough
to control the eigenfrequencies and eigenmodes (equations (1)) near the
avoided crossing. In Fig. 2a, we characterize this avoided crossing. For
these experiments, the ions are separated by 27(2)mm. They are laser-
cooled nearly to their motional ground states (mean motional mode
occupation, !nstr=com<0:1), optically pumped to the j##æ state and then
rotated into the j""æ state with a microwave carrierp-pulse. Fine adjust-
ments are made to control electrodes C2 and C12 to tune the harmonic
confinement of the two trapping zones, stepping the system through
the avoided crossing. At each step, after cooling and optical pumping,
we implement the Raman red-sideband drive and scan its detuning
dRSB with respect to !v. If the sideband excitation frequency is equal to
v0 2 vstr or v0 2 vcom, then the spin of one or both ions can flip to j#æ
while absorbing quanta of motion, and a peak in the resonance fluores-
cence counts is observed. The spectral resolution is set by the duration of
the square-pulse sideband excitation (120ms). At the centre of the avoided
crossing, the splitting of the mode frequencies is 2Vex 5 2p3 12(1) kHz.

In Fig. 2b, we show data that demonstrate single-phonon exchange
between the two ions. With the trapping zones tuned to resonance (d 5 0),
both modes are cooled to near the motional ground state and the ions
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C1 + microwave
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z 

30 μm 

B = 1.46(2) mT

Figure 1 | Microfabricated surface-electrode trap. Microscope image of
ion-trap electrodes, showing radio-frequency (RF) and static-potential control
electrodes (C1–C12). Dark areas are the 5mm gaps between electrodes. Ions
are trapped 40 mm above the chip surface; red dots indicate the ion locations,
with a 30mm spacing. Electrode C1 also supports microwave currents at
1.28 GHz to drive carrier transitions on the two ions.
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Figure 2 | Motional spectroscopy of two coupled ions. a, The red dots
connected by black lines indicate separate scans of the red-sideband detuning
dRSB from the average mode frequency !v for different values of the difference
d between the individual well frequencies. The vertical scale is proportional
to the sum of the probabilities for each ion to be in |#æ. At the centre of the
avoided crossing, the normal mode frequency splitting Vex/p is 12(1) kHz. Each
data point represents an average of 200 experiments. Shaded planes are a
theoretical prediction for the avoided crossing according to equations (1).
b, Resonant (d < 0) single-quantum motional exchange between two ions, with
an exchange time tex 5 80(2)ms. The vertical scale is proportional to the
probability of the laser-addressed ion being in |#æ. Each data point represents
an average of 500 experiments, and error bars correspond to s.e.m. Dashed lines
are included to guide the eye.
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entanglement in separate wells
A. C. Wilson et al., Nature 512, 57 
(2014)



•  Factoring large numbers is a formidable task that will require 
new approaches.

•  State of the art: scalable Shor implementation for N = 15.

•  Ongoing: remarkable experimental & theoretical progress 
towards scalable ion numbers & error correction.


