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Isolation is critical to support secure multi-tenancy ecosystems.

Secrecy is critical to ensure that customer data as well as crypto keys are kept safe from 

attackers, including malicious insiders.

Integrity is critical to ensure that software that handles customer data as well as crypto 

keys is doing what is was designed to do and has not be subverted to compromise said 

data and keys.

Mobility is critical in a world of devops and 12 factor computing. The ability to 

instantiate virtual payloads anywhere on the planet, the ability to support clustering and 

the ability to move a payload is important to support a health cloud based ecosystem.
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Trust Zone, Intel SGX and AMD SEV are the more interesting technologies when it comes 

to VNF’s. The other technologies are more focused on single tenant edge devices like 

mobile phones.

Confidentiality is all about keeping secrets.

Integrity is all about ensuring that code that handles sensitive data hasn’t been 

subverted and will do exactly what it is expected to do.

Attestation is about providing proof of code identity and proof that said code is running 

within a secure environment (i.e. code is measured but also, the environment where the 

code is running is secure)
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Trust Zone isn’t particularly well suited for multi-tenant solutions, but on single tenant 

devices, it raises the assurance level around code and data.

AMD SEV is well suited for virtual machines insofar as it encrypt the entire virtual 

machine in RAM and protects it it’s host. The host, regardless of privilege, would not be 

able to access the data within the virtual machine or subvert the code running within 

the virtual machine.

Intel SGX offers the most granular solution insofar as individual instances of code can be 

secured. But, moreover, it offers a much better runtime integrity solution than the other 

HME solutions.
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HSM’s provide the best in class crypto key management and side-channel resistant

crypto acceleration using the highest assurance levels possible in the security world. 

Moreover, HSM’s produce high quality crypto keys using certified RNG.
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Remote Attestation is the mechanism that allows a hardware mediated enclave to give a 

remote endpoint a cryptographic proof of the codes’ measurement (i.e. code identity). 

The cryptographic material used in the proof is embedded in the host hardware itself by 

the CPU manufacturer (for example). 
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Hardware Mediated Enclaves tethered to HSM’s which themselves are loosely related 

through a private block chain offers a flexible ecosystem paradigm in support of VNF’s as 

well as MANO’s.

The block chain is a great mechanism to track service providers as well as HSM’s, but 

also smart contracts as well… It also supports the use case where Service Providers as 

well as Certification Authorities can rotate their public key certificates frequently, which 

is good practice.

HSM’s give the best assurance level and security relating to access and management of 

block chain content. HSM’s protect the high value private keys (these keys need to be 

highly protected), but also are able to process required cryptography a lot faster than 

generic compute resources since HSM’s have very high asymmetric cryptography 

performance.
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HSM’s establish trust with each other using the block chain. This is done through the 

registration of digitally signed public key certificates, each chain back to one  of the 

Block Chain Authorities...

The goal of this trust establishment is to exchange service provider specific crypto 

material so that the code running within one service providers ecosystem is able to 

establish trust with code that is running within a totally different service provider 

ecosystem.
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Block chain is managed by one or more central authorities. Each authority has their own 

public certificate (signed by a root CA). Central authorities sign Service Provider public 

key certificates. Those central authorities are responsible for managing Service Providers 

on the chain (i.e. adding, modifying, deleting).
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Each service must be registered on the block chain. Only service providers whose public 

key has been signed by one of the

block chain authorities can be added to the block chain.

12



OPTIONAL: Registered Service Providers might register their HSM’s on the block chain, 

Each HSM generating it’s own key pair and the Service Provider signing the HSM’s public 

key with it’s private key. HSM certificates also embed meta data such as network 

address.
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Each MANO has a secure enclave used to interface between the HSM and the virtual 

payloads (VNF’s) it initializes. The MANO gets an ephemeral symmetric key from the 

HSM (key common to all MANO’s within the same service provider) and it uses that key 

to derive an OTP style key/nonce (given to VNF’s), using a continually incrementing 

sequence number.

Said ephemeral symmetric key can be made to rotate frequently to limit the attack 

potential vs. the key. The HSM will only release said ephemeral symmetric key to a 

MANO with an HME, thus ensuring that the assurance level around the key material 

remains sufficient.
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The MANO starts VNF’s either on demand or pre-emptively in a stateless state, passing 

each VNF instance a derived key that

acts as an OTP key/nonce. This key/nonce is used to ensure that only the MANO is able 

to instantiate VNF’s (i.e. no one can start a rogue VNF and be able to have it successfully 

attest to an HSM since they would no be able to reliably produce the OTP key/nonce).
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When the VNF is initialized, the remote attestation sequence is triggered. This can be 

different based on the enclave technology being used. The OTP key/nonce is used as one 

element in the attestation along with the attestation specific crypto material. Successful 

attestation means that the HSM has accepted the cryptographic proof of the integrity 

and identity of the code running within the VNF.

Success leads to session key exchange to allow for secure communication between the 

HSM and the VNF
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Once a session key is established between the VNF and the HSM (or virtual HSM running 

in an enclave), the VNF receives a unique key pair, including a digitally signed public key 

and associated signature chain. For speed purposes, the HSM can pre-create this 

material ahead of time using a certified RNG

17



In another service provider, a user device and/or application authenticates itself with 

that service providers HSM or an authentication service tethered to an HSM. On success, 

the HSM will serve the authenticated device a unique key pair, Including a digitally 

signed public key with associated signature chain. As before, the HSM can pre-generate 

this material. It is recommended that the unique key pair be hosted within a secure 

element or Mobile secure enclave like Trust Zone…
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Once the user device/application and the VNF (specifically the HME) both have their key 

pair, the remainder of the

connection sequence becomes trivial. Depending on if PFC is used
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Using TPM to measure an environment is a management nightmare in the devops world. 

With software that changes daily, how can any confidence level be assigned to a chain of 

measurement? Moreover, TPM’s are difficult to manage in a distributed cloud 

infrastructure.

vTPM give no assurance level of any significance since vTPM. vTPM is a software 

implementation and one must trust that the host OS is trustworthy and that the service 

provide or staff therein are also all trustworthy. Moreover, one must also assume that 

the host cannot be subverted at runtime.

A good hardware mediated enclave should offer memory encryption and integrity 

mechanisms. Both AMD SEV and Intel SGX offer good solutions, but Intel SGX offers a 

much better integrity story, including ensuring that only digitally code can be loaded and 

ensuring that the code that is within the enclave at initialization time cannot be 

tampered with (although an enclave can dynamically load code after initialization and 

that code isn’t going to benefit from the same integrity protection like the code that was 

in place at initialization time)
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