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Toulouse, France. universities worldwide including France,
* Ph.Din loT system interoperability Taiwan, and Korea.
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The evolution of loT
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loT vs M2M
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M2M paradigm

The ability of machines to communicate with other devices
without human interventions.
M2M as an industrial environment
« M2M: based on industrial protocols, closed solutions.
* |oT: common usage applications, open solutions for mass.
M2M as a subset of loT

« M2M: connects devices, electronic sensors, RFID tags.

* |oT: connects general things, animals, peoples.

M2M as the kernel of loT Ad_"lf_’t.ed I
definition |

* M2M: plumbing of loT, required connectivity for things. I
* loT: depends on M2M, not possible without it. I




Global Internet device installed Base Forecast -'#_
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* 33 Billion Internet Devices By 2020: Four Connected Devices For
Every Person In World.
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Source: Strategy Analytics, October 2014
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Adoption of 1oT by industry
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* Energy and utilities leading closely followed by automotive and
retails. s

29%

28% 28

2015 average

2014 average

2013 2014

r‘ Manufacturing ﬁ ecﬁer::?or:\‘uecg :—1 Retail a Automotive ? l

Source: The M2M adoption Barometer 2014, Vodafone 6




Global IoT Market opportunities

)

sensinov

* |oT market opportunity will be reach 4.3 trillion USD by 2024.
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Global revenue (USD billion)

2014

m Device
m Connectivity
m Platforms and middleware

m Data monetisation and loT services

Source: Machina Research, 2015

2024

m Installation
m M2M services
m Applications

m Systems integration and strategy




loT main challenges
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@
@
Vertical
Fragmentation

Network
Misalignment

Security
vendor-specific

solutions, no

Devices behavior

- i : differs from
interoperability Inefficient Increasing Weakness in
’ : Complexity M2M devices  humans: collapse
Semantic a battery ||fe' ) . .
gap. - fraud of internet infra.
cycles, lack of privacy, fraud,
clean eneragy. Large number cyber attacks.
of devices,
Unmanageable,
high costs

*M2M Communications A Systems Approach - 2012 (book)




M2M world of connected services '?.
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loT market fragmentation

-
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Monocultures
lock you in

Past choices
restrict present
action and
future vision

Source: CRYSTAL project/Philips

* The current marketplace is extremely fragmented, which has increased the R&D cost
in each specific domain.

Creating new
integrations is
unpredictable

e Current loT silo model is not an efficient way to communicate, it is a barrier to further
development.

 Many vertical lIoT solutions have been designed independently and separately for

different applications, which impedes large-scale M2M deployment.
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loT cross-domain interoperability

Building

i3

Energy Security
-l

I

I

Existing Existing
ICT infra ICT infra

Existing

ICT infra

Dedicated Dedicated
devices devices

Dedicated
devices

Highly fragmented market with small
vendor-specific applications.

Reinventing the wheel: Same
services developed again and again.

Each silo contains its own
technologies without interop.

Invert the pipe

)
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Security

J
l’ |

Building Energy
AN

Converged ICT infra

DD

End-to-end platform: common
service capabilities layer.

Interoperability at the level of
communications and data.

Seamless interaction between
heterogeneous applications and
devices. ”




Standards landscape for loT
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143 organizations around the world are involved in M2M MS M2M
standardization according to the Global Standards TE Standardization
Collaboration M2MTask Force. Task Force
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loT Interoperability potential impact

Interoperability #
required to capture @
40% of total value -

Home: Chore Automation A= p
& Security

e $200 — 300 B

sensinov

Vehicles: Autonomous Vehicles & Office: Security & Energy

Condition-Based Maintenance f $200 — 700 B
$200 - 700 B : ,

e < 1% of data currently used, v '

— mostly for alarms or real-time =

:,n control. More can be used for = p o

optimization & prediction. 9 Settings
d €oonocoen Gave us a cross-sector view
of a total potential impact of ) .
Cities: Public Health $3.9 - 11.5 trillion Factories: Operations &
& Transportation per year in 2025 Equipment Optimization
. $900B - 1.7 T $12-87T
Enable new business models
E.g., remote monitoring enables q A -
anything-as-a-service L
i koo . lm
Outside:.Log'istics & ] Retail: Automated
Navigation Er .)) Checkout
$600 - 900 B — $400B-1.2T
Human: Health
. - Worksites: Operati
Transform business processes & Fitness Optimization / Heath & Safety
Predictive maintenance, better asset $200B-1.6T $200 — 900 B

utilization, higher productivity

Source: McKinsey Global Institute




loT high level architecture
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http://www.etsi.org/technologies-clusters/technologies/m2m




Standards for Wide Area Networks A

LoRa‘
Standards for Wide Area Networks
Target: protect networks against negative : !3 RU Mo t/zspafn
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Standards for M2M Area Networks
€3 Bluetooth’

Standards for Local Area Networks €S0V
S (ZigBee, Bluetooth, PLC, etc.)
WAVE a1\

A - AllJoyn. Target: foster use of LAN technology by
ALLIANCE erocean supporting diverse ecosystem of service

; proviaers an evice manufacturers.
e v e KNX ))
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Standards for vertical industries
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Standards for M2M service capabllltles \?

Standards for M2M Service ETSI‘//%\\ \ P TIG sensinov
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oneM2M: The Partnership Project
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Over 200 member organizations W
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oneM2M organization and Structure '?-
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Finance

Steering
Committee

Certitication

Technical Woark Programme Management

Plena ry Coordination Team

Methods of Work

“

REC
Use Cases & Architecture Protocols Security Management Testing
Requirements Abstraction &

semantics




oneM2M certification
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oneM2M Certification Program was www.oneM2Mcert.com
officially launched at Feb. 9, 2017. BB one Cortifcation for oneMZM Sisndard
TTA (Korea) is authorized as the first

& . e = oreM2M Certification logo & intended 10 represent 10 CONSUMes
reglonal oneMZM CB (Certlflcatlon BOdY)' . ' that oneM2M ;"’o:utl:.gard ,:r.::: "nfxt -’.‘ﬁ(—ff':” ;Lanc:d

& ' testing requrements that ensure interoperability

A Global CB (e.g. GCF) to be setup in When your product is oneM2M Certified, it becomes 8 pirt of
2 0 18. | Y ';:’ e :‘-' ;:’:':t:lb‘:‘:'a:::‘: :;ygc:;ef‘.h.r-.' erabled products, serices and

START CERTIFCATION

See oneM2M certified products at:
www.oneM2Mcert.com

oneM2M - oneM2M CB

® loT
Standards
AL e N 2olie Mmrarile
ritiatow e Mactew 1 Mo
et e atorm el e
vterwr of Tl

YYA 1 oneM2M Certification Body!
oneM2M

ocneM2M

“ [ ZVH Certification Body

(CB) .
CERTIFCATION GUIDE oneM2M Standards

Authorized Test Lab{ATL)




oneM2M liaisons .‘?,
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Sharing/Reference
(Liaison, workshop, ...)
— < IEEE c;u-u.a O GCF
LONSONIUM mn M'OT .
E T l ref. arch, OHTP Certification s
| JTC1 WG10 @m | m SCP, SmartM2m
Q R Y ’ SCEF/CloT . € AT
e
$G20 DSGI/DAL - =
© ALLiance ' '
AIIU'II Visem e g%

\l Interworking

Endorsement (adoption)
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Purpose, Work & Deliverables
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Purpose
To specify and promote an
M2M Common Service Layer

Work
Six physical 1-week meetings per year
About 5 conference calls per week between the meetings

200+ documents produced and discussed at each meeting
3800 docs in 2013 4200 docs in 2014

Deliverables
Technical Reports and Technical Specifications

24
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Use Cases & Requirements

Enterprise Healthcare Public Services
Residential Transportation Industry

REQUIREMENTS
T5-0002
TECHNICAL REPORTS TECHNICAL SPECS




Technical Specifications

Requirements

TS-0002

HTTP Protocol
Binding
T5-0009

MQTT Protocol
Binding

TS-0010

Functional

Architecture
TS-0001

CoAP Protocol
Binding
T5-0008

Definitions

& Acronyms
T5-0011

Security

Solutions
T5-0003

Management

Enabl" - OMA
T5-0005

Service

Components
T5-0007

)
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Service Layer

Core Protocols
TS-0004

Management

Enabl" - BBF
T5-0006
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oneM2M high level architecture

Application
Layer
Service
Layer CSE
Network Underlying Underlying
Layer Network Network
Other
Device Gateway Server Server

Entities: AE (Application Entity), CSE (Common Services Entity) and NSE (Network Services
Entity)

Reference Point: One or more interfaces - Mca, Mcn, Mcc and Mcc’




oneM?2M functional architecture

Other
MN Node

,
A

MN-CSE

REG
SUB

\.&I

a0
/
EX oy 20

SUB

SEC pamg

REG

\K‘I

ol

ASN-CSE

ASM

-
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Other
IN Node

Subscription and
Notification
(SuB)

Security
(SEC)

Data Mgmt and
Repository (DMR)

Registration
(REG)

Routing
Function
(RF)

Group
Management
(GMG)

Application and

Service Layer
Mgmt (ASM)

Location
(LOC)

Communication
Mgmt & Delivery
Handling (CMDH)




OneM2M resource structure
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<resourceType>

CSEBase1
\
\
\
‘,‘ CSE1 APP1 CONT2
\ | L -
\ | ,/ ._-F"".'
\ | d _=-="
1-\ + "" ‘-__.-r"'
\ | ACP1 -~
\
| ACP2 ﬂ\\
CONT1 ,-f/

OneM2M Resource structure

0.1

0..n

L[ Name of Resource Specific Attribute1j

[ Name of Resource Specific AttributeNj

<childResourceType1>

OR
Name of childResource1 (if fixed)

<childResourceTypeN=
OR

Name of childResourceN (if fixed)

Resource type representation

29




oneM2M resource types ‘?.
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Access
Cse BASE Control Remote CSE
Policy

Application
Entity

: Content L
Container Subscription
Instance

Polling Channel Mgmt Object




oneM2M resource tree example
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Resource Type

. CseBase

. Application Entity

- Container

- Content Instance

MN-CSE-HOME
AE-SMART-METER

CNT-DESCRIPTOR

CIN-DESCRIPTION_1

CNT-DATA

CIN-MEASUREMENT_3

Smart Meter
(ADN)

CIN-MEASUREMENT_2

. CIN-MEASUREMENT_1

Server/Cloud End user
(IN-CSE) (DA)




Interworking with non oneM2M devices =7
* The Interworking Proxy Entity (IPE) abstracts and maps the
non-oneM?2M data model to the oneM2M resources.

* Bidrectional communication between the oneM2M system
and a specific technology (Monitor and Control).

 Seamless interaction between applications and devices using
the oneM2M Restful API.

[ OIC } CSE ]
. ]
AllJoin .
_I\> Interworking %
| Proxy Entity
oRA twvzam | VTV —
oneM2M resources
Enocean KNX

N \[ Modbus/}‘v ﬂ

Non oneM2M entities oneM2M entities

32



oneM2M addressing mode

Unstructured address (flat, short)

e (CSE-Relative
http://127.0.0.1:8080/container-id

 SP-Relative
http://127.0.0.1:8080/~/cse-id/container-id

* Absolute
http://127.0.0.1:8080/ /sp-id/cse-id/container-id

CSE

Structured address (hierarchical, long)

e (CSE-Relative

http://127.0.0.1:8080/cse-name/ae-name/container-name

e SP-Relative

AE

sensinov

Container

http://127.0.0.1:8080/~/cse-id/cse-name/ae-name/container-name

e Absolute

http://127.0.0.1:8080/_/sp-id/cse-id/cse-name/ae-name/container-name

33



Accessing resources in oneM2M

Originator
(AE)

Request

(Blocking)

Registrar CSE

Hosting CSE

|

The addressed resource
I5 stored here .

Response

" Request

Response

Blocking requests

sensinov
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Accessing resources in oneM2M
(Non blocking Synchronous)

Originator
(AE)

Request

Registrar CSE

Response (Reg-Ref)

Request

Hosting CSE

The addressed resource
is stored here

Request

Response

Response

Non blocking synchronous requests

sensinov



Accessing resources in oneM2M
(Non blocking asynchronous)

Originator . . ificati
g Registrar CSE Hosting CSE Other Notification
(AE) Target

The addressed resource
Is stored here .
Request
b
Response (Reg-Ref)
Request
Hosting CSE triggers
nofification to notification
targets
Request (notification) Request (notification)
Request (notification) - >
L Response

Non blocking asynchronous requests
36
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App-ID vs AE-ID

* App-ID uniquely defines the application running in the oneM2M
environment

e AE-ID uniquely defines the INSTANCE of the application running in
the oneM2M environment

Temperature Monitor Application

App-ID: Ral.com.abcd.tempMonitor

AE-ID: C1234501

Light Control Application
App-ID: NlightController

AE-ID: C1234502

Temperature Monitor Application
App-ID: Ral.com.abcd.tempMonitor
AE-1D: C1234503

37




App-ID Registry to avoid App-ID collision
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* App-ID registry: uniquely identifying applications
iSs necessary in an interconnected world

A A

e s
= B g

Infrastructure
Domain of other
Service Provider

38



Access to App-ID Registry

sensinov
App-10 Regintry x \ ey = - .

w e 0 =

“— C' [ https//appid.iconectiv.com/appid/#;

‘. oneM2M App-ID Registry @tome OAbowt @ Contact @ Fescback £ Signin

Welcome to the oneM2M App-ID Registry Portal

This is the official portal for registering oneM2M App-iDs. For more information on this, please visit oneM2M
web site. At this portal, you will be able to register App-1Ds for your oneM2M applications, and deploy them

in oneM2M compliant networks

Get started today »

Sign Up Register App-ID Search App-ID
Pleaza register with thiz portal to register Application identifier {App-ID) in orneM2M Search for App-IDs (Sign in required)

or search for Aop-IDs architecture i3 @ssential in registening the

devices with the CSEs (Sign in required)
SignUp » Regstar App-D » Search »

© iconect Company Legal Prvacy Pole

iconectiv Etls’g

https://appid.iconectiv.com 2




Summary of release 2 & 3 features

Industrial Domain Enablement
* Time series data management
* Atomic Transactions
* Action Triggering
» Optimized Group Operations

Management
* M2M Application & Field Domain
Component Configuration

Semantics
» Semantic Description/Annotation
* Semantic Querying
» Semantic Mashups
* oneM2M Base Ontology

~mummium

Home Domain Enablement
* Home Appliance Information Models & SDT
* Mapping to existing standards (OCF, ECHONET, GoTAPI...)

Smart City & Automotive Enablement
* Service Continuity
* Cross resource subscriptions

Market Adoption
* Developer Guides
D;;szgm » oneM2M Conformance Test
e * Feature Catalogues
* Product Profiles

oneM2M as generic
interworking framework

Security « 3GPP SCEF
* Dynamic Authorization * OMA LWM2ZM
* End to End Security * DDS
* Enrollment & Authentication APIs * OPC-UA
* Distributed Authorization * Modbus

* Decentralized Authentication

* Allloyn/OCF

* Interoperable Privacy Profiles g 2017 onemam * OSGi

* Secure Environment Abstraction * W3C WoT

40




oneM2M implementations

Open source

- OM2M

x¢ OCEAN *
P lotDM
atis

O oasis
— 0S-loT

Commercial & Demo (Non exhaustive)

‘é"f @ LG KE'TI InterDigital =l QD

HUAWEI
—D oT

% Fraunhofer @ NTT QIJALCONVW | s _ sensmov

FOKUS

41



oneM2M scenarios
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Scenario 1 - Nodes mutual authentication and
applications registration

Scenario 2 - Retrieve data from smart meter

Scenario 3 - Get notified when new metering data is
created

Scenario 4 - Get notified when new smart a meter is
registered

Scenario 5 - Store smart meter data remotely using
announcement
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Scenario 1
Nodes mutual authentication and applications
registration



Smart
Meter
Device

[ |

Scenario 1

Initial state

IN-AE
Imca
N-CSE
Smart
Metering
Server
44




Scenario 1

IN-AE

AE-PowerProcessing

I mca
CseBase-MeteringServer

IN-CSE

AE-PowerProcessing

Smart Smart
Meter Metering
Device Server

Steﬁ 1- AE-PowerProcessinﬁ Reﬁisters to the Meterinﬁ Server IN-CSE 45



Scenario 1

ASN-AE

I mca

IN-AE

AE-PowerProcessing

CseBase-SmartMeter

Smart
Meter
Device

Imca

ASN-CSE

mcc

IN-CSE

CseBase-MeteringServer
RemoteCSE-SmartMeter

AE-PowerProcessing

Smart
Metering
Server

Step 2- The Smart Meter ASN-CSE registers to the Metering Server IN-CSE




Scenario 1

ASN-AE

I mca

IN-AE

AE-PowerProcessing

CseBase-SmartMeter
RemoteCSE-MeteringServer

Smart
Meter
Device

Imca

ASN-CSE

mcc

IN-CSE

CseBase-MeteringServer
RemoteCSE-SmartMeter

AE-PowerProcessing

Smart
Metering
Server

Steﬁ 3- The Smart Meter ASN-CSE Creates Iocallx RemoteCSE-I\/IeterinﬁServer resource 47



Scenario 1

AE-SmartMeter
I mca

CseBase-SmartMeter
RemoteCSE-MeteringServer

AE-SmartMeter

ASN-AE

AE-PowerProcessing

IN-AE

Imca

ASN-CSE

mcc

CseBase-MeteringServer
RemoteCSE-SmartMeter

AE-PowerProcessing

Smart
Metering
Server

IN-CSE

Steﬁ 4- AE-SmartMeter reﬁisters to the Smart Meter ASN-CSE 48



Scenario 2
Retrieve data from smart meter

sensinov
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Scenario 2

ASN-AE

I mca

AE-SmartMeter

CseBase-SmartMeter

RemoteCSE-MeteringServer

AE-SmartMeter

Smart
Meter
Device

ASN-CSE

AE-PowerProcessing

IN-AE

Imca

mcc

CseBase-MeteringServer
RemoteCSE-SmartMeter

AE-PowerProcessing

Smart
Metering
Server

IN-CSE

Initial state

50




Scenario 2

AE-SmartMeter

ASN-AE

I mca
CseBase-SmartMeter

RemoteCSE-MeteringServer

AE-SmartMeter

Container-Power

Smart
Meter
Device

ASN-CSE

AE-PowerProcessing

IN-AE

Imca

mcc

CseBase-MeteringServer
RemoteCSE-SmartMeter

AE-PowerProcessing

Smart
Metering
Server

IN-CSE

Steﬁ 1- AE-SmartMeter Creates Container-Power sub-resource 51



Scenario 2

AE-SmartMeter

ASN-AE

I mca
CseBase-SmartMeter

RemoteCSE-MeteringServer

AE-SmartMeter

Contentlnstance-Power

Smart
Meter
Device

ASN-CSE

AE-PowerProcessing

IN-AE

Imca

mcc

CseBase-MeteringServer
RemoteCSE-SmartMeter

AE-PowerProcessing

Smart
Metering
Server

IN-CSE

Steﬁ 2- AE-SmartMeter creates Contentlnstance-Power sub-resource 52



Scenario 2

AE-SmartMeter ASN-AE AE-PowerProcessing

I mca I mca
CseBase-SmartMeter ASN-CSE CseBase-MeteringServer

RemoteCSE-MeteringServer RemoteCSE-SmartMeter

AE-SmartMeter AE-PowerProcessing

Container-Power
Contentlnstance-Power

IN-AE

IN-CSE

mcc

Smart Smart
Meter Metering
Device Server

Step 3- AE-PowerProcessing retrieves the Contentlnstance-Power resource
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Scenario 3
Get notified when new metering
data is created



Scenario 3

AE-SmartMeter
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Step 1- AE-PowerProcessing subscribes to Container-Power of AE-SmartMeter
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Scenario 4
Get notified when new smart a meter is
registered
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Steﬁ 1- AE-PowerProcessinﬁ creates Subscriﬁtion—devices resource to ﬁet notified of new meters
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Step 2- The Smart Meter registers to the Metering Server. AE-PowerProcessing is notified
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Steﬁ 3- The Smart Meter ASN-CSE Creates Iocallx RemoteCSE-SmartMeter resource 62
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Scenario 5
Store smart meter data remotely using
announcement
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Step 1- AE-SmartMeter registers to the Smart Meter ASN-CSE with announcement.
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Step 2- AE-SmartMeter remotely creates Container-Power on AE-SmartMeter-Announced 66
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SteE 4- AE-PowerProcessinﬁ retrieves the Contentlnstance-Power resource direclx from IN-CSEs
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