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loT trust, security and privacy Issues (.)

DDoS service targeting PSN and Xbox powered by
home Internet routers

Lizard Squad's for-hire services made runs on thousands of home routing devices. The Real S‘tory of Stuxn et

DAN GOODIN - 1/9/2015, 3:35 PM

How Kaspersky Lab tracked down the malware that
stymied Iran’s nuclear-fuel enrichment program

World's largest 1 Thps DDoS Attack launched from oousons £ [w]Y]|s]=]e]+]
152,000 hacked Smart Devices

£ Tuesday, September 27, 2016 & Swati Khandelwal

A New Era of Internet Attacks
Powered by Everyday Devices

MEDICAL DEVICES ARE THE  vessmsscramn s ok ims
NEXT SECURITY NIGHTMARE
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Slide 3

0os1 we can try and fix the design on the next rev.
Oddy, Sharon, 28-Aug-17



the insecurities of loT

( trust ) ......

what is connected?
what can you trust?
why should you?

what are they doing now?
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loT application data security challenges

W

< identity integrity is critical to trusted and interoperable loT services

spoofing

spoofing of IoT device and/or sending compromised data )

nomadic BYOD

unable to support unknown/unprovisioned loT devices

weak enrollment

loT devices support varied security mechanisms, if any

scale

NNV

bespoke configuration hampers administration @IloT scale
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@
loT identity & authenticity yields trusted data ()

loT devices can be compromised

not all ‘things’ are cellular based at the application layer despite
with authentication using SIMs being securely connected to the
network

authenticating an loT device at the application layer is fundamental to

ensuring the data can be trusted
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trust enables interoperability

loT App-ID Registry

C identity registration ) |

( authentication )

)

C trusted data

( data privacy
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()
standardizing loT application integrity (.)

4 N

registered loT identity

(globally unique) application profile metadata

App-ID

)
registry ™~

N

authentication metadata loT entity identity & privacy
(unique instances)

N /

identity information fields being worked at oneM2M
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oneM2M background VM

simple APIs via standardized reference points

common service layer

dealing with information processing, communication and security implementations

communication network(s)

launched in 2012 by 8 organizations

atis® BB € =~ s nie=m am tsds)

now over 200 members CCSA
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oneM2M App-ID registry

App-ID Registrant

App-ID Registrant

App-ID App-ID Registrant

registry App-ID Registrant

management
authority

the App-ID registry is
designed to fit loT
architectures beyond
oneM2M

App-ID Registrant

App-ID Registrant
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App-ID registry smart city use case

unknown & - problems for smart cities
€} ﬂ' uncontrolled 5= 9
loT devices 5 » unknown devices cannot be pre-authenticated

passive device data  cost efficiencies of scaling own sensors is not viable

®

« administrative complexity managing configurations

using an App-ID Registry

+ citizens and businesses with their unmanaged things
can be included in smart city data sourcing

+ profiles for controlled devices can be discovered
enabling scale

+ smart cities can enable a data exchange platform for

contracted device data innovation via trusted sources
)\ gﬂa . . = » citizens and businesses can receive value in return
@7 . .
ﬁ%ﬁ conmot @ loT devices Q :; for contributing data such as reduced costs for
= ¢ o= =\ parking, tolls, express lane use, public transport
[ [ ] o
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App-ID registry healthcare use case

Healthcare loT Problems

» identification and classification of devices

®

health and fithess

_ﬂ consumer
loT devices

* how data can be used

» which devices are certified or fit for purpose.

 incorporation of consumer devices into therapies

Using an App-ID Registry

* manage trust for health and fitness sensors
contribute to patient well-being and clinical decisions

» boarder inclusion for patient remote healthcare
monitoring 24x7

» reduce costs for connected healthcare solutions

contracted ) . D . . .
-" ) kl\]j 3rd party ‘ controlled prioritize care services at the right time

service loT + detect early intervention needs
heart rat loT infusion . . devices ) . ) )
eartrate  blood devices pump dispensing « less burdened with non-critical patients taking up
sensor sensor hospital resources
[ ] ®
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participating in a registry-based loT ecosystem

@
device/application platform and system network operators and buyers/consumers/
vendors integrators service providers end users

» awareness of trusted

* registration of loT » API connection with loT * manage connecting

device application
identities

 define loT metadata,
characterization of
capabilities, security
and service

e declare the trust
authority for
authentication

* registration of
certification body

iconectiv’

registry

enroliment of
connecting devices and

apps
identity and
authentication

reporting of rogue
devices or legitimate
devices later
compromised

loT devices and
applications at scale

integrate with existing
security stacks
according to registry
metadata to strengthen
loT identity and
authentication

define levels of trust for
loT application
identities
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loT devices

* value from ability to
share data

* register devices to
participate in loT data
sharing

» change default
passwords



registry adoption benefits to loT stakeholders

/ device/application \
K vendors /

* ease of adoption by any
loT service provider.

 improved market reach

» compatibility with a
greater range of devices

* improves cost
effectiveness, richness
of dataset, enhances
rate of innovation.

» certification has greater
integrity, which
increases brand value
and buyer confidence

/ platform and system
K integrators /

* streamlines onboarding

« stronger enroliment,
integration with broader
range of 10T devices

* reduces cost of ongoing
management; self
engineered for capacity,
add value for data
privacy

/ network operators an
K service providers /
* open access. inclusion

for a broader range of
loT devices and data

« significantly reduces
cost over vertically
integrated sensor
networks

» scalable access control
policies

 increases ROl drives
new revenue
possibilities

* supports compliance
with data protection

W
/ buyers/consumers/ \
\\ end users /

» ease of access to
participate in service
using own loT devices,

* ensure privacy controls
over use of data;
potentially in exchange
for value
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key takeaways

identities critical component of secure loT deployments

standards reference architectures for various configurations

interoperability interoperability enabled by managing trust

managed identities support security @loT scale

security, privacy and trust — enabled via identity registry
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thank you

keep it simple, seamless and secure
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