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Scope

reporting the validation of AdES digital signatures 
• general structure 
• XML implementation of the general structure
• aligned with the requirements specified in EN 319 102 part 1 
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EN 319 102‐1
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Requirements from 102‐1

5.1.1: The SVA shall … output a status indication and 
validation report providing the details of the technical 
validation of each of the applicable constraints, which can be 
relevant for the DA in interpreting the results. 
5.1.3: specifies minimum requirements for the content of 
such a report:
• status indication
• policy or set of constraints against validation was done
• date and time for which the validation status was determined
• validation data used
• additional data as specified in tables 5 and 6

• subindication, additional information depending on sub‐indication

Some other requirements from other chapters (e.g. 5.1.4.1)
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Approach

Define a generic structure of the validation report
Define XML‐encoding
Use existing standards if possible
Existing standard: 
OASIS DSS Profile for Comprehensive Multi‐Signature 
Verification Reports Version 1.0
• „Profile“ of OASIS DSS

• Does not define a profile in the sense of a subset of DSS
• Defines new elements as needed

• Decision to reuse as much as possible from that profile
• Define new elements as needed
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Signature Validation Report Structure

A report can report on multiple
signature validations
Avoid storing validation objects
in report more than once
Validation of validation object 
uses same report structure
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Validation Status Indication
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Validation Constraints
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Validation Time
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Validation Process
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Validation Objects
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XML‐Format

Builds on the OASIS DSS v1.0 Profile for Comprehensive Multi‐
Signature Verification Reports Version 1.0
maps the elements defined in the generic structure to the 
elements defined in that profile when possible 
defines new elements where necessary
Maps/defines URIs for indications and sub‐indications  and 
other values defined in 102‐1, e.g.:
• TOTAL‐PASSED: urn:oasis:names:tc:dss:1.0:detail:valid
• SIG_CRYPTO_FAILURE: urn.etsi.019102. subindication.SIG_CRYPTO_FAILURE
• Basic Validation Process: urn.etsi.019102.validationprocess.Basic
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XML‐Format  ‐ new Types

ValidationConstraintsType
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<complexType name=”ValidationConstraintsType”>
<sequence>

<element ref=”XAdES:SignaturePolicyIdentifier” 
minOccurs=”0” />

<element name=”ValidationConstraint” 
type=”SingleValidationConstraintType” 
minOccurs=”0”
maxOccurs=”unbounded” />

</sequence>
</complexType>



XML‐Format  ‐ new Types

SingleValidationConstraint 
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<xs:complexType name="SingleValidationConstraintType">
<xs:sequence>

<xs:element
name="ValidationConstraintIdentifier" 
type="xs:anyURI" minOccurs="1"/>

<xs:element name="ValidationConstraintParameter" 
type="etsi-vr:ValidationConstraintParameterType" 
minOccurs="0" 
maxOccurs="unbounded"/>

<xs:element name=”ConstraintStatus” 
type=”etsi-vr:ConstraintStatusType” 
minOccurs=”1” >

<xs:element name="VerificationResult" 
type="vr:VerificationResultType" minOccurs=”0” />

<xs:element name="Hint" type="xs:anyType">:
</xs:sequence>

<xs:complextype/>



XML‐Format  ‐ new Types

SingleValidationConstraint 
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<xs:complexType name="SingleValidationConstraintType">
<xs:sequence>

<xs:element
name="ValidationConstraintIdentifier" 
type="xs:anyURI" minOccurs="1"/>

<xs:element name="ValidationConstraintParameter" 
type="etsi-vr:ValidationConstraintParameterType" 
minOccurs="0" 
maxOccurs="unbounded"/>

<xs:element name=”ConstraintStatus” 
type=”etsi-vr:ConstraintStatusType” 
minOccurs=”1”>

<xs:element name="VerificationResult" 
type="vr:VerificationResultType" minOccurs=”0” />

<xs:element name="Hint" type="xs:anyType">:
</xs:sequence>

<xs:complextype/>

<xs:complexType name="ConstraintStatusType">
<xs:sequence>

<xs:element name="Status" type="xs:anyURI
minOccurs="1"/>

<xs:element name="OverriddenBy“ 
type="xs:anyURI" minOccurs="0"/>

<xs:element name="Indications" 
type="xs:anyType" minOccurs="0"/>

</xs:sequence>
</xs:complexType>



Associated Validation Report Data
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<xs:complexType name="ValidationReportDataType">
<xs:sequence>

<xs:element name="SigningCertificate" 
type="VOReferenceType" maxOccurs="1"/>

<xs:element name="CertificateChain" 
type="VOReferenceType" maxOccurs="1"/>

<xs:element name="SignedDataObjects"
type="VOReferenceType" maxOccurs="1"/>

<xs:element name="RevocationStatusInformation" 
type="RevocationStatusInformationType"/>

<xs:element name="CryptoInformation" 
type="CryptoInformationType" />

<xs:element name="AdditionalValidationReportData" 
type="AdditionalValidationReportDataType" />

</xs:sequence>
</xs:complexType>



Signature Validation Objects
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<xs:complexType name="ValidationObjectType">
<xs:sequence>

<xs:element name="ObjectType" type="xs:anyURI"/>
<xs:element name="ValidationObject" 

type="ValidationObjectRepresentationType"/>
<xs:element name="PoE" type="PoEType" minOccurs="0"/>
<xs:choice minOccurs="0" maxOccurs="1"> 

<xs:element name="ValidationReport" 
type="vr:IndividualReportType"/>

<xs:element ref="vr:IndividualTimeStampReport"/>
<xs:element ref="vr:IndividualCertificateReport"/>
<xs:element ref="vr:IndividualAttributeCertificateRep
<xs:element ref="vr:IndividualCRLReport"/>
<xs:element ref="vr:IndividualOCSPReport"/>
<xs:element ref="vr:EvidenceRecordReport"/>

</xs:choice>
</xs:sequence>
<xs:attribute name="id" type="xs:ID" use="required"/>

</xs:complexType>



Timeline

Draft publicly available. Comments from stakeholders until 
end of January.
Processing of comments, provision of resolutions for 
comments, implementation, and production of new draft for 
ESI approval. 
Approval by ESI scheduled for the April‐meeting
Publication of ETSI TS 119 102‐2: 31/08/2018 
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Contact Details:
Peter Lipp

Graz University of Technology
Peter.lipp@iaik.tugraz.at
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Thank you!
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