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Technical approach for ETSI TS 119 442
Overview of message for requesting validation

Overview of message for responding with validation results
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Overview of message for requesting validation and
augmentation of a signature

(e

Overview of message for responding with validation results
and augmented signature

® Some details on foreseen calendar
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© ETSITS 119 442 defines a protocol that allows a client to request the
validation or the validation and augmentation of digital signatures to a
remote server, and allows the aforementioned server to return the validation
result to the requesting client and when requested, the signature augmented
accordingly.

© ETSITS 119 442 defines two implementations of the aforementioned protocol,
one in XML and one in JSON syntaxes.

This protocol allows to request validation (and optionally augmentation) and
return validation result (and the augmented signature when requested) for
the following types of digital signatures:

® CMS signatures.
®* PDF signatures.
¢ XML signatures.
® CAdES signatures compliant with ETSI EN 319 122, ETSI TS 101 733, or ETSI TS 103 173.
® PAdES signatures compliant with ETSI EN 319 142, ETSI TS 102 778, or ETSI TS 103 172.
® XAdES signatures compliant with ETSI EN 319 132, ETSI TS 101 903, or ETSI TS 103 171.

® This protocol supports enveloping, enveloped and detached signatures.
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Scope ETSfoq\

® This protocol supports submission of signed objects themselves, their digest or

the result of applying to them a sequence of transformations (this last only for
XML documents and XML or XAdES signatures).

©® This protocol supports asynchronous management of requests and responses.
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Technical approach for ETSI TS 119 442 1%7/

© Both implementations of the protocol take as starting point the protocols
specified by OASIS Digital Signature Services eXtended Technical Committee
(DSS-X TC hereinafter).

© Both implementations of the protocol defined in ETSI TS 119 442 are profiles
of the OASIS DSS-X TC core document version 2.0 which is under production by
OASIS.

© ETSI ESI and OASIS DSS-X TC have signed a MOU that allows them fluent
exchange of information and attendance of representatives of one body to
meetings of the other body.

©® For each component of the protocol, ETSI TS 119 442 defines: its semantic
specification, a complete XML specification, and a complete JSON
specification.
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Technical approach for ETSI TS 119 442 ‘&j

® Semantic specification:

* Includes among others the functionality of the component, its components (if any), or the
semantics of its value if suitable. This semantic specification is independent of the specific
implementation of the protocol (XML or JSON).

©® A complete XML specification.

® A XML Schema definition of the component if this component is not taken from OASIS DSS-X
specifications, OR

® Areference to the XML Schema definition of the component if this component is defined in
some OASIS DSS-X specification and is further profiled here.

®* The specification of the processing model for the server if this component is not taken from
OASIS DSS-X specifications OR the component is taken from some OASIS DSS-X specification
but it is further profiled here.

® The document is silent if the processing model is equal to the one specified in the
corresponding OASIS DSS-X specification.
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© A complete JSON specification.

® A JSON Schema definition of the component if this component is not taken from OASIS DSS-X
specifications, OR

® A reference to the JSON Schema definition of the component if this component is defined in
some OASIS DSS-X specification and is further profiled here.

®* The specification of the processing model for the server if this component is not taken from
OASIS DSS-X specifications OR the component is taken from some OASIS DSS-X specification
but it is further profiled here.

® The document is silent if the processing model is equal to the one specified in the
corresponding OASIS DSS-X specification.
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Overview of message for requesting validation: ..., -

Request message, documents and signatures N\ 7,

©® Requesting message components.

® One component for submitting the signature to be validated.

® One (or more) component(s) for submitting the signed document(s) or its(their)
representation(s), i.e digest value(s) or result(s) of transformations applied to this(these)
document(s).

® Optional components for additional features

® Components for signature and signed document(s).

* Allows any kind of relative placement of signature and signed document(s), namely: signature
enveloping, signature enveloped, signature detached and any combination of them (which is
possible in XML and XAdES signatures).

* The specific placement of signature and signed document(s) within the requesting message
shall depend on their relative position:

® Enveloped signatures within a document will be placed in component
DocumentWithSignature.

®* Not enveloped signatures will be placed in component Signature.

® Detached documents and representations of sighed documents (digest or transformed)
will be placed in component Document.

®* Enveloped documents in enveloping signatures will be placed in component Signature.
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Overview of message for requesting validation:
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Hints on some of the optional components N\ 7,

Component for requesting usage of a certain time instant as validation time.

Component for requesting return of the used validation time.
Component for requesting return of the identity of the signer.

o
o
o
o

Component for requesting usage of a certain signature validation policy. This
component also allows to pass indication of the location where this signature
validation policy is accessible.

©® Component for requesting return of a detailed validation report compliant
with ETSI TS 119 102-2 (whose production is within the scope of STF 524).

© Inthe case of XML and XAdES signatures, request individual validation of
ds:Manifest elements.

<

Component for identifying the submitted request.

<

Component for managing asynchronous processing: component for identifying
a request as a subsequent request following either an initial request or
another subsequent request.
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Overview of message for responding with ETSIZT S\

validation results: responding message N\ 7,

©® Responding message components.

®* One component for notifying the validation result.

® One component for indicating that the response has been built using the protocol specified in
ETSITS 119 442.

® Optional components for additional features

© Component for notifying the validation result.

®* One major component for notifying whether the validation process has been correctly carried
out or not.

® One optional minor component summarizing the result of the validation. If the request
included the component requesting return of a detailed validation report, this component
shall not be present (all details will be present in the aforementioned report).
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Overview of message for responding with validation
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results: hints on some of the optional componerﬁs A\ 4/‘,

® Component for returning an indication of the used validation time.

©® Component for returning the identity of the signer.

©® Component for notifying the signature policy against which the signature has
been validated.

©® Component for notifying the signature policies against which the server may
validate signatures. This component may be included in a response in case the
server could not validate a signature against the requested signature
validation policy.

©® Component for returning a detailed validation report compliant with ETSI TS
119 102-2.

©® Component for returning a signed detailed validation report compliant with
ETSITS 119 102-2.

©® In the case of XML and XAdES signatures, component for returning the result
of ds:Manifest elements.
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Overview of message for responding with validation
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©® Component for indicating in the response that the validation of the signature
has not been completed yet. This is one of the components used for managing
asynchronous processing.

® Component for correlating subsequent requests to the initial response. This
element shall contain an identifier that the client will incorporate in the
subsequent requests for correlating them to the initial request. This is the
second component used for managing asynchronous processing.
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Overview of message for requesting validation and

, : ETSI___ "\
augmentation of a signature \ ¥ p

©® Requesting message components.

®* The same components (both mandatory and optional) as the ones for the
message for requesting validation of a signature.

®* One component(s) for requesting, in addition, the augmentation of the to-
be validated digital signature.
® Component for requesting augmentation of the to-be validated
digital signature:

® Shall contain an identifier of the technical level the to-be validated digital
signature has to be augmented to.

® ETSITS 119 442 defines a set of URIs each one identifying the different
levels specified in the AdES-related specifications generated by ETSI (both
ETSI TSs and ETSI ENs).
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Overview of message for responding with validation

_ ETSI___\\
results and augmented signature \ ¥ ’

® Responding message components.

®* The same components (both mandatory and optional) as the ones for the
message for responding to a request of validation of a signature.

®* One component(s) for returning the augmented signature.

® Component for returning the augmented digital signature. It shall
contain either:

®* The augmented digital signature if it is not enveloped within any signed
document.

®* The document with the augmented signature, if the signature is enveloped
in the sighed document.
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Some details on foreseen calendar ETSIQx

A\ //,

©® Draft publicly available (since 21/12/2017) for getting comments from
stakeholders until 30/01/2018.

® Processing of comments, provision of resolutions for comments,
implementation, and production of new draft for ESI approval.

©® Approval by ESI scheduled around 30/7/2018.

® Publication of ETSI TS 119 442:31/08/2018
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anl suggest to have the timeline in the general presentation of Sylvie
andrea.rock@universign.com; 03/01/2018



Additional information on ETSI documents ** Efs{ﬁ%“?‘\
N\ Z

ETSI Documents: Free download
http://www.etsi.org/standards-search

E-Signature news:
http://list.etsi.org/scripts/wa.exe?SUBED1=e-signatures_news&A=1

Further information:
https://portal.etsi.org/TBSiteMap/ESI/TrustServiceProviders.aspx

Thank youl!
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a20 I wonder why these links are specific to the protocol presentation. Wouldn't it fit better into the introduction of Syvlie? If you have

specific links here you might have one to OASIS DSS-X
andrea.rock; 02/01/2018



