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Presentation Notes
With the new proposal, the European Commission states its intentions to reinforce and preserve the security of ICT products and services and to increase trust in their use by the EU citizens.  European citizens use ICT products on a daily basis.  More and more products placed on the market are ICT enabled.
Is a smart washing machine an ICT product in the sense of the Cybersecurity Act definition? We do not know…
What a about an inkjet printer? This is used with data processing machines.. So maybe yes.
 and here you have some other examples… an electric car, an alarm system, a smart watch, a card reader
Does the legislation only cover undertakings that operate wide area communications networks or does it also include local area networks such as WiFi? We were not clear about this…therefore one of our main important points is that we need to define what is meant by ICT products and services





CEN and CENELEC recommendations
for the Cybersecurity Act

Define what is meant by ICT products and services
» Engage with the ESOs to establish a risk-based approach &
priority list
» CEN and CENELEC rely on a significant network of experts
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CEN and CENELEC share the view that the European Commission proposal provides insufficient information on the ICT products and services intended to be covered by the upcoming EU certification framework. A majority of the products and services currently placed on the market are ICT–enabled. The scope of the new regulation needs to clearly set the boundaries of the ICT products and services that will be covered by the new certification schemes. What exactly is meant by ICT products? Is it just Computers and peripheral equipment ? 
CEN and CENELEC invite the European Commission to agree a consistent and coherent approach in defining a list of products and/or services to which the certification schemes will apply first. European Standards could support the envisaged certification schemes, reflecting interactions and interdependence along the whole value chain in the ICT industry and for the benefit of all business sectors, while taking into account the most broad spectrum of stakeholders. 

The European Standardization System is an open system that enables the engagement of public authorities , consumer / environmental/ SME organizations, policy makers, and industry organizations to collect requirements needs that could become part of European or international standards. 
 The risk-based approach  has allowed for developing European standards and their use brings manifold benefits to businesses, consumers and other standards users in Europe. 
 
CEN and CENELEC have defined standards .. and other deliverables in relation to a wide range of fields and sectors including: air and space, chemicals, construction, consumer products, defence and security, energy, the environment, food and feed, health and safety, healthcare, ICT, machinery, materials, pressure equipment, services, smart living, transport and packaging.
The scope of the new regulation needs to clearly set the boundaries of the ICT products and services that will be covered by the new certification schemes, and the main digital competences and qualifications that interact with them throughout the products and services lifecycles. Different security levels should be defined according to the need of users for trust and confidence (be it B2C, B2B or Critical Infrastructures). Conformity assessment methods need to be adapted to the different risk levels. 



CEN and CENELEC recommendations
for the Cybersecurity Act

Apply the New Legislative Framework process

Focus on security, safety, privacy requirements of product
groups to harmonize practices at European level

Use standards to translate essential requirements into
technical product specifications

Risk—based conformity assessment (First/third party)
Avoid creating a parallel system

" Reyilations

«» Compliance

Specifications
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Technical cybersecurity details to be included in the regulation should be minimal and precise in order not to incur the risk of being not exhaustive or imprecise. Therefore, detailed considerations about security objectives should be generalized and left up to the certification schemes. The same consideration holds true for the assurance levels to be included and the criteria governing them. 

General requirements should be given, like mandating a risk-based approach or using management systems structures and vocabulary when feasible. If any technical indication is needed then the involvement of the ESOs will be crucial as they have the experience of working on this type of technical requirements.

CEN and CENELEC asks the European Commission to apply Regulation 1025/2012 when defining the requirements for ICT products, services and digital competencies and qualifications. The current proposal might lead to the establishment of a new practice and parallel system to the recognized standardization system, which will hamper the take-up of new solutions and technologies rather than increase trust or security of product and services. 


CEN and CENELEC recommendations
for the Cybersecurity Act

Reconsider the technical details included within the security
objectives and the assurance level sections

= Technical cybersecurity specifications (art 45) are low level
and too restrictive

= Technical requirements shall reflect the evolution of threats
* Involve ESOs to precisely define technical requirements

&
1. :‘E'./'i

(o) (€
WannaCry 2.0

$=2 CENELEC

© CEN-CENELEC 2018


Presenter
Presentation Notes
Cyber-attacks from other countries rank as the third largest global concern. That is worrying in itself.
Frankly, we are all vulnerable. That became clear when the large-scale WannaCry and NotPetya cyber-attacks hit IT systems in countries across the world in May and June. Art 45 of the Cybersecurity Act sets out a series of security objectives. However, the approach proposed here is not the right one. It seeks to create a set of objectives (Article 45), but these are low level and far too restrictive; they are outdated as soon as they are written. 
there is no security objective that deals with the common attack vectors of malware and phishing. In addition to this, there is a constant evolution of threats and this proposed legislation could not deal with that. 
Our stakeholders would suggest a rethink of the legislation and a focus on higher-level non-technical objectives (e.g. ‘ensure the availability, integrity and confidentiality of services, functions and data’). 

Cybersecurity Act is a piece of legislation and should set out basic policy objectives. Technical requirements are mostly defined  within standards, and standards are easily revisable…legislation no. 

General requirements should be given, like mandating a risk-based approach or using management systems structures and vocabulary when feasible. If any technical indication is needed then the involvement of the ESOs will be crucial as they have the experience of working on this type of technical requirements.


CEN and CENELEC recommendations
for the Cybersecurity Act

Address digital competences and qualifications
» Professionals operate products and manage services
= Consider standards on professional profiles and digital skills
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The wider cybersecurity community has to work together as much as possible in the best spirit of tackling a common threat. better use of cyber-hygiene can help to avoid 80% of attacks. By that, I mean developing better habits for changing passwords, avoiding USB drives, not opening unknown documents, and so on. Product and services are important… but let’s not forget that people are too. IT professionals are also important in this equation. Upskilling or re-skilling professionals takes time. Standards are a means to share best practices among professionals, CEN developed a European e-Competence Framework (e-CF) provides a reference of 40 competences using a common language for competences, skills, knowledge and proficiency levels that can be understood across Europe. 
The standards gives clear definitions and sound orientation to support decision-making in relation to the selection and recruitment of candidates, as well as the qualification, training and assessment of ICT professionals. It enables the identification of skills and competences that may be required to successfully perform duties and fullfill responsibilities related to the ICT workplace. The widespread adoption of the e-CF by companies and organisations throughout Europe has started to increase the transparency, mobility and efficiency of ICT sector related human resources.


CEN and CENELEC recommendations
for the Cybersecurity Act

Consistency with international standardization
» Cybersecurity: global issue

= Cooperation with ISO and IEC to reach
agreements on common standards, thereby
facilitating international trade
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The upcoming regulation should clarify how the scheme’s cybersecurity requirements will be established. Cybersecurity is an international challenge. International Standards – and European Standards based on International Standards - provide the basis by which the European export-driven industry can access global markets. 
The international standards system avoids national and regional technical particularities that lead to technical barriers to trade. To achieve a consistent and effective EU certification framework for cybersecurity, European and International Standards will need to play a crucial role. 
Europe needs to have the best, latest and most efficient means to protect its people and businesses. IT businesses  act globally. 
We DO NEED international standards and we shall support the development of international standards  and the implementation of the European legislation in a consistent manner. The long-standing cooperation of the ESOs with ISO, IEC and ITU-T has allowed the alignment of European Standards with international ones, contributing to the global competitiveness of European businesses. Strengthening this cooperation in cybersecurity as well, will facilitate the development of ISO and IEC standards to support European legislative and policy needs. It will also secure EU businesses involvement in the definition and implementation of EU certification framework.
 
Specific requirements developed by the European Commission or ENISA - in parallel to European and/or International Standards - would create competition with these standards, create uncertainty and ultimately stifle innovation. 
 
Therefore, CEN and CENELEC recommend, wherever possible, to make use of International Standards for testing and evaluation in the certification schemes to ensure certification against well-proven, community-approved technical specifications.
 



Coherence between Cybersecurity Act and EU
Regulation 1025/2012

The ICT legislative pillars

EU Regulation 20167679
General Data Protection

EU Directive 2016/1148
Network Infrastructure Security

EU Regulation 76572008

Accreditation and
market surveillance requirements

... and EU Regulation 102572012
European Standardization System
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Last but not least, legal framework for the ICT field is build up around GDPR and the NIS directive . Cybersecurity can include a range of issues such as personal information, for which we have the new General Data Protection Regulations. How will the two sets of regulations interact?
To achieve a consistent and effective EU certification framework for cybersecurity, European and International Standards will need to play a crucial role. 
For the EU Certification framework, the EU Regulation 765/2008 on accreditation and Market surveillance requirements completes the layers of the New legislative framework. 
The current proposal might lead to the establishment of a new practice and parallel system to the recognized standardization system, which will hamper the take-up of new solutions and technologies rather than increase trust or security of product and services. 
CEN and CENELEC ask for consistency and coherence with the EU Regulation 1025/2012 on European standardisation.



Let’s work together
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CEN and CENELEC welcome the proposal made by the European Commission for a Cybersecurity Act as part of its cybersecurity strategy to avoid purely national solutions and look forward to working together to address the current fragmentation of the European market. 
The use of standards facilitates compliance of goods and services with Union law and supports European policies as set out by Regulation (EU) No 1025/2012 on European standardisation. 
CEN and CENELEC are willing to gather market relevant requirements and develop the standards needed when preparing European cybersecurity certification schemes. Having said that, we see a role to play for the ESOs and their experts in this framework … namely in the governing body to be established !
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