
Cybersecurity and Data 
Protection standards 
in support of European 
policy

A new CEN-CENELEC JTC established



CEN/CENELEC JTC 13 
Cybersecurity and Data Protection

 Established 2017 by CEN CENELEC BTs 
 First meeting Brussels, 2017-11-07
 Second meeting Brussels, 2018-02-14

 CEN-CENELEC JTC 13/WG 1 „Chair Advisory Group“ will carry on 
the Work of the CEN/CENELEC Cybersecurity Focus Group 
(the former CSCG)
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Scope statement of the proposed new subject 	

Development of standards for data protection, information protection and security techniques with specific focus on cybersecurity covering all concurrent aspects of the evolving information society, including: 
• Organizational frameworks and methodologies, including IT management systems 
• Data protection and privacy guidelines 
• Processes and products evaluation schemes 
• ICT security and physical security technical guidelines (Dies soll die Verbindung zu Safety und ziviler Sicherheit sicherstellen.)
• Smart technology, objects, distributed computing devices, data services 
	




Proposed Scope* (1/2)

Development of standards for cybersecurity and data protection 
covering all aspects of the evolving information society, including but 
not limited to:
 Organizational frameworks and methodologies, including 

management systems
 Data protection and privacy
 Services and products evaluation standards suitable for security 

assessment
 Competence requirements for cybersecurity and data protection
 Security requirements, services, techniques and guidelines for 

ICT systems, services, networks and devices, including smart 
objects and distributed computing devices

*) pending approval by JTC 13



Proposed Scope* (2/2) –
Focus on adoption and harmonization for Europe

Included in the scope is the identification and possible adoption of 
documents already published or under development by ISO/IEC 
JTC 1 and other SDOs and international bodies such as ISO, IEC, 
ITU-T, IEEE, NIST, and industrial fora. 

Where not being developed by other SDO's, the development of 
cybersecurity and data protection CEN/CENELEC publications for 
safeguarding information such as organizational frameworks, 
management systems, techniques, guidelines, and products and 
services, including those in support of the EU Digital Single Market.

*) pending approval by JTC 13
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 For the relevant standards different options will be considered: 
• Identical adoption as EN using for example Vienna/Frankfurt agreements. 
• Adoption as EN with additional/complementary requirements, for example in order to fulfil European legal requirements. 
	
CEN-CENELEC TC as an entity to be able to develop the necessary TRs and TSs if needed. The General Data Protection Regulation (GDPR) is one example of EU Regulations where the identical adoption of international standards is not sufficient. Whereas these international standards focus on generic processes and mainly on technology, the EU Regulations require consensus on how these technologies have to be implemented in order to fulfil EU Regulations/Directives. 	

The TC will take into account the relevance of international standards for European stakeholders by identifying standards that should be adopted and/or augmented by TRs and TSs. Augmenting standards can be necessary to protect European customers against insecure technology and the loss of data sovereignty as well as to prepare the floor for highly secure IT products and services of the European economy. 	




Proposed initial programme of work

Title/definition Target dates Deliverable 

Adoption of ISO/IEC JTC 1 standards as ENs 3 year 
timeframe 

EN

Adoption of other international standards as ENs 3 year 
timeframe 

EN

Development of TRs and TSs supporting the GDPR 
(General Data Protection Regulation (EU) 2016/679) 
and based on international standards 

3 year 
timeframe 

TR or TS

Development of TRs and TSs supporting the NIS 
Directive and based on international standards 

3 year 
timeframe 

TR or TS

Guidelines and best practices for the European 
economy on how to implement international 
cybersecurity and data protection standards by fulfilling 
EU legislations. 

3 year 
timeframe 

TR or TS

Presenter
Presentation Notes
As cybersecurity and data protection go hand-in-hand with privacy issues, the TC will further integrate the work programme of CEN-CENELEC JWG 8 “Privacy management in products and services”. By doing so, privacy management will not be restricted to Mandate M/530, but will be addressed for ICT in general. Further details will be planned with the participants of the TC. 	
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CEN-CLC/JTC 13 Structure

CEN CENELEC

JTC 13 Cyber Security 
& Data Protection

Chair: Walter Fumy
Secretariat: Martin Uhlherr (DIN)

WG 1
Chair Advisory 

Group

WG 
Cybersecurity

services

JTC 8 Privacy Management in 
Products & Services

Chair: Alessandro Guarino
Secretariat: Martin Uhlherr (DIN)

WG
Data Protection, 
Privacy & ID Mgt

WG
Cybersecurity Mgt

Systems

tbd by JTC 13

WG 
Product Security

WG
Security Evaluation 

& Assessment



Cooperation & Competition –
Potential Liaisons include

 CEN/TC 224 „Personal identification and related personal devices with secure 
element, systems, operations and privacy in a multi sectorial environment” *

 ETSI TC CYBER 

 ECSO: European Cybersecurity Organisation

 SHIELD (H2020 project on cybersecurity for health related data) *

 ISO/IEC JTC 1 „Information Technology“

 ISO/IEC JTC 1/SC 27 „IT Security techniques“

 IEC/TC 65 „Industrial-process measurement, control and automation”

 ISO/TC 292 „Security and resilience“

 ISO/TC 307 „Blockchain and distributed ledger technologies”

*) Liaison request pending approval by JTC 13



Dr. Walter Fumy
Chair CEN/CLC JTC 13

Walter.Fumy@bdr.de

www.din.de

Thank you very much for your attention
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