
Privacy opinion on C-ITS - The Article 29 WP  
Giuseppe D’Acquisto 

 
Thank you very much for your invitation. I think that this workshop is very timely, since discussing 
in March 2018 about the implementation of the recommendations of the Article 29 WP is still 
compatible with the idea of launching C-ITS on the market starting from the next year. 
 
But this goal requires a certain dose of pragmatism in our discussion. So, I think that today it is 
worth being very pragmatic, trying to point out the rationale of this Opinion and to pick up a few 
number of very clear and practical take away messages for its implementation. 
 
The Opinion of the Article 29 WP, as you all understand, addresses data protection and privacy 
issues, and it does so in the light of the forthcoming new General Data Protection Regulation that 
will enter into force in May this year, and that will be the legal framework in force at the time of 
deployment of the C-ITS solution. 
 
The GDPR will change quite considerably the rules of the game in many aspects, in terms of 
safeguards and new rights for individuals, and of new obligations (and opportunities) for data 
controller. 
 
Let me start saying that the Opinion does not address the general problem of assisted (and maybe 
unmanned) driving, but specifically comments the results of the Data Protection and Privacy 
Working Group of the Cooperative Intelligent Transport Systems, established by the European 
Commission, that issued in July 2017 the document which was named “Processing personal data in 
the context of C-ITS".  
 
I say so because the document mirrors the structure of that document and reacts to that 
document. So, in the Opinion you will not find considerations on the difficult questions, also from 
an ethical point of view, raised by the increasing level of intervention of machines and software  in 
traditionally human-managed actions.  
 
These aspects, which are indeed very relevant, are left for further reflection within the broader 
topic of the internet of things. But these reflections will not wait too long, since these subjects are 
already in the work plan of the Article 29 WP for this year. The Opinion is very pragmatic, very 
detailed and very, I would say, down to earth. 
 
The starting point of the Opinion is the consideration that the data exchanged by the vehicles are 
personal data (and this is a key message). Essentially, this consideration is founded on two 
observations 
 
The first is that the messages (CAM and DENM) contain authorization certificates, issued by a 
Public Key Infrastructure, unique by design, in order to disambiguate the vehicles in which they are 
installed. 
 
The second is that the messages contain heading, timestamp, location data and the dimensions of 
the vehicle. And the power of identification of location data is well known: just a few points in a 
path are enough to single out an individual in a population with a high degree of precision, taking 
into account the very regular patterns of people’s mobility. 



 
This conclusion is agreed also by the C-ITS Working Group, and this is a very fortunate choice and 
very much appreciated by the Article 29 WP.  
 
It is worth highlighting that if it is true that the GDPR does not apply to the processing of personal 
data by a natural person in the course of a purely personal or household activity, this exemption 
might be valid if the driver would be in full control of the processing within the device. If, so to say, 
the processing operation terminates in the device installed in the car. 
 
But this is not the case, because for the scope of C-ITS the device installed in the cars forwards the 
data of other nearby cars to other nearby cars. And in such cases we cannot say that the 
processing is limited to a strictly personal activity. So (key message) the GDPR applies. 
 
The document that Article 29 WP received qualifies the mechanism in place to exchange CAM and 
DENM messages with their digital certificates as a processing of pseudonymized data, which may 
be correct. What concerns more the Article 29 WP is the claim that since data are pseudonymized 
a number of provisions of the GDPR do not apply. This claim requires some clarification. 
 
There is a specific article (article 11) of the GDPR saying that there are processing operations for 
which the identification of a data subject is not necessary, or no longer necessary, and the 
controller shall not be obliged to identify the data subject. 
 
But the same article gives a chance to data subject to provide additional information to controllers 
in order to exercise a series of rights. It is not the case to be too detailed, but we are in the sphere 
of access rights (rectification, erasure, portability and so on). Now the points of concerns here are 
two. 
 
First, are we sure that these pseudonymized certificates do not make the individuals identifiable? 
As long as there is a connection between a certificate and a person’s data, this is at least 
questionable.  
 
But, apart from this, and this is binding for data controllers: what is the additional information that 
the controller has to accept in order to allow the exercise of access rights? This has to be agreed 
beforehand. If there is a standardized way to make myself recognized by the controller, he cannot 
refuse to allow me to exercise my rights.  
 
We started talking with Neil about this obligation, and the idea was to leverage on some not yet 
allocated fields of the CAM and DENM messages to code this request. This is a good practical way 
to solve this legal constraint, that brings me to a more general key message. Industry must find a 
way to engineer the exercise of rights in C-ITS.  
 
Now, talking about controller, a very crucial issue. Who is the controller? Here I have to be super 
clear. It is not up to the Article 29 WP to determine who the controller is (key message).  
 
According to the definitions in the GDPR (article 4), the ‘controller’ is the natural or legal person, 
public authority, agency or other body which, alone or jointly with others, determines the 
purposes and means of the processing of personal data. So, in principle, any of the actors in the 
complex chain of the C-ITS platform alone or jointly can be a controller.  



The GDPR offers many opportunities and flexibilities for different arrangements between the 
involved actors. But it is up to the actors to decide on the allocation of controllership. The Article 
29 WP can assess the validity of the choice. It is not prescriptive on a specific arrangement, and 
many of them can actually apply.  
 
Of course provided that a specific legal basis, among the ones envisaged in article 6, is selected. 
The Opinion elaborates on the applicability of each legal bases, without expressing any preference 
for a specific option. Key message: all legal bases can and need to be explored. 
 
I can repeat the main considerations made in the Opinion.  
 
Maybe (but, again, it is not up to the Article 29 WP to decide), given the scope of C-ITS to improve 
road safety, foster transport efficiency and promote environmental sustainability, also through the 
implementation of an European wide interoperable system, the long term legal basis for this type 
of processing can be the enactment of an EU wide legal instrument. But such a legal obligation 
should not allow for blanket collection and processing of personal data.  
 
The scope of the legal obligation needs to be properly assessed, and validated as proportionate 
and strictly necessary in a democratic society, as is required under the protection offered by the 
applicable fundamental rights. 
 
The GDPR has instrument to make this exercise and the adoption of any legal instruments should 
start with an assessment of necessity and proportionality of its provisions, following a data 
protection impact assessment (article 35(10) of GDPR) in the course of the legislative process to 
clarify risks and mitigating measures from the start. 
 
Informed consent is another option, but the Article 29 WP in the Opinion underlines that all 
elements of valid consent have to be met, and there are technical constraints that make this 
option quite difficult to implement in practice. 
 
In particular, the main technical obstacle is that C-ITS is based on continuous broadcast, with no 
point of discontinuity in the transmission to signal intention or wishes on the user’s side. There is 
no possibility of being specific as the law requires. 
 
In addition, broadcasting is an entirely forward-going communication scheme, with no retro-
action, and this makes it impossible to set a mutual recognition mechanism between the data 
subject (sender) and any potential controller recipient of the messages. 
 
On the possibility of relying on the necessity to fulfil a contract as legal basis, it is important to 
clearly determine beforehand the parties involved in the contract, in order to constraint the 
processing within the restricted. 
 
Secondly the rationale of the contract, its substance and goals must come before the processing 
itself, and controller(s) must test against these rationale and goals whether the data processing is 
necessary for the performance of the contract with each individual actors involved in the scope of 
C-ITS, and avoid any further use by undetermined other parties. 
 



Another valid alternative offered by the GDPR is joint controllership (according to article 26), 
where multiple entities gathered in a sort of consortium bear the role of controllers. In order to be 
able to rely on this option, an assessment is required on the roles of the various entities in relation 
to purposes and means.  
 
Here, maybe, two words of clarification may help.  
 
Joint controllership is not a game of strength between the joint controllers, where big players may 
make arrangements with small players in order to skip controllership obligations. The joint 
controllership is an option to increase the proximity with users, and the actors that have an 
established relationship with customers or individuals, and are able to communicate with them 
directly and more effectively, should inform users about the chain of responsibility and the 
allocation of roles in the chain. 
 
Once the lawfulness of the processing has been addressed and solved (and this is a prerequisite), 
the Article 29 WP has highlighted a series of privacy risks connected to C-ITS.  
 
First of all, C-ITS by concept will make exposable what we were not used to disclose: where we 
drive and the way we drive. This poses the concrete problem of safeguarding the public interest in 
improving road safety and protecting the safety of other drivers by means of C-ITS and avoiding 
that someone can use C-ITS functionalities to track people’s movements. (Key message C-ITS is not 
meant to track people) 
 
Information asymmetry is another privacy risk. Drivers will become continuous broadcasters and 
their messages can be received by an unrestricted number of entities, whose intentions and 
technological capacity are not, and cannot be known in advance. (Key message C-ITS adoption 
needs trust) 
 
Finally, there is an issue with the neutrality of the platform. C-ITS will determine a change in our 
decision process. We will change our driving directions based on the messages that we receive. 
The assumption is that this will make traffic more smooths. 
 
But we have to be aware that that inaccurate predictions on the state of the environment may 
create a traffic jam rather than reducing traffic load, or with a malicious mind users might be 
pushed to visit specific areas because there are peers who inject fake messages into C-ITS. (Key 
message C-ITS data quality matters) 
 
The technical tools that we have to search a solution to these problems and to build a trustable C-
ITS solution have two names: privacy by design and security. They can have an important role in 
mitigating these privacy risks. (key message privacy by design and security can mitigate risks) 
 
One area where there is margin of maneuver is the issuance of certificates. The Article 29 WP 
recognizes that short range tracking is necessary for detecting dangers and may be considered 
necessary to enable the system. But long term tracking is not necessary. And it may be questioned 
that long term tracking cannot be avoided because this will require a huge number of certificates 
and this is not cost effective. 
 



Another area where there can be improvements is the frequency of messages. Users should be 
free to select whether they want to participate in the system, and if so, select the tracking options 
(timing, frequency, locations) that best fit their preferences. If there is a benefit in participating 
and contributing, then drivers will join. Fostering the adoption of C-ITS does not equal forcing 
adoption and selecting the most pervasive tracking option. This is not privacy by design and 
privacy by default compliance. A reflection on these aspects is necessary. 
 
Security of the processing is another very important aspects, and it is a new principle in the GDPR. 
And ensuring security in broadcast transmission requires an extra effort compared to one-to-one 
communications for many reasons. 
 
First of all, broadcast is an unrestricted way to communicate, and confidentiality, which means 
avoiding that messages can be unduly processed by any other non-C-ITS-related receiving party, is 
very difficult to obtain with technological instruments. 
 
This goal mat be reached relying mostly on the existence of trustable peers, trustable PKIs and on 
the consideration that using C-ITS data for other purposes than road safety would constitute a 
criminal offence. And all these aspects need to be enforced. This is why the Article 29 WP 
recommends periodic check on the operations of certification authorities. 
 
Providing integrity means avoiding that data can be altered, even by trustable peers, injecting data 
that are fake, for a private interest rather than for the public goal of road safety. The suggestion of 
the Article 29 WP here is the very practical one of filtering outliers in the stream of CAM and 
DENM messages as deterrence mechanism against malicious use of C-ITS out of its scope. 
 
Availability is the third component of security and in the context of C-ITS it can be interpreted as 
the capability of information to serve its purpose when it is needed, to signal a real situation of 
danger when it occurs.  
 
This is a very delicate attribute to guarantee in a broadcast environment, due to the presence of a 
tradeoff between time and data quality. If you wait too long to generate a warning it might be too 
late for the safety of people, if you rely on small samples of messages this might generate many 
false alarms. 
 
Here the suggestion of the Article 29 WP is to use adaptive mechanisms, like crowdsourcing, 
rather than static thresholds in order to better contextualize the meaning of CAM and DENMS 
messages, avoid false alarms and give meaningful warnings to drivers. 
 
As you can see there are many areas where the Article 29 WP has given guidance in this Opinion, 
where the concept of privacy goes beyond the traditional safeguard of confidentiality and this is 
especially true in the context of C-ITS, where the risks have to do also with neutrality of the 
decisions and freedom of choice. This is a sort of Decalogue of key messages that I have here 
highlighted, more details you will find in the text of the Opinion. 
 
Now it only remains for me to wish you a nice (and effective above all) implementation of C-ITS. 
Thank you very much 
 


