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elDAS — Qualified Trust Service

e Governmental supervision scheme for
providers of PKI and other related trust services

 Meeting elDAS regulatory requirement
® Commonly denstrated by conformance to ETSI standards
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Primary Standards for Qualified TSPs
& Qcertificates

EN 319 412 Certificate Profiles

—

-1: Overview
-2: Certificates issued to natural persons [for Signatures]
-3: Certificates issued to legal persons [for Seals]
4+  -4: Web site certificates
-5: Qualified certificate statements

EN 319 411-2: Policy requirements for TSPs issuing
Qualified Certificates

s elDAS meets PSD2 THALES
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What’s in a Qualified TSP

e Name of Issuer  (TSP)
e Name of Subject (Key holder)
e Validation key

e Other control information:
* Indication of Qualified status
® |Indication of usage
* Validity period
® PSD2 Specific information.
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Issuer:My TSP
Subject:EU Bank

elDAS meets PSD?2
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Web Certificate

O)
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My TSP
EU PISP

Web Certificate
- Authenticate TPP
(bound to channel)
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SSL/TLS

Web Certificate
- Authenticate Bank
- Set up secure channel

7 elDAS meets PSD2
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Seal Certificate

Seal certificate
- Authenticates origin of authenticate data
with legal assurance

elDAS meets PSD2 THALES
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EN 319 411-2 Policy requirements for TSPs
issuing Qualified Certificates

e Defines requirements for:

® Security of TSP operations
® Registration and issuance of certificate

® Revocation in case of certificate compromise including:
® compromise of certificate subject’s key
® revocation of certified attributes

elDAS meets PSD2 THALES
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Qualified certificates:

* Provides independent, government assured, trust in
the identity of communicating parties

e Supports:

® Secure channel between authenticated parties

* |Legally assured evidence of transaction data

elDAS meets PSD2 THALES



