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• Theoretical studies go into attack and 
countermeasure design

• Validation and awareness of our research by
GSMA standards input and publication

• Customer feedback and test results allow
us to fine-tune and optimize our
countermeasures

• Research input will fit product needs and 
operators requests

• Operator needs can be discovered ”live” for 
new research challenges and disruptive new
solutions

Nokia Bell Labs – Future Attacks and Mitigation
Research that solves real problems together with our customers and sometimes even competitors

Lab
Problem study /
Threats/Attack 

Design Attack
Testing

Counter
measures

Validation and 
Awareness 

Customer
Feedback
Product 
Improvements

Bell Labs Research Lifecycle
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Attacks are reality
Why should attackers stop? Because we have LTE or 5G??

• Intelligence communities use mobile 
networks as a way for VIP tracking and 
eavesdropping

• Dark Service companies use 
Interconnection to make money (fraud, 
SMS interception, location tracking 
offerings)

• Military uses mobile network data for 
target localization
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- Shodan (or any other IoT search engine will do, search for diameter, sigtran ports or mobile 
core network nodes that should not be on the Internet). 

- Buy access from a service company (Hacking Team)

- Buy access from an unsuspecting operator (search google with wholesale interconnection 
access, large choice, operators in EU are under pressure)

- Find the targets / spoofing addresses (IR.21 documents on the Internet)

Don’t’ believe it? 

https://www.shodan.io/host/195.46.189.163
https://wikileaks.org/hackingteam/emails/emailid/20790
https://www.google.fi/search?dcr=0&ei=Qb4gW91XgYXpBMykgpgK&q=wholesale+SS7+mobile+service&oq=wholesale+SS7+mobile+service&gs_l=psy-ab.3..33i160k1l2.3877.6788.0.7168.11.10.1.0.0.0.156.861.7j2.9.0....0...1c.1.64.psy-ab..1.6.623...33i21k1.0.Y9YL5Xz-Lzg
https://www.google.fi/search?dcr=0&q=scribd+IR21&spell=1&sa=X&ved=0ahUKEwimgIKYy7jWAhWzZpoKHZr9Bg8QBQghKAA&biw=1536&bih=690
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What about 5G?
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NSSF Network Slice Selection Function

NEF Network Exposure Function

NRF NF Repository Function

PCF Policy Control Function

SEPP Security Edge Protection Proxy 

Service Based Architecture
Bus - Approach
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Rest API – Vulnerabilities are ”known”
Welcome to the Internet

Remote code execution

Data stealing, 
authorization fail

DoS

Fraud, data 
theft

DoS Network? 
Priviledge escalation
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Will the vulnerable nodes be found?
Not will, only when and how fast is the question
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REST API – Authentication vs Authorization?

How does the SEPP know that all the requested info  
elements ”make sense” for this TLS tunnel with this
partner e.g. location, IMSI, keys

What elements would you allow your partners to create? 
Charging? New users?

Prepaid to postpaid? Malcious location ”update”? Changing
MSISDN? What replacements are ok? Code insertion?

Delete subscriber data?
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And of course we get ”normal” TLS security problems
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There is work to do….education on all sides
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Pay attention to little details - configurations…..

the requested resource allows sharing with 
every origin. This basically means that any 
site can send an request and access the 
server’s response 

Supports info pulling, info putting and deletion

That is the software + version they use

They support RestAPI
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• Community have still “classical thinking”

- Attack is focusing on air interface (UE – Network)

- Core network is considered as one big trust zone 

(no network internal security zoning)

- All NFVI’s in the SBA are part of that trust zone

• In real life: 

- Will all nodes connected to the “bus” be under full MNO 
control? Netflix “type”, new services e.g.auton. car

- Will the “bus” cross network borders (e.g. for large 
operators) or cooperation with IT players

- Test & trials e.g. for new services (debugging api)

- Speed -> there will be no grace period for 5G

• Preparedness (budget, incidence response plans, sec policy etc)

-

New Risks Areas for Ongoing 5G Security Work
SBA Approach – New Thinking Required - Mindset /  Business Realities

3GPP work still ongoing!!!!
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• Learn from IT Security 

- They deal constantly with attacks

- They know how to automate

• Black and white is too coarse for 5G

• Operators know their partners

Evolution of protection
Many shades of grey

• Scoring (partner, parameters, routing)

- The suspcious

• Learn your partners ”fingerprint”

- The bad

• Know how a bad data request looks like

- And the really bad

• Identify ”bad payload”
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• 5G the security race will be on when core network nodes are out

• Duty of the whole industry

• Security plans are essential, you will be under attack

• 3GPP SA3 & GSMA DESS will do their best to protect the data, but
authorization depends on each operator (who do you trust and how
far can you trust each message?)

• Need a fine grained authorization control based on suspiciousness

• The biggest security risks don’t come from general security risks, but
from combination of being blue-eyed, business pressure & 
customization

Summary
All networks are attacked, but not are equally vulnerable
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Thanks to 

EU SCOTT Project for funding part of this research

Questions?

Silke.Holtmanns@nokia.com


