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) FACTORY INFRASTRUCTURE MONITORING & SUPERVISION z

« Complex industrial production
environment

®* PLCs, sensors, SCADA, MES, communications,
facility, etc.

» Using unified monitoring and
supervision it is easy to |mplement

* Unified inventory of the factory
infrastructure elements

* Fault detection, alarms
®* Determination the source of failure

* Benefits
* Faster fault localization
* Decreased production downtime
* Increased production capacity
* Increased revenue
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¥ HOW IS THAT?

Correlations,

* If we monitor in a unified R
manner the
®* Communications
* Production
* Power Supply Tk

A
nfrastructure ource of Failure
¢ the FaUIt Manager ( IfI\.flodel BassedonRol::ltCause
* gathering alarms from these

Communications —

W w ,

A .
Analysis
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| A A A ¥ A
subsystems, production N _# T ﬁ ﬁl
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and purpose driven data storage PowerSupply —
& handling, 06 k / \

* determines easily and quickly the \ | |
source of failure. Fault Manager

* based on correlations & rules, ﬁ
#2
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Factory Infrastructure
Monitoring & '
Supervision
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&= REQUIREMENTS TOWARD THE NETWORK PN S

Monitoring and .
Supervision

Operation

Time scale
Bandwith

Delay / Jitter
Fault tolerance
Security
Synchronization
Technology

Standards / Protocols

normal real-time

sec —min usec — msec

not critical not critical

not critical critical (TSN — Time-Sensitive Networking)
(less) critical critical

critical critical

not critical critical (distributed real-time scheduling)
wired / wireless wired

SNMP, MQTT, etc. OPC UA TSN, OMG DDS, etc.
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N\ 7 OUR TOOLS / OUR APPROACH e

S — S S

Factory Infrastructure
Monitoring & Supervision

Fault Localization FM — Fault Manager IIII

Enterprise
Management

Production
PVSR - PerformanceVisor ﬁ Planning

—Failure Dataé

NETinv — Technical Inventory \

IPE — IP Explorer € vointenance

Operation
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Factory Infrastructure
Monitoring & Supervision

Fault Localization FM — Fault Manager

Monitoring PVSR - PerformanceVisor

NETinv — Technical Inventory

IPE — IP Explorer

H H
L ____________________________ _________________ _________________________________________________ —————d
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&' IPE - IP EXPLORER e

« Automatic network discovery

* Vendor independent device .
: A
modeling

« Works together with arbitrary
superior network management m o
systems R

o
o

* Network visualization —  ————

» Supports documenting networks - s e
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&=  NETinv - TECHNICAL INVENTORY T E

L .
Comprehensive inventory of ICT ] NETinw
services, logical and physical
resources

Supports capacity and resource
management =

Inventory visualization =

Supports daily operation

Supports failure recovery =
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« Comprehensive performance
monitoring of information

systems
e Definition and

measurements, ala

visualization of
rms

» Extreme scalability

» \Works togethe

r with arbitrary

management tools/protocols

e Available also on mobile devices

PVSR — PERFORMANCEVISOR

PVSR

[ 1 rotmasznioney [

-

L
-

—

=
&,
-

| PVSR Critical:8 | Majori4 | Warning:6 | Minori2 | Unknown:9 | Normal:S636 (3) [3
vession 4710 I\ — —
| Riasetasok || Merések || Riportok || Beslitasak
| s || vMware Virtual machine % |
roor N B —
1
200
23 4 5 6 [7]e
CPU usage (MHz) CPU usage (%) Memory usage (%) Disk Network
8 10 11 12 131415
16 17 18 19 20 (21|22 Sitenév A U | Eszkoznév & O AveiBin N MaxBIR s BRI N e [ EY 0 B v 18 LS | Mo L R v [ 10 kxR L
2225 x[ll= 21155 07 63943 30720
= 1 saPDev VM SZIP-PVSR Dev - ot p et fotis
Nep  Hét Hénap Ev —— YM loT-NETuisor-Worker-2- 57530 145 1430 358537
P Dev-CentOS7x64 61050 180 6140 402770
eallitasol
7730 20 00 1888.7
i [Cooportositott ¥ 4 Smallworld-S5P ¥M XenServer65
U seplfamid - 5598.0 E 20 00 30720
Déwumosziop [
mutse: 47730 20 00 18827
i 3 Smallworld-SSP ¥M XenServer6 5 - iz E = o =
PVSR e c | Waming1 | Minoro | T o 155750 sres
[ Risszztsok || Méresekc | Riporiok | Besiicéso Lo A 218 628508
mpr—— o e = 240300 68471.0
Bidsiervien ROTgke s # R Borrrerty o
001> mengszer> orsce B % R [wiveer— | vy E
| ez} =
) 2 ova “ 26908.5 30720
Utolsd parcek (15 ms) v 303100 30720
E Nézet O oracie vérds Kimentés XLS-be | @ Oracie vérds osztiyok Kimentés XL5-be
[menu] [show_details] [menu] [show_details] s 20686.0
334510 223230
169 " 16 "
[y ot | 274 378608
o= o 12 o 12 1370 533990
- Megjelenitési cpeidk — ¥ 2 s 2 s
< 8 4 [— 5 £
@ Osztott nézet S Hln angnn Jlaprnni llnLally J Uil S 274 37860.8
£ e, v s W i
Mésodic = g . = :
objekrum o o 274 378608
ivilaszrisa: - v 1370 53399.0
<2018.04.27. 14:28:00 2018.04.27. 15:25:15 2018.04.27. 16:21:3 £2018.04.27. 14:29:00 2018.04.27. 15:25:15 2018.04.27. 16:21:3
@ Grafikon beallitésal
cru Administrative [l Application cru
a U a U
Indicitor: © egyém © Kozos M index-elt olvasis Cluster W commit Concurrency
Nagyitis: Teljes tabla/index olvasas Il configuration [l Network [ other
Yprefix @ automatikus © Nincs M og szinkronizaldés [ Queueing Scheduler System /O
Cstics: ® wap Oigen O nem Pérhuzamos olvasés W User v
.
Fetsonis: - s (& Kexspes Ml Osszes
Geeed |
Y —
o
F Loy © Kapcsolatok
fen grafikon

Vérakozdsok

* Oracie varss

5 Oracle vérds osztdlyok
Kapcsolatok

| Oracle Processz hasznilat

Kimentés XLS-be | @
[menu] [show_details]

© Oradie process haszni

rac

le Session hasznslat

Kimentés KL5-be
[menul [show_details]

600
300

= & 400

5 200 5

© ETSI 2018 - All rights reserved

14

ETSI New Internet Forum

NNETvisor



ETSI‘JK// W 3 &?g 3&2'}' ‘;i,
S 2 FM - FAULT MANAGER od =

Fault localization via root cause
analysis

Failure model based on
correlations and rules

Alarm handling

Efficient data storage and
handling using graph databases

Works together with arbitrary
management tools/protocols

Still under development
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N 2 DEMO TABLE

 Demonstrated production

process on the plotting board

® Case movement

Monitoring & Supervision

Centre

Plotting Board

* Bottle filling up
* Case swap

— =~

Warehouse

* Plant units
* Warehouse
* Cart
* Belt / Tank
®* Communication Centre

* Monitoring & Supervision
Centre

Tank Communication

Centre
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$—= NORMAL OPERATION I B
* Operation phases
1. The Cart moves the case Monitoring & Supervision
with empty bottles to the Centre Plotting Board
Belt

2. Imltatlng the BEIt, the Cart Warehouse
travels through along the - -
Belt sides, while the
bottles in the case are
filled up from the Tank,
whose liquid level drops

3. The Cart moves the case
with the filled up bottles to
the Warehouse

4. The filled up bottles are m

swapped with empty
bottles Belt

-

Communication
Centre
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S 2 HOW DO WE SUPERVISE THE OPERATION? e .

* Via measurements we monitor the status of the plant units and
visualize it on the Fault Management Console

Fault Management Console

Production Power Supply

Belt Tank Communication

PLC/Sensors PLC/Sensors Centre Belt/Tank

Cart Warehouse

PLC/Sensors RFID Reader: Warehouse

Communications

Communication Comm. Centre Belt PLC/ Tank PLC/ Cart PLC/
Centre Reachability Sensors R-ability Sensors R-ability Sensors R-ability

Warehouse RFID Comm; Cent. Power Belt/Tank Power Cart Power Warehouse Power
Reader R-ability Sensor R-ability Sensor, R-ability Sensor R-ability Sensor; R-ability

Not ok () NoData __| Root Failure -:]
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&= HOW DO WE SUPERVISE THE OPERATION? v

* In case of failure, the Fault Management Console shows the impact of
the failure if any,and its root

Fault Management Console

Production Power Supply

Warehouse VR e
RFID Reader Warenouse

Communications

\ oLk daT

A —
Communication Comm. Centre Belt PLC/ Tank PLC/ Cart PLC/
Centre ~ Reachability Sensors R-ability Sensors R-ability Sensors R-ability

B o =

Warehouse RFID Comm. Cent. Power Belt/Tank Power Cart Power Warehouse Power
Reader R-ability Sensor R-ability Sensor R-ability Sensor R-ability Sensor R-ability

Not OK - No Data | Root Failure ‘]
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N2  HOW DO THE DEVICES COMMUNICATE? £ T8 g
S

_\_&/

. P [|;|| .
* Via a local WiFi network &’ ‘D
N—
Communication - - 2 =
Centre - Monitoring & Supervision
— Q) —— - Centre
___________________ (tee)
o N |
Belt ///// _ RN T~ Intervention
PLC/Sensors 7 P \ \ RENY T~ Console
e // / \ \\ \\\ \\\\
e g / \ \ ~ T~
- // / =~
- s / \ \ S ((R))
Q) - / \ \ ~.
() R @
Q} @ @ Warehouse
Belt/Tank F g Power sensor
Power sensor Comm. Centre Cart
Tank Power sensor Ccart Power sensor Warehouse
PLC/Sensors PLC/Sensors RFID reader

L4 o et
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N 2 AND HOW DOES THE FAILURE GET INTO THE SYSTEM? Lol

* Programmed failures

* Generated automatically from
time to time

® 1-1 failure per subsystem Interactive Intervention
 Manually generated failures S —
* |Ingested via the Intervention I I |
Console Suspend Demo

Belt PLC Communication Centre
Failure Failure

® 1-1 failure per subsystem

Demo Control

ﬁ

* furthermore, the demo can be I
woken up from sleep mode and
suspend/resume also here

Communication Centre Demo Wake-up
. from Sleep Mode
Power Supply Failure

 +1 Joker failure...
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JUST TRY IT!

Interactive Intervention

Demo Control

Suspend Demo
Belt PLC Communication Centre
Failure Failure

@® ifkademo.hu/sms/

Failure Notification

Tk R R B - 388B/5 S il Il100% W 1524

—
. f_!a 2 -
- £ -A.,r:;‘" -
— = K2
T & 2 &
L d
= )

Demo Control

Communication Centre

Demo Wake-up
Power Supply Failure L e i

Cart
. PLC/Sensors
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Failure Notification <

Interactive Intervention

«q

Communication Centre
Failure

Production

Warehouse

Communications
\ oLl der
Communication

Belt PLC/
Centre

Tank PLC/
J Sensors R-ability
e mwm—

Sensors R-ability

Cart PLC/
Sensors R-ability
Warehouse RFID
Reader R-ability

Comm. Cent. Power
Sensor R-ability

Belt/Tank Power

Cart Power
Sensor R-ability

Warehouse Power
Sensor R-ability

Sensor R-ability

No Data | Root Failure m
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Failure Notification HU / N

Interactive Intervention

Demo Control

Suspend Demo

Belt PLC
Failure

Communication Centre
Failure

Demo Control
1

pamm——
PLC/Sensors. Centre I Belt/Tank

—_—

Cart Warehous

Communication Centre Demo Wake-up PLC/Sensors . RFIDReader. | by 4 ity

Power Supply Failure L e i
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=  SUMMARY TR T
CEa
» Factory infrastructure monitoring and supervision
® Subsystems are handled in a unified manner
® Qur solution: IPE, NETinv, PVSR, FIM
. . Factory Infrastructure
* Demonstration: Bottling Plant ST
2018-10-08 13:37:55 Fault Localization FM - Fault Manager
Monitoring PVSR - PerformanceVisor
“ é NETinv — Technical Inventory
m IPE - IP Explorer
“ NETVESRES
O FTSI20m Al gt reserved ETSI New Infernet Forum SNETvisor
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« Reference deployments

* Richter Gedeon PLC., Hungary
* |PE: 750 end points; daily refresh
* PVSR: 500 monitored devices/services; 12k measurements in every 5 min; 50GByte data store;
raw data for the last 90 days otherwise hourly average
®* BorgWarner Ltd., Hungary
* |PE: 2.5k end points; daily refresh

* PVSR: 400 monitored devices; 14k measurements in every 5 min; 50GByte data store; raw data
for the last 120 days otherwise hourly average

® Suez Water Ltd., Hungary — FM pilot
* |PE: 300 end points; daily refresh
* NETinv: 300 devices; incremental updates

* PVSR: 350 monitored devices/services; 18k measurements in every 5 min; 50GByte data store;
raw data for the last 90 days otherwise hourly average

* FM: pilot deployment

© ETSI 2018 - All rights reserved ETS' NeW |n'|'erne'|' Forum NNETvisor
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« Mass deployment of sensors, 10T devices
* Some hundreds —thousands per site

 Support to decision making / optimization /
maintenance / etc. based on big data analysis

« Real-time applications in production control

« VR / AR applications to assist daily work
* Full HD (1080p), 30fps: 10 Mbit/s
* 2k (1440p), 60fps: 30 Mbit/s
* 4k (2160p), 60fps: 66 — 85 Mbit/s
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