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Motivation

Need seen for

¥ transparency of product(!) security tests

<

public reference for self-assessments

<

a common understanding of minimum loT security

<

independent labs to confirm foundational security of lloT/IoT devices

Key driver
¥ Consumer = transparency
¥ Vendors -2 self-assessment

¥ Regulators—> independent labs
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Big picture: testing and certification -

Standards: ETSI, oneM2M, IEC/ISO, ITU-T...
System definition & implementation
1) Functionality, subjects, assets

2) Threats, policies, assumptions

System analysis implement 3) Nonfunctional requirements
methods & models > Quality?

usecase System under test Test execution
v Test analysis
testcase Test system CERTIFICATION!
Test developer plan
Test tools & p P
. a) Test architecture
techniques test

b) Test purposes (e.g. TDL)
c) Test suite structure
» Coverage?

process

TCL, JUnit, C++, Phyton, TTCN-3, manual tests...



Pre-requisites

Pass
Methods Criterias

y 4 \

Requirements

nt

(Security) conformity evaluation

© ETSI 2018 |



The foundation

» |EC 62443 as basis

© O

© O

Generic
security requirements

Functional AND process
security requirements

Being established as , horizontal standard”

Supports domain-specific profiles
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Industrial

loT Medical

Rail

|IEC 62443
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loT profile

» |IEC 62443 subset to define minimum loT security

IEC 62443-4-2 (component requirements)

Basic loT security profile
* FocusonSL1
e Excluded aspects:
e Auditing
e Central Security Management
e Secure boot
e DoS- /malicious code protection

Basic loT security requirements

» Test development



ETSI7___\\

ETSI TC MTS (Working Group TST)

¥ New Working Group (TST) will develop

loT test catalogues and specifications (not covered elsewhere)

V' The types of testing include
conformance, interoperability, security and performance testing

¥ The initial technical focus will be:

¥ loT network layer
(communication protocols, node connectivity, edge computing etc.)

¥ Foundational security of loT devices

¥ Application of ETSI‘s Test Description Language (ES 203 119): https://tdl.etsi.org/



https://tdl.etsi.org/
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MTS TST Work Programme -
9 Wls, Work in progress, displaying 1t 9 Displays 0 -
Work item number Version Current stafus Next siatus  Rapporteur name
MTS TST
DTS/MTS-TST8 (T5 103 646) é 0.01 ' Farly draft (2018-09-21) otable draft  \Wardaschka Andre 1EC 62443-4-2
DTSIMTS-TSTCoAP-1 (TS 103 596-1) é, 002 ! Early draft (2018-09-21) olable draft  Hackel Sascha
DTS/IMTS-TSTCoAP-2 (TS 103 396-2) Start of work (2018-01-24) Earlydraft  Hackel Sascha CoAP
DTSAMTS-TSTCoAP-3 (1S 103 59631 15 adoption of WI{2018-01-241 __Siart of work _Hackel Sascha
DTS/MTS-TSTLoRaWAN (T3 103 538) Early draft (2016-02-28) stable drat  AHMAD Abbas LoRaWAN
DTS/MTS-TSTMQTT-1 (TS 103 597-1) é 0.02 ! Early draft (2018-09-21) Stable draft ~ Pintar Bostjan
DTSMTS-TSTMQTT-2 (TS 103 597-2) TB adoption of W (2018-01-24)  Start of work Pintar Bostjan MQTT
DTSMTS-TSTMATT-3 (TS 103 997-3 1B adoption of W (2018-01-24) _ Start of work_ Pintar Bostian
DTRIMTS-TSTSecTM (TR 103 599) 1B adoption of W (2018-01-23)  Start of work AHMAD Abbas Vul. database

https://portal.etsi.org/tb.aspx?tbid=860&SubTB=860



https://portal.etsi.org/tb.aspx?tbid=860&SubTB=860
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Sample Security Test Purpose using TDL

TP Id TP_63_2_ Session_Lock

Ensure the IUT provides the capability to prevent further access by initiating a session lock after

a manual initiation.

Foundational TPs, e.g.:

V' Authenticator feedback Pcssoecbon 1

¥ Password lifetime Initial Conditions
. with
¥ Session lock - "being in" the "initial state” and
the Manufacturer provides the credentials
¥ Account changeability }
Expected Behaviour
ensure that {
when {
. the Evaluator enters the credentials containing
D |_- L. account identifier indicating value "valid account identifier”,
U SI n g T TO' e g account authenticaior indicating value "valid account authenticator”; TR I GGE R
. e . and the Evaluator activates the "session lock”
Vv Domain: entities, events, pics }
then { _ .
¥ Event sequence e T o e g6 containing Expectation

account access indicating value "access denied",

Vv Time label and time constraint } “current session” indicating value invalid;

Final Conditions

10



ETSI7___\\

Utilization / take aways

IEC 62443 based loT profile
'  Applied inthe B DEKRA 10T lab

ETSI MTS-TST test catalogues
¥ Early drafts available for ETSI members

¥ Potential to be extended forlloT (higher security level)

NETo

*?f o
¥ IN

11



Contact

D DEKRA

André Wardaschka
loT / Industry 4.0 Security

>< andre.wardaschka@dekra.com
2@ +49-234-3696-118
% www.dekra-exam.eu

|
~ Fraunhofer
FOKUS

Axel Rennoch
System Quality Center

<] axel.rennoch@fokus.fraunhofer.de

@ +49-30-3463-7344
% www.fokus.fraunhofer.de/en/sqc

ETSI7__\
\

12


mailto:andre.wardaschka@dekra.com
http://www.dekra-exam.eu/
mailto:axel.rennoch@fokus.fraunhofer.de
http://www.fokus.fraunhofer.de/en/sqc

	Formalization of IoT Tests �for Quality Assessments
	Agenda
	Motivation
	Big picture: testing and certification
	Pre-requisites
	The foundation
	IoT profile
	ETSI TC MTS (Working Group TST)
	MTS TST Work Programme
	Sample Security Test Purpose using TDL
	Utilization / take aways
	Contact

