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Agenda

Motivation

The big picture

IEC 62443 as foundation for IoT security

ETSI MTS TST

Utilization

Agenda



© ETSI 2018 3

Motivation

Need seen for
transparency of product(!) security tests
public reference for self-assessments
a common understanding of minimum IoT security
independent labs to confirm foundational security of IIoT/IoT devices

Key driver
Consumer  transparency
Vendors  self-assessment
Regulators independent labs 
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System definition & implementation
1) Functionality, subjects, assets
2) Threats, policies, assumptions
3) Nonfunctional requirements
 Quality?

implement

test
process

…

|     |     |     |     |    |

TCL, JUnit, C++, Phyton, TTCN-3, manual tests… 

Test developer plan
a) Test architecture
b) Test purposes (e.g. TDL)
c) Test suite structure
 Coverage?

Test execution
Test analysis

CERTIFICATION!

System analysis 
methods & models

Test tools & 
techniques

System under test

Test system

Standards: ETSI, oneM2M, IEC/ISO, ITU-T… 

usecase
▼

testcase

Big picture: testing and certification
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Pre-requisites

(Security) conformity evaluation

Pass
Criterias

Range?
Methods
How?

Requirements
What?
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The foundation

Generic 
security requirements

IEC 62443 as basis

Functional AND process 
security requirements

Supports domain-specific profiles
IEC 62443

Industrial 

IoT

Rail

Medical

Being established as „horizontal standard“



© ETSI 2018 7

IoT profile

Basic IoT security requirements

IEC 62443 subset to define minimum IoT security 

IEC 62443-4-2 (component requirements)

Basic IoT security profile
• Focus on SL1
• Excluded aspects:

• Auditing
• Central Security Management
• Secure boot
• DoS- /malicious code protection

Test development 
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ETSI TC MTS (Working Group TST)

New Working Group (TST) will develop 
IoT test catalogues and specifications (not covered elsewhere)

The types of testing include
conformance, interoperability, security and performance testing

The initial technical focus will be:
IoT network layer
(communication protocols, node connectivity, edge computing etc.)
Foundational security of IoT devices

Application of ETSI‘s Test Description Language (ES 203 119): https://tdl.etsi.org/

https://tdl.etsi.org/
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MTS TST Work Programme

IEC 62443-4-2

CoAP

MQTT

LoRaWAN

Vul. database

https://portal.etsi.org/tb.aspx?tbid=860&SubTB=860

https://portal.etsi.org/tb.aspx?tbid=860&SubTB=860
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Sample Security Test Purpose using TDL

Foundational TPs, e.g.: 
Authenticator feedback
Password lifetime
Session lock
Account changeability

Using TDL-TO, e.g.:
Domain: entities, events, pics
Event sequence
Time label and time constraint

TRIGGER

Expectation
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Utilization / take aways

IEC 62443 based IoT profile 
Applied in the                        IoT lab

ETSI MTS-TST test catalogues 
Early drafts available for ETSI members
Potential to be extended for IIoT (higher security level)



© ETSI 2018 12

 andre.wardaschka@dekra.com
 +49-234-3696-118
 www.dekra-exam.eu

André Wardaschka
IoT / Industry 4.0 Security

Contact

ADD SECTION NAME

 axel.rennoch@fokus.fraunhofer.de
 +49-30-3463-7344
 www.fokus.fraunhofer.de/en/sqc

Axel Rennoch
System Quality Center
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