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Introduction and overview

IoT security (perceived lack of) has been 
raised as an existential concern/threat to 
the viability of IoT deployment

ETSI and the EU have engaged experts in 
STF547 to characterise the IoT landscape 
and to develop training material to raise 
the knowledge, and skillset, of IoT 
stakeholders, to provide a secure IoT (this 
presentation is from the STF)

IoT is an instance of a generic network of 
ICT devices in general with some 
interesting characteristics 

Some parties have distinguished networks 
of things from internets of things from 
just things. IoT requires an omnipresent 
network or it doesn’t work.
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Scaling of IoT security problem

• Can be modelled as a network of 
sensors and actuators

• Single device may present itself as 
multiple device formats

• Multiple trust anchors to be seen by a 
device over its lifetime

• Multiple divergent software and 
hardware platforms

• Risk profiles may be device and user 
specific

BILLIONS OF 
DEVICES

BILLIONS OF USERS MANY DEVICES PER 
USER

MULTIPLE 
VERTICAL SECTORS

MANY FORMS OF 
CONNECTIVITY

DEVICES OF MANY 
SIZES

DEVICES OF MANY 
CAPABILITIES

GLOBAL SUPPLY 
CHAIN
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A view of the IoT standards landscape (described in TR 103 533)

ETSI SmartM2M ETSI EP eHealth ETSI SmartBAN ETSI – ITS – WG5

ETSI ERM oneM2M – Working 
Group 4

AIOTI - The Alliance 
for IoT Innovation. 

ITU - International 
Telecommunication 

Union 

TCG - Trusted 
Computing Group®. OASIS 

European Union 
Agency for Network 

and Information 
Security (ENISA)

National Institute of 
Standards and 

Technology (NIST)
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Views on the evolution of the IoT security landscape

• The impact of the Cyber Security Act
• Pressure to understand the role of certification against security class (Basic, Substantial, 

High) for an ad-hoc network, or where the final shape of the IoT suite is not known in 
advance

• The Rumsfeld conundrum for IoT
• “Reports that say that something hasn't happened are always interesting to me, because as 

we know, there are known knowns; there are things we know we know. We also know there 
are known unknowns; that is to say we know there are some things we do not know. But 
there are also unknown unknowns – the ones we don't know we don't know. And if one 
looks throughout the history of our country and other free countries, it is the latter 
category that tend to be the difficult ones.”

• An IoT vendor is not certain to know how the IoT thing will be deployed, therefore has to 
make educated guesses to assure security. Hence the need to train everyone in the supply 
chain in security (the purpose of ETSI TR 103 534-1)



© ETSI 2019 6

IoT characteristics – security viewpoint

Devices are tethered to a global network 

perhaps behind a LAN but connectivity is essential to operation

Devices in the home, office, factory, roadside, etc., deliver data (as sensors) and may act on data (as 
actuators)

Functionality offered is dependent on the nature of the sensors, the actuators and the business logic

The business logic driving the set of actuators from sensor data may be very distant from the IoT device

Devices can be identified in many ways 

semantic (what I can do), location (time and place that I exist in), canonical (base identifier)

Devices can be reachable by many technologies 

Wireless long or short range (e.g. Bluetooth, WiFi, G5, cellular, LoRaWAN), wired (e.g. Ethernet, USB, 
phone-line)
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Device types with “obvious” concerns

connected children's toys 
and baby monitors

connected safety-relevant 
products such as smoke 
detectors and door locks

smart cameras, TVs and 
speakers

wearable health trackers
connected home 
automation and alarm 
systems

connected appliances 
(e.g. washing machines, 
fridges)

smart home assistants Industrial machinery (IIoT) 
(Industry 4.0)
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Applying security principles to IoT

Security principles - general

• Provide security functions when required by law

• Provide mitigations to quantified risk 

Specific crypto security principles

• Security should be centred on the key (and not on the algorithm)

• Key management rigour determines system vulnerability

Know who is acting on your device and why

• Implies that usage and access restrictions have to be in place – security in depth
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IoT security guidance (ETSI TS 103 645) #1

No universal default 
passwords

Implement a means to 
manage reports of 

vulnerabilities

Keep software 
updated

Securely store 
credentials and 

security-sensitive data

Communicate securely Minimize exposed 
attack surfaces
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IoT security guidance (ETSI TS 103 645) #2

Ensure software 
integrity

1

Ensure that 
personal data is 
protected

2

Make systems 
resilient to 
outages

3

Examine system 
telemetry data

4

Make it easy for 
consumers to 
delete personal 
data

5

Make installation 
and 
maintenance of 
device easy

6

Validate input 
data

7
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The CYBER guidelines – a deeper look at TS 103 645

• Responsibility is moved away from the end consumer

• Some liability for long term maintenance of security is given to the provider – i.e. the 
supply chain as a complete entity has to take a role in security assurance to the 
consumer/user of the device

• The general guidance applies equally to industrial IoT or any other IoT variant

• How devices attach themselves to the internet and enable their dependencies is the 
most complex element of providing IoT security

• Discovery and attachment protocols are being addressed in OneM2M with semantic 
identity being addressed in SAREF at SmartM2M

• Secure discovery and identity management being addressed in CYBER
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Moving from IoT to S-IoT

Identify where devices sit on the paranoia acceptable risk scale

• Highly risk averse:

• All devices have to identify themselves and their function to their attached 
correspondents (session specific multi-layer authentication)

• All data passed from device to device has to be visible only to identified and 
authenticated, and authorized parties (session specific encryption)

• All data protected against malicious manipulation (e-signature or MAC)

• Less risk averse

• Use secure nodes as security anchors and liability anchors

• Allows for devices without security processing
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Secure discovery and attachment protocols

CYBER is working on a secure IdM and discovery process

• Directed graphs through ad-hoc Merkle trees – each leaf being an attribute-authority 
pair – gives strong cryptographic assurance of the nature of the entities/devices

• Each leaf represents a type of attribute:
• Examples include a semantic attribute (e.g. a SAREF descriptor), a contextual attribute (e.g. 

current location), an assigned attribute (e.g. IMSI))

• Each attribute is attested to by an authority:
• Examples of authorities include the manufacturer (e.g. for a SAREF device type), a regulator, a 

service provider (e.g. a CSP for an IMSI)

• A single device may be discovered by more than one directed graph
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IoT device constraints and impact on security

• IoT devices may be constrained in processing, in memory, in power (battery life)

• Some security processes are very resource intensive and such processes should be 
minimized

• Asymmetric cryptography is more resource-hungry than equivalent strength 
symmetric cryptography

• Digital signature creation is often more resource-hungry than signature verification

• Target price is an additional constraint

• Secure hardware (Crypto-accelerator, HSM, TPM, SE, …) is expensive compared to 
“normal” processors
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Some forecasting for the future of S-IoT

Overcoming the trust problem

Trust takes time to build, but IoT is evolving 
at a different (faster) rate

IoT’s trust is racing against the Quantum 
Computing threshold event

Understanding of liability

A consequence of IoT’s role in health, 
safety and privacy is understanding where 
developers, manufacturers, vendors and 

integrators fit in the liability frameworks of 
society

Partitioning of risk

Not everything in the IoT system has to be 
secure if risks can be partitioned to where 

risks can be effectively managed
IoT should allow benign, even unsecured, 
devices to exist (but the system needs to 

know which devices exist)

The impact of AI

The distribution of sensors, actuators and 
deciders, managed by a machine resident 

and distributed intelligence
Deterministic versus non-deterministic 

behaviour
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Secure IoT specific work in SmartM2M (from STF547)

• Training material

• Specified in TR 103 534-1

• Covers risk analysis, crypto basics, trust modelling …

• Review of the eco-system

• Specified in TR 103 533

• Identifies a snapshot of who is doing what in SDOs and Forums for IoT security
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That’s it …  

Q & A if time allows
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