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What does ePrivacy cover? GDPR delineation
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What data ePrivacy is talking about? Some examples
Metadata

Content data

o Network information necessary to convey traffic

o The content of a communication e.g.

o IP addresses
o Valid email address, e.g.
“ilias_chantzos@symantec.com”

o Is it always personal?
o Depends

o Does it relate to an individual?
o IP address of a network printer
o “happy_mickey_mouse@yahoo.com”

o The content of an email or instant message
o The actual attachment of the email

o Is it always personal?
o Depends

o Does it relate to an individual?
o
o
o
o

CV attachment on a job application email
Attachment containing an infected document
Spam emails
Fake URLs linking to malicious sites

GDPR requires (Art32, 33) to secure personal data and to detect and report data leakages.
This cannot be done without processing meta/content data for security purposes
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Why are these data security relevant? Some basic examples
Stopping spam and malicious emails
metadata
• Would you trust
ilias_chantzos@symantec.com or
• nigerianprince@freemail.ru
• Both are metadata under ePrivacy
• Would you consider
nigerianprince@freemail.ru as
personal data?

Stopping spam and malicious emails
requires checking content
•
•
•
•

“Breasts” means body parts of:
Human
Chicken (for cooking)
Banking URL may be
www.mybank.eu or
• A URL like www.mybanks.eu looks
like banking but could it be a
phishing URL?

IP addresses, botnets and viruses
• IP address may relate to a user PC
• That user PC may be compromised
and be part of a botnet
• The command and control center of
a botnet can be on a server also
with an IP address
• The IP address that a viruses is
connecting with may download the
attacking payload
• A connected IoT device (eg traffic
light) that is part of a robotic
infrastructure connects via IP
address to the network
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Anatomy of a Targeted Phishing Attack

o The branding looks consistent
(Google logo, shield logo)
o The email is addressed to the
recipient (not “Dear Sir”)
o The English is not broken

2017 Internet Security Threat
Report | Volume 22
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Anatomy of a Targeted Phishing Attack

myaccount.google.com-securitysettingpage.tk

http://bitly.com/gblgook

2017 Internet Security Threat
Report | Volume 22
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Access to data for security purposes – historical comparison
ePrivacy 2009 Directive – (Recital 53
2009/136/EC)

GDPR

New ePrivacy Regulation
(Articles 4& 6)

The processing of traffic data to the extent

The processing of personal data to the extent strictly
necessary and proportionate for the purposes of
ensuring network and information security, i.e. the
ability of a network or an information system to resist,
at a given level of confidence, accidental events or
unlawful or malicious actions that compromise the
availability, authenticity, integrity and confidentiality of
stored or transmitted personal data, and the security
of the related services offered by, or accessible via,
those networks and systems, by public authorities, by
computer emergency response teams (CERTs),
computer security incident response teams (CSIRTs),
by providers of electronic communications networks
and services and by providers of security technologies
and services, constitutes a legitimate interest of the
data controller concerned. This could, for example,
include preventing unauthorised access to electronic
communications networks and malicious code
distribution and stopping ‘denial of service’ attacks and
damage to computer and electronic communication
systems.

Article 4

strictly necessary for the purposes of ensuring
network and information security, i.e. the
ability of a network or an information system
to resist, at a given level of confidence,
accidental events or unlawful or malicious
actions that compromise the availability,
authenticity, integrity and confidentiality of
stored or transmitted data, and the security of
the related services offered by, or accessible
via, these networks and systems, by providers
of security technologies and services when
acting as data controllers is subject to
Article 7(f) of Directive 95/46/EC. This could,
for example, include preventing unauthorised
access to electronic communications networks
and malicious code distribution and stopping
‘denial of service’ attacks and damage to
computer and electronic communication
systems.
Achieves better security

(Recital 49 & Article 6par1F)

‘electronic communications data’ means
electronic communications content and
electronic communications metadata;
Article 6
Permitted processing of electronic
communications data
Providers of electronic communications
networks and services may process electronic
communications data if:
(b) it is necessary to maintain or restore the
security of electronic communications
networks and services, or detect technical
faults and/or errors in the transmission of
electronic communications, for the duration
necessary for that purpose
Weakens security

Achieves better security
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Cybersecurity processing happens as controller or processor?
o Taking a sample of the malware from an undisclosed victim (usually as a processor)
o Knowledge used to protect the entire community/ecosystem (acting as controller)
o Collecting own samples (acting as controller)
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Possible solutions
Comparison Parliament vs Council text
Parliament: Amending Article 6

Council: Amending Article 2

Providers of electronic communications
networks and services or other parties acting on
behalf of the provider or the end-user may
process electronic communications data only if
it is technically necessary to maintain or restore
the availability, integrity, confidentiality and
security of the respective electronic
communications network or service, or to detect
technical faults and/or errors in the
transmission of electronic communications, for
the duration necessary for that purpose.
Weakens security – only as processor, only for
the specific service/network, not the
community, the endpoint is left unprotected

This Regulation does not apply to:
(e) electronic communications content
processed by the end-users concerned after
receipt, or by a third party entrusted by them to
record, store or otherwise process their
electronic communications content;
(f)electronic communications metadata
processed by the end-users concerned or by a
third party entrusted by them to record, store or
otherwise process their electronic
communications metadata
Achieves status quo – ePrivacy does not apply
but GDPR – Security providers act on behalf of
others or as end users – Recital 8
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Article 8 – The cookies article
o
o
o
o
o

Most people think of biscuits
The challenge of predicting every use case
Security forgotten……
Advertising in mind
Use cases ignored
o
o
o
o

Updates and Patches
Certificates
Technical device identifiers
Actions needed to remove threats

o Devices ignored
o IoT – How to secure
o User consent and liability
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Possible solutions

Comparison Parliament vs Council text
Parliament text on Article 8
The use of processing and storage capabilities of
terminal equipment and the collection of information
from end-users’ terminal equipment, including about
its software and hardware, other than by the user
concerned shall be prohibited, except on the
following grounds:
o it is necessary to ensure security, confidentiality,
integrity, availability and authenticity of the
terminal equipment of the end-user, by means of
updates, for the duration necessary for that
purpose, provided that
o (i) this does not in any way change the
functionality of the hardware or software or the
privacy settings chosen by the user;
o (ii) the user is informed in advance each time an
update is being installed; and
o (iii) the user has the possibility to postpone or
turn off the automatic installation of any
updates;

Council text on Article 8
The use of processing and storage capabilities of
terminal equipment and the collection of information
from end-users’ terminal equipment, including about
its software and hardware, other than by the enduser concerned shall be prohibited, except on the
following grounds:
o it is necessary to maintain or restore the security
of information society services, prevent fraud or
detect technical faults for the duration necessary
for that purpose; or
o it is necessary for a software update provided
that:
o (i) such update is necessary for security reasons
and does not in any way change the privacy
settings chosen by the end-user
o (ii) the end-user is informed in advance each
time an update is being installed, and
o (iii) the end-user is given the possibility to
postpone or turn off the automatic installation
11
Copyright © 2017 Symantec Corporation
of these updates;

Conclusions
o
o
o
o

Security industry is not opposing ePrivacy
Provided ePrivacy is adopted along the language of the Council…..
Understand privacy concerns
Industry needs to do a better job explaining to privacy advocates what security is about
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Ilias_chantzos@symantec.com
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