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About HardenStance
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• HardenStance is a market research company 
delivering trusted research, analysis and insight in 
IT and telecom security.

• Founded in January 2017 by Patrick Donegan.

• More than 25 years experience in the telecom     
and cyber-security markets.

• Chief Analyst, Heavy Reading, 2013-2016.

• Senior Analyst, Heavy Reading, 2006- 2012, 
during which he launched Heavy Reading’s 
network security research practise in 2010.

• Strategic planning roles in mobile communications 
for Motorola and Nortel (1999-2005)

• Early career: The Economist & Yankee Group

http://www.nokia.com/


Public HardenStance Reports

3



17/06/2019 4



A Family of Technologies
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A Family of Use Cases
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1) Low Hanging Fruit   2) Advanced use cases per domain 3) AI-Driven SOAR



The Low-Hanging Fruit
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• ML-enhanced back end

• Relatively simple tasks

• Little/no ‘AI’ branding.

• Enhanced efficacy (10%)

• Familiar, binary outcomes

• Time saving via automation

• Quite widely deployed



Advanced domain-specific use cases
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• Heavily funded

• Sweet-spot of detection 
inside the perimeter 

• $$$ on “AI” mindshare

• AI on-board & in back end 

• AI driven (and AI assisted)

• Supervised ML+

• Ambiguous outcomes.

• Early adopters



AI driven SOAR

10

• Target architecture.

• Hot space, leaders/entrants

• Rarified

• Testimonials

• Ponemon data points

• The separate AI and 
Orchestration/Automation 
pieces are EACH 
challenging.
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Real-World Experiences 
(Across advanced use cases)
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Real-World Experience:
- A chronic global shortage of expertise in                                     

both AI & cyber security
- Google & IBM numbers
- Bottleneck? 
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“It’s still hard for me to poke 
through the marketing and find out 
what some of these products really 
do. Honestly, it can be hard to tell.”

Jaya Baloo, CISO, KPN

December 2018

Real-World Experience:
- It can be very hard to understand, let alone  

benchmark, product performance.
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Real-World Experience:
- No such thing as “the best product”. 
- The independent testing model is being challenged 
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Real-World Experience:
- Adjusting to AI’s ambiguity takes time

• From binary to ambiguity.

• When to trust and how far?

• Vendor support is variable 

• Huge variation in initial 
results.

• FPs

• Near or long term results?

• 6 – 12 months.
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Real-World Experience
- Some early adopters of advanced use cases                   

report  valuable results

• Customer testimonials – advanced 
threat detection and SOAR.

• High profile DNC & Las Vegas Hotel.

• Leading global MSSPs.

• Known NTA and SOAR use cases.

• (Poor experiences get a lower profile)
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Real-World Experience
- AI-driven automation is progressing very slowly

• Detection & Incident Response

• Without a consistently high 
level of trust the security team 
can’t automate responses.

• It takes time



Recommendations

• Understand what are the right questions to ask

• Plan for an AI roadmap over time – don’t assume rapid results. 

• Understand the risks of AI and how to mitigate them.

• Invest in training that combines AI with cyber security expertise.

• Support transparency in security testing standards. 

• AI’s ambiguity needs to be communicated clearly.
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Attackers can get hold of this too…
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• “Deep learning 
techniques may be 
turned into a new and 
important source 
of cyber security 
weapon in the 
immediate future.”

• “[these] might very 
well prove to be 
too complex for use 
by any entity other 
than a well-funded 
nation state.”

An Immediate AI-based                        
Cyber Threat to the US
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“I believe the next wars                         
will be in cyber space.”

“The problem is the battlefield                       
will be my network.” 

Remy Harel, 
Network Security Manager, 

Orange

5G World, London – June 11th 2019



www.hardenstance.com
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Questions?


