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 Secur ing only  the archi tecture of  
an IoT system is  not  enough 

 Vulnerabi l i t ies  in  software that  is  
running on IoT systems may 
infr inge the ir  secur i ty  (weakest  
l ink  pr inc iple)  

 Tradit ional ly,  Secur i ty  is  t reated 
as  an afterthought dur ing the 
overal l  Software Development  
L i fecyc le  (SLDC)

 In  the Secure SDLC,  Secur i ty  i s  
t readed dur ing the var ious 
phases of  the design and 
development

The Secur i ty -by-Design Paradigm
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 Provide novel  
solut ions for  
monitor ing and 
optimiz ing the secur i ty  
of  IoT  Software 
Appl icat ions 
throughout  their  SDLC,  
and 
val idating/certi fy ing
their  secur i ty  level  

Software Secur i ty  by Design (SSD)  Plat form
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Problem:
 A s ignif icant  port ion of  software vulnerabi l i t ies  are introduced dur ing 

the design and requirements  phase,  main ly  due to ( i )  incorrect ,  ( i i )  
unc lear ,  and ( i i i )  miss ing secur i ty  requirements .

Purpose:

 Propose novel  methods and techniques that  wi l l  
 Fac i l i tate the correct  spec i f icat ion of  Software Secur i ty  Requirements

 Ver i fy  and Val idate the defined Software Secur i ty  Requirements and 
recommend potent ia l  ref inements  and/or  addit ions

 Check the adherence of  the f inal  software appl icat ions to the 
or iginal ly  imposed secur i ty  requirements

Design and Requirements  Module
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 A  m e c h a n i s m s  f o r  f a c i l i t a t i n g  t h e  d e f i n i t i o n  o f  s o f t w a re  s e c u r i ty  re q u i re m e n t s

 I t  re c e i v e s  S o f t w a re  S e c u r i ty  R e q u i re m e n t s  ex p re s s e d  i n  n a t u ra l  l a n g u a g e  ( i . e . ,  p u re  t ex t ) ,  
a u t o m a t i c a l l y  i d e n t i f i e s  i t s  m a i n  c o n c e p ts  ( e . g . ,  a c t o r ,  a c t i o n ,  e t c . ) ,  a n d  p re s e n ts  t h e m  i n  
a  u n i f i e d  f o r m  ( i . e . ,  o n to l o g y  i n s t a n c e s ) .

Software Secur i ty  Requirements Speci f i cat ion (SSRS)
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 Software Secur i ty  
Requirements  Ontology :  
 An Ontology  for  

stor ing Software 
Secur i ty  Requirements  
has been set  up 

 A schema has been 
devised based on our  
research 

 110 curated software 
secur i ty  requirements  
col lected (up to now)

Software Secur i ty  Requirements Speci f i cat ion (SSRS)
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 A  m e c h a n i s m  f o r  v e r i f y i n g  a n d  v a l i d a t i n g  t h e  c o r r e c t n e s s  a n d  c o m p l e t e n e s s  o f  t h e  d e f i n e d  S o f t w a r e  
S e c u r i t y  R e q u i r e m e n t s ,  a s  w e l l  a s  f o r  r e c o m m e n d i n g  p o t e n t i a l  r e f i n e m e n t s

 I t  r e c e i v e s  t h e  u s e r - d e f i n e d  S o f t w a r e  S e c u r i t y  R e q u i r e m e n t s  ( d e f i n e d  t h r o u g h  t h e  S S R S )  f r o m  t h e  
O n t o l o g y ,  a s s e s s e s  t h e i r  c o r r e c t n e s s  a n d  c o m p l e t e n e s s ,  a n d  p r o v i d e s  r e f i n e m e n t  r e c o m m e n d a t i o n s  
b a s e d  o n  a  c u r a t e d  l i s t  o f  w e l l - d e f i n e d  s o f t w a r e  s e c u r i t y  r e q u i r e m e n t s .  

Software Secur i ty  Requirements Ver i f i cat ion and Val idat ion (SSRVV)
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Software Secur i ty  Requirements  Adherence Check (SSRAC)

Security Requirements Adherence Check Component

Security 
Reviewer

Questionnaire

Answers
mapped to

fuzzy triangular 
numbers

Fuzzyfier

Fuzzy Req. 
Adherence 

Score 
mapped to a

numerical value
(e.g. 1-5), or a
linguistic rank

(e.g. Low, High)

Defuzzyfier

Overall 
Requirements 

Adherence Score

Output

Security 
Requirements

RAC model

Calculate fuzzy score of 
each Requirement

Calculate fuzzy score of 
each Security Attribute

Calculate overall fuzzy 
Req. Adherence Score

fuzzy weighted avg.

fuzzy weighted avg.

Analytical 
Hierarchy Process 

to calculate weights

 A  m e t h o d o l o g y  f o r  ev a l u a t i n g  ( i n  a  q u a n t i f i a b l e  w a y )  t h e  ex t e n t  t o  w h i c h  a  g i v e n  s o f tw a re  
p ro d u c t  a d h e re s  to  i t s  o r i g i n a l l y  i m p o s e d  s e c u r i t y  re q u i re m e n t s  

 T h e  a p p r o a c h  i s  b a s e d  o n  e x p e r t  j u d g e m e n t s

 I t  i s  b a s e d  o n  a  h i e r a r c h i c a l  m e t a - m o d e l  a n d  e n c o m p a s s e s  c o n c e p t s  f r o m  m u l t i - c r i t e r i a  d e c i s i o n  
m a k i n g  f i e l d

 F u z z y  l o g i c  i s  e m p l o y e d  i n  o r d e r  t o  m o d e l  u n c e r t a i n t y
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Problem:
 The vast majority of software vulnerabilities are caused by a limited number of security 

flaws (typically programming faults) introduced by developers during the coding phase 

 There is a need for mechanisms and tools that will help project managers and 
developers know the security level of their code, detect security issues, and remove them 
prior to the product release. 

Purpose:
 Propose novel  methods and techniques that  wi l l  

 Provide h igh- level  measures that  wi l l  re f lect  the secur i ty  level  of  the 
source code

 Highl ight  secur i ty  hotspots ,  i .e . ,  components  that  are l ikely  to  be 
vulnerable

 Detect  code- level  i ssues that  may correspond to actual  vulnerabi l i t ies

Software Secur i ty  Assessment  Module
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• A mechanism that evaluates the security level of the source code of a given IoT software application in a 
quantitative manner, based on the results of  security-specific static  analysis.

• Calculates high-level security measures by aggregating the low-level results of the security-specific static 
analysis.

Secur i ty  Evaluat ion Framework (SEF)
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• Typical Structure of a Security Model used by SEF

Secur i ty  Evaluat ion Framework (SEF)
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User’s feedback

 A Multi-layer Perceptron (MLP) that assesses the criticality of security-related alerts based 
on information retrieved from the alerts themselves, vulnerability prediction, and user 
feedback.

 The model can be retrained based on changes provided by the developers

Secur i ty -related Alerts  Cr i t ical i ty  Assessment  (SACA)
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• The purpose of Vulnerability Prediction Models is to detect security hotspots, 
i.e., software components that are likely to contain security vulnerabilities in 
order to help developers to prioritize inspection efforts

• Main Focus: text mining, software metrics, and combination
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Purpose:
 Propose novel  methods for  secur i ty  

cert i f i cat ion ( in  fact ,  secur i ty  va l idat ion)  
of  software appl icat ions running on IoT
Plat forms.  

 Invest igat ion of  which parts  of  the 
overal l  process  that  can be automated 

Solut ion:

 A unif ied methodology that  wi l l  
incorporate secur i ty  information:
 From the product  i tsel f  ( through 

dedicated analyses)
 From popular  Secur i ty  Standards

Software Secur i ty  Val idat ion/Cert i f icat ion 

Compliance with 
Security Standards

Software Security 
Requirements 

Adherence Check

Code-level 
Software Security 

Assurance

Code-level 
Software Security 

Assurance

Software Security Validation/Certification 

Report Certificate
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Secur i ty  Standards – Requirement  Extract ion - Example:

 The Software  Secur i ty  Requirements  Speci f icat ion (SSRS)  Mechanism of  
the Design and Requirements  Module  is  leveraged for  the construct ion 
of  the dedicated ontology

Software Secur i ty  Val idat ion/Cert i f icat ion 
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Software Security 
Requirements 

Adherence Check 
(SSRAC)

Software 
Project

Security Alerts 
Criticality Assessor 

(SACA)

SSRAC

Software 
Security 

Assurance

Software Security Validation/Certification

Fusing/Normalization Layer

Software Security 
Requirements 

Adherence Check 
(SSRAC)

Software 
Evaluation 

Framework (SEF)

Vulnerability 
Prediction (VP)

SACA

VPM

𝑅𝐴𝑆

𝑅𝐴𝑆

𝑁𝑉𝐶

𝑁𝐶𝐿

𝑆𝐼

Report

Certificate

Standard

User

Security 
Experts

Thresholds 
and Weights
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Secur i ty  Leve l  Indicator :

 The normal ized outputs  of  the selected components  of  the SSD Platform 
are  t reated as  the Cr i ter ia of  the va l idat ion/cert i f i cat ion procedure

 They are aggregated in order  to produce the f inal  indicator ,  the Secur i ty  
Level  Indicator  (SLI )

𝑅𝐴𝑆

𝑅𝐴𝑆

𝑁𝐶𝐿

𝑁𝑉𝐶

𝑆𝐼

Software Secur i ty  Val idat ion/Cert i f icat ion 
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