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Motivation

| Identify 

various scenarios for integration of IoT with current command and control systems

technical enablers

possible building blocks and architecture patterns

| Validate 

implementing a proof-of-concept

| Prepare 

Security, performance, scalability and standardization
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Command and control systems

| NCOP

| TAK

| SitaWare Suite

| JChat

| MEDSuite

Situational Awareness

Communications

Medical support
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Smart base
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Connected soldier Distributed network of connected units

Connected unit comprising of connected soldiers
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Patient tracking
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Threat recognition
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Humanitarian 
Assistance and 
Disaster Relief

• Gas sensors, motion sensors, 
air quality sensors;

• Image processing (object 
detection and recognition);

• Drones and robots
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Enhancing IoT: Robots and UxVs

- Internet of Robotic Things:

- Gobot; Artoo; Cylon
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Technical enablers
- Development boards

- Arduino; Nvidia Jetson; Raspberry Pi; Adafruit Feather; Waspmote; Pycom

- Sensors

- Communications:

- LoRa; LTE-M; BLE; Zigbee; NB-IoT; Sigfox; WiFi

- Data exchange 

- MQTT; AMQP

- Data visualization

- The Things Stack, TIG (Telegraf Influx Grafana), Things Board, Thinger.io

- Application-level cryptography:

- Identity-based and Attribute-based Encryption; Private Set Intersection; Homomorphic Encryption

- Vulnerability assesment:
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Enhancing IoT: Distributed ledgers and storage

- Hyperledger Fabric

- No single point of failure;

- Integrity and accountability;

- Transparency and access control

| IPFS

Secure distributed storage
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Sensor 
configuration

Data 
processing

Data-centric 
security

Distributed 
data 

storage

Encoding

Data 
parsing

C2 
integration

Secure pipeline: from a sensor to C2 
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Optimized labelling formats

| New services require new formats

| XML – good for documents

| JSON – the choice for services and applications data

| CBOR – Internet of Things and constrained environments

CBOR

XML

JSON

663 bytes

133 bytes

52 bytes
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Architectural patterns
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Main takeways and future work

| IoT has a high potential to icrease effectiveness of C2 systems

| Security and interoperability are critical aspect

Access control and information sharing

| Federation requires a flexible approach to trust

Integrity, authorization and accountability

| Modern cryptography opens new opportunities

IBE, ABE, PSI, FHE

| Secure IoT pipeline – from sensor to C2 application

| Stay tune for more scientific results from the NATO STO IST-176
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Takeways for standardization

| Increased dual use requires inclusion of defence requirements by design

IoT and smart environments

| Trustworthy data labelling

STANAG 4774 and 4778

| Provenance tracing

Where the data comes from, who owns the devices, by whom it was processed

| Federated trust and accountability

Permissioned distributed ledgers and smart contracts

| Cryptography and cryptographic access control

Post-quantum and lightweight crypto - largely covered by NIST

Attribute-based Encryption – and signatures?

Homomorphic encryption, multi-party computation, etc.
NATO UNCLASSIFIED Releasable to ETSI

|  PAGE 18



Some relevant standardization activities at ETSI

| SAREF

| oneM2M

| Data spaces

| Distributed ledgers

| ABE

| QKD

| ...
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Questions?
konrad.wrona@ncia.nato.int


