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State of the Art in Cyber Security

Act on the Federal Office for Information Security BSIG §3(1) Nr. 20:

Description and publication of a state of the art in security
requirements for IT products, taking into account existing norms and
standards and involving the trade associations concerned.

Compliance with state of the art security requirements
* Compliance is voluntary in general, unless
* Compliance required in specific regulated areas.
- Passports and Identity cards, Smart Metering, Cash Registers...
* Certification to demonstrate compliance

Beschreibung und Verdéffentlichung
eines Stands der Technik bei
sicherheitstechnischen Anforderungen
an IT-Produkte unter Berticksichtigung
bestehender Normen und Standards
sowie Einbeziehung der betroffenen
Wirtschaftsverbéande.

Determination of the
acceptable remaining risk
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What Contributes to Cyber Security?

State of the Art
Cyber Security

Open Source

Standards

Federal Office

R | i ey development, production, placing on the market, commissioning, maintenance, decommissioning
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State of the Art in Cyber Security at the European Level

Harmonization of
(national) Certification

Harmonization of

Essential

Requirements Schemes

(Cyber Security) cuce EUCS

BSI C5
SecNumCloud
. EU5G
...and their
. . ETSI loT
implementation
BSI BSZ
ANSSI| CSPN
CEN FITCEM

Presumption of Conformity

% Bundesamt
fiir Sicherheit in der

Informationstechnik State Of the Art
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The Role of Certification and Standards

in the Cyber‘?esilience Act

CSA Certification

FeW Highly Critical

Products

Product categories that require certification

Critical Il /
NLF Module B + C Type Examination

NLF Module H Quality Management

Product categories that always require third party
assessment

NLF Module A Self Assessment
Critical I: If Presumption of Conformity applicable

Presumption of Conformity
- Harmonized Standard or
- Common Specification or
- Cybersecurity Certificate

\covers Essential Requirements

Critical |

Product categories that require third party
assessment unless Harmonized EN exists.

Non-Critical Products

NLF Module A — Self Assessment

Product categories that are neither in Critical |

nor Critical Il Compliance to Essential Requirements

Self Assessment

% Federal Office
for Information Security
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Example: Secure Element Certification

TOE of the ST

JCP+ TOE of the PP

/ Certification Time Line \

.
Lab 1 Lab 2 Lab 3
Security IC ETR for Java Card ETR for Applet ETR
Certification|| Composition / |Certification|| Composition Certification
EALA4+ EALA4+ EAL4+

% Federal Office
for Information Security
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Demand for Standardization

State of the Art: Goals:
- Unstructured development process - Secure Development Process
- Certify process not product

- Standardization of interfaces

- Sequential certification of components - Parallelize certification of modules
- Consistent certification scheme and Level - Use adequate certification schemes
- Limited reuse of certification results - Reuse certified modules

% Federal Office
for Information Security
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: ALL MODERN DIGITAL
Surveillance INFRASTRUCTURE
.,
( h
 Certification does not prevent vulnerabilities cﬁ[]lj |
- Vulnerability disclosure @' ﬁ
- Update requirements
4]
C )
* Automated monitoring of vulnerabilities and ﬁ ?
tracking dependencies
- Publication of affected products Log4j
- Security State
- Mitigation of threats | ) "Log4Shell”
L (CVE-2021-44228)
I (_J
FL‘JW 2
I ]
AR | oot seury

Source: https://xkcd.com/2347/
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Demand for Standardization

NOT State of the Art: Goals:
- Software Bill of Materials (SBoM) - Standards for description of products
- Common Security Advisory Framework - Software, Firmware, Hardware
(CSAF) - Associated Services
- Supply Chains

- Standards for Vulnerability Management

% Federal Office
4 for Information Security

Dennis Kigler | Cyber Security: Legislation & Standards | 03.10.2022 | Page 10



Thank you
for your attention!

Contact

Dr. Dennis Kugler

Head of Branch Standardization, Certification Policy, Supervision
dennis.kuegler@bsi.bund.de

Tel. +49 (0) 228 99 9582 5183

Fax +49 (0) 228 99 109582 5183

Federal Office for Information Security
Branch SZ1

Godesberger Allee 185-189

53175 Bonn

www.bsi.bund.de

% Federal Office
4 for Information Security
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