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Transparency: tide that raises all boats
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Lack of objective measurement and transparency of

measurements is a core source of risk in the loT
\SAP
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Transparency: tide that raises all boats
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SOURCE: FDA L NEWS

“A lack of transparency, results in a Dalat Lama
distrust and a deep sense of insecurity. JSAP



PROPRIETARY AND CONFIDENTIAL

loT Certification Labels @Google

e Android device ecosystem

e Mobile app ecosystem

e |oT smart home ecosystem (Nest, FitBit, etc.)
e Sensitive data APl ecosystem

android s [P Google Play G Nest - fitbit
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loT Certification Labels @Google

e Android devices android
o CDD and GMS are the minimum bar
o Baseline: ETSI 103732
o Extension: HW, Biometrics, lifetime, preloads
o GSMA scheme supported by carriers and OEMs globally
o Certifying Pixel and several OEM flagships
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loT Certification Labels @Google

e Mobile apps
o Baseline: OWASP MASVS
o Extension: data safety section
o App Defense Alliance (MASA)

o Label in Google Play:

MyFitnessPal:
'); Calorie Counter
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The developer has provided this
information about how this app
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loT Certification Labels @Google

e Smart home ecosystem
o Baseline: ETSI 303645 and NIST 8425 (ISO 27402 future?)
o Extensions: verticals, e.g. smart speakers
o Connectivity Standards Alliance (CSA) scheme
o Certifying new Nest devices
o Managing 3P Nest/Assistant ecosystem (e.g. Matter)
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loT Certification Labels @Google

e Sensitive data APl ecosystem
o Baseline: OWASP ASVS
o Extension: levels of assurance based on risk
o App Defense Alliance (CASA) scheme
o Fit/Fitbit/HealthConnect, gMail/gDrive, etc.
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Don’t get washed out with the tide

e Cross-recognition of scheme results

e Product label recognized by national authorities
o No static claim of compliance!
o |1SO 27404

e Grand Challenge: digital labels for most connected
products by 2025
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dkleidermacher@google.com
@DaveKSecure

linkedin.com/in/davekleidermacher
davek.substack.com
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