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Agenda

• Cyber and kinetic conflict between nation states. 

• The telecom sector in defensive and offensive cyber operations. 

• Defending the telecom sector against nation state cyber threats.

• Supply chain risk and risk mitigation in telecom.

• Recommendations
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Nation State Cyber Threats
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The World’s Leading Cyber Powers:
A Western Perspective
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Nation states are taking more risk 
with offensive cyber operations
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The Blurring of Cyber Threat 
Actors Makes Attribution Harder



sOURCE

State-employed hackers Criminal cyber groups
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Offensive cyber objectives & targets: IPR; money; repression; disinformation; data; intelligence; data destruction 

Means of exploiting telecom networks in target foreign states to achieve targets & objectives

Telco operations

Connectivity to thousands 
of organizations’                             
IT environments

Real time location data              
on mobile customers.

Customer data
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Nation State Cyber Threats                
Targeting Telcos
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Mainstream IT vulnerabilities

Legacy telecom vulnerabilities
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Security Must Span Multiple Domains



Mobile networks at war:
Ukraine’s experience
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Source: Enea AdaptiveMobile Security



Supply Chain Risk
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A permanent restructuring of 
regional and global supply chains
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Evolution in Supply Chain Risk



Supply Chain Risk in Telecoms:                           
Network Equipment
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• Drivers
o Governments, national security agencies, hyper-scalers.

• Core 
o Good progress - increasing diversity of supply. 
o Investor scrutiny still needed.

• RAN 
o Some progress - End to End system vendors making the biggest impact. 
o OpenRAN

• On its third iteration.
• Negligible market momentum.
• Quality of security is always dependent on scale.
• Minor impact on supply diversity (or costs or revenues)
• Politicians have yet to catch up.



August 18th 2022: “After a challenging April due to the 
Covid-related shutdowns in Shanghai, and the impact on 

semiconductor and power supplies, overall supply 
constraints began to ease slightly at the back half of the 

fourth quarter [which ended 30 July]”
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September 1 2022: “late delivery and substantially 
lower-than-committed volume from a small 

number of suppliers for specific components”

Gary Smith, CEO, CienaChuck Robbins, CEO, Cisco

Supply Chain Risk: Chip Supply
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Supply Chain Risk: Chip Supply
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Recommendations for operators

• Nation State Cyber Threats

o Risk is escalating and potentially set to escalate further.

o Invest more in cyber security defences - people, processes, office IT.

o Improve cyber threat intelligence sharing.

• Supply Chain Risk
o Invest in challenger core network vendors and E2E system vendors. 

o Chip supply issues are ongoing – reach further back, revise, scrutinize. 

o Secure your supply chain - comprehensively

• Step up now – ahead of more stringent govt regulation
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Questions?
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