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Trusted Computing Revisited
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VNFs, VM Images, Containers, Clouds, Core, Edge, MEC, loT, Sensors

Attestable? Trustable?

Object — Measurement — Claim — Result — Decision
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Integration:
Remote Attestation Services
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Attestation Applications Trust Failure Analysis
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Servers, l0T, Edge, Far-Edge, UE, Sensors

L. Firmware supply-chain questions?
_@. Notarisation:
TransparencyLog, Trust Stack

kubernetes JOcker Blockchain, etc

Case Studies:
Medical, Railways

Conmtainer Identity/Integrity:
root-of-build-trust, provenance & lifecycle

Supply Chain & Provenance

Supply-Chain/Load/Run-time Integrity:

Container Trust,

Cloud/Edge MANO Orchestration

Trusted Containers + Trusted Provenance of Containers
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Trusted Computing: Railways

Trust Slices/Domains:
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Generic Model

H/W TPM 2.0

CNF/VNF

Other...
L7 — Attestation Intents
L6 — IETF RATS Claims
L5 - ?? cf: TPM Sessions?
L4 — REST/MQTT/... over IP/RANTY...

6 © 2021 Nokia <Document ID: change ID in footer or remove> <Change information classification in fo NOKIA Bell Labs

oter>



Services/Applications

Cloud Management & Orchestration

Coordination
between
attestation layers

[Edge] Cloud

Edge cloud
specific slice
provisioning

[5G Connected] Devices
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O-RAN
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O-RAN+5G+Cloud+Domain

Model of Trust?

Distribution of Responsibilities
AE-AE Protocols

Element Identity across infrastructure
domains and application domains
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Supply-Chain Stack Main Stack Analytics Stack Transparency Container
Trusted Data + Control, Registry
Integrity, Notarisation & Provenance K (umec-dockerregistry:444)

Attestation Applications Trust Faikure Analyss

[Core,Edge,Far-Edge] RAS Architecture

Attestation Environment Orchestration
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Forensics-Analytics-Response-Orchestration
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Summary

Grand Challenge

re

- ra
Applications

- Where the attestation takes place

- How and when(!) the attestation AT A MATsac Analytics Stack

Trusted Data +Control,
Integrity, Notarisation & Provenance

communicates with the element
being attested_ N
- Interface definitions and .
requirements
- Trust loss, Detection, Response —

and Orchestration
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Thanks & Demo

Roosa Risto, Nokia

Kaisa Jatkola, Nokia

Pekka Kurre, Nokia

Victor Trucanu, Nokia

Don McBride, Nokia Bell Labs

Gary Atkinson, Nokia Bell Labs

Kiti Muller, Aalto University (Neurobiology)
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Copyright and confidentiality

The contents of this document are proprietary
and confidential property of Nokia. This
document is provided subject to confidentiality
obligations of the applicable agreement(s).

This document is intended for use of Nokia’s
customers and collaborators only for the
purpose for which this document is submitted
by Nokia. No part of this document may be
reproduced or made available to the public or to
any third party in any form or means without
the prior written permission of Nokia. This
document is to be used by properly trained
professional personnel. Any use of the contents
in this document is limited strictly to the use(s)
specifically created in the applicable
agreement(s) under which the document is
submitted. The user of this document may
voluntarily provide suggestions, comments or
other feedback to Nokia in respect of the
contents of this document ("Feedback").

Such Feedback may be used in Nokia products
and related specifications or other
documentation. Accordingly, if the user of this
document gives Nokia Feedback on the
contents of this document, Nokia may freely
use, disclose, reproduce, license, distribute and
otherwise commercialize the feedback in any
Nokia product, technology, service,
specification or other documentation.

Nokia operates a policy of ongoing
development. Nokia reserves the right to make
changes and improvements to any of the
products and/or services described in this
document or withdraw this document at any
time without prior notice.

The contents of this document are provided "as
is". Except as required by applicable law, no
warranties of any kind, either express or
implied, including, but not limited to, the

implied warranties of merchantability and
fithness for a particular purpose, are made in
relation to the accuracy, reliability or contents
of this document. NOKIA SHALL NOT BE
RESPONSIBLE IN ANY EVENT FOR ERRORS IN
THIS DOCUMENT or for any loss of data or
income or any special, incidental,
consequential, indirect or direct damages
howsoever caused, that might arise from the
use of this document or any contents of this
document.

This document and the product(s) it describes
are protected by copyright according to the
applicable laws.

Nokia is a registered trademark of Nokia
Corporation. Other product and company
names mentioned herein may be trademarks or
trade names of their respective owners.
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