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Context: European Cloud Services 
Certification Scheme (EUCS)

‘basic’ level ‘high’ level
Minimise the known basic 
risks of incidents and 
cyberattacks (low risk 
profile)

• Limited assurance
• Self-assessment 

reviewed by a third-party
• Focus on the definition 

and existence of 
procedures and 
mechanisms

Minimise the risk of 
state-of- the-art
cyberattacks carried 
out by actors with 
significant skills 
and resources 
(elevated risk 
profile)

• Reasonable 
assurance

• Design and 
operating 
effectiveness

Minimise known
cybersecurity risks, and the 
risk of incidents and 
cyberattacks carried out by 
actors with limited skills 
and resources (medium 
risk profile)

• Reasonable assurance
• Design and operating 

effectiveness
• Functional testing

‘substantial’ level
🤞🤞 👍👍 👮👮

(adapted from ENISA)ETSI Security Conference 2022 05/10/2022

continuous 
(automated)
monitoring 

of 
compliance

&
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Context: Continuous Monitoring

Source: https://www.enisa.europa.eu/publications/eucs-cloud-service-scheme

“gather,
compare,
report”
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Example - EUCS draft Dec-2020 
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Context: Continuous Monitoring
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MEDINA at a Glance

1st November 2020 – 30th 
October 2023
EU budget 4,480,308€
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Bridging the Gap
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MEDINA Framework

Auditors

CSPs
CAB, 
NCCA
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Fabasoft’s Role

Auditors

CSPs CAB, 
NCCA

Use case coordinator
Integration & validation in 
Company Compliance 
Dashboard (CCD) & cloud 
testbeds
PoC: NLP enhanced 
assessment (AMOE)
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>demotable
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Fabasoft Use Case
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Company Compliance 
Dashboard - Benefits
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Company Compliance 
Dashboard – “CCD“
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CCD - Demonstrator
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CCD - Demonstrator
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Additional Achievements 

Concrete collaborations with ENISA 
(EUCS) and NIST (OSCAL)

Initial validation of “actionable” 
technical/organizational metrics

PoC designed and deployed
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How-To EUCS Continuous?

1. Provide implementation/audit guidance about EUCS 
requirements where some degree of automated 
monitoring is needed

2. Consider integrating a catalogue of metrics as part of 
the implementation guidance for EUCS

3. Guidance on selecting tools/technologies for 
automated (continuous) monitoring

4. Actively monitor the development of NIST OSCAL
28.09.2022
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A Few Words About OSCAL

The Open Security Controls Assessment Language was born as 
a collaboration between NIST and FedRAMP
OSCAL provides a single machine-readable language to 
represent and trace security controls frameworks, 
implementation guidance, implementation of security controls, 
security assessment plans, security assessment results/reports
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Leveraging OSCAL

Machine-readable representation of security controls 
(e.g., EUCS, BSI C5)
Both for technical and organizational measures

Metrics descriptions for assessing compliance with 
security controls
Leverage for assessment results
Support for standardization roadmap and industrial 
adoption e.g., Gaia-X
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OSCAL <> EUCS

Machine-readability 
benefits EUCS 
continuous
NIST OSCAL as a 
promising alternative 
for representing EUCS’ 
catalogue and 
assessments
Initial discussions 
ENISA – MEDINA -
NIST

28.09.2022

OSCAL EUCS Examples
Groups/ID Domain A7
Groups/title Category A7 Operational Security
Groups/parts/prose(objectiv
e)

Objective

Ensure proper and regular 
operation, including appropriate 
measures for planning and 
monitoring capacity, 
protection against malware, 
logging and monitoring events, 
and dealing with vulnerabilities,
malfunctions and failures

Groups/Controls/properties/
value(label)

Control ID OPS-02

Groups/Controls/title Control CAPACITY MANAGEMENT -
MONITORING

Groups/Controls/parts/prose
/(control-objective)

Control Objective The capacities of critical 
resources such as personnel and 
IT resources are monitored.

Groups/Controls/parts/parts
/properties/value(label)

Requirement ID OPS-02.3

Groups/Controls/parts/parts
/prose(item)

Requirement The provisioning and de-
provisioning of cloud services 
shall be automatically monitored 
to guarantee 
fulfilment of OPS-02.1

ETSI Security Conference 2022
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Summary

05/10/2022ETSI Security Conference 2022

EUCS is coming fast!
CEN CENELEC
NIS2 Directive

Early EUCS adopters might benefit 
from good practices/guidelines
MEDINA aims to facilitate adoption 
of EUCS continuous
Open-source access
Demo available on request
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>getintouch
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