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Messaging apps

WhatsApp

Messenger

iMessage

WeChat

Telegram

LINE

Signal

2 billion

1.3 billion

1.3 billion

1.2 billion

550 million

224 million

100 million

Most of these apps use specific protocols.
We focus on variations of the Signal protocol ( , , ).



The Signal protocol

. . . . . .

Establish a shared secret key X3DH

Encrypt messages with
Preserve and update

Double
Ratchet

Two main threats
Server compromise
Device compromise



The Signal protocol
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Establish a shared secret key X3DH

Encrypt messages with
Preserve and update

Double
Ratchet

Pre‐quantum world:
X3DH:1 Diffie‐Hellman + XEdDSA + symmetric crypto (HKDF)
Double Ratchet:2 Diffie‐Hellman + symmetric crypto (HKDF, HMAC, ...)

1https://signal.org/docs/specifications/x3dh/
2https://signal.org/docs/specifications/doubleratchet/

https://signal.org/docs/specifications/x3dh/
https://signal.org/docs/specifications/doubleratchet/


The Signal protocol

. . . . . .

Establish a shared secret key X3DH

Encrypt messages with
Preserve and update

Double
Ratchet

Post‐quantum world:
PQ X3DH: KEM + (ring) signatures + symmetric crypto [this work]
PQ Double Ratchet: KEM + symmetric crypto [ACD19]



Roadmap

1 Capture/formalize the properties expected from Signal’s X3DH
2 Propose a generic construction that satisfies these properties



Understanding
X3DH



X3DH [1/3]: Reverse-engineering the spec [MP16]

ikA := ga ikB := gb

Gen. eph. key x
σx ← SignikA(g

x)

} 
Check σx
Gen. eph. key y
k← KDF(gay, gbx, gxy

CH := confirm. hash
k← KDF(gay, gbx, gxy)

ga

long‐term key
gb

long‐term key

(gx, σx)

pre‐key bundle ga, (gx, σx)

(gy,CH)
response

gb, (gy,CH)

Initial comments:
Builds upon 3DH (same protocol without σx and CH).
Note the two‐message flow and the “receiver‐obliviousness” of pre‐key bundle.
Parties delete ephemeral keys (x and y) as soon as they can (omitted in figure).



X3DH [2/3]: Authentication and forward secrecy

ikA := ga ikB := gb

Gen. eph. key x
σx ← SignikA(g

x)

} 
Check σx
Gen. eph. key y
k← KDF(gay, gbx, gxy

CH := confirm. hash
k← KDF(gay, gbx, gxy)

ga

long‐term key
gb

long‐term key

(gx, σx)

pre‐key bundle ga, (gx, σx)

(gy,CH)
response

gb, (gy,CH)

“ Note that [gay] and [gbx] provide mutual authentication, while [gxy pro‐
vides] forward secrecy. ”



X3DH [3/3]: Deniability

ikA := ga ikB := gb

Gen. eph. key x
σx ← SignikA(g

x)

} 
Check σx
Gen. eph. key y
k← KDF(gay, gbx, gxy

CH := confirm. hash
k← KDF(gay, gbx, gxy)

ga

long‐term key
gb

long‐term key

(gx, σx)

pre‐key bundle ga, (gx, σx)

(gy,CH)
response

gb, (gy,CH)

“ X3DH doesn’t give either Alice or Bob a publishable cryptographic proof of
the contents of their communication or the fact that they communicated. ”



Wishlist

Functional properties:
Two‐message flow: Initiator→ Responder→ Initiator
Receiver‐obliviousness: first message is independent of the Responder1

Security properties:
Confidentiality: session keys looks pseudorandom except for intended parties
Mutual authentication: Initiator knows she talks to Responder, and reciprocally

Includes Key‐Compromise Impersonation (KCI) attacks2
Includes Unknown Key‐Share (UKS) attacks3

Deniability: online/offline, against semi‐honest/malicious adversaries

1Also known as post‐specified peers.
2KCI: The adversary uses A’s long‐term key to impersonate other parties towards A.
3UKS: A and B compute the same key, but A believe he’s talking to C.



Generic
Constructions



Building blocks

Key establishment mechanism (KEM):

ek = encapsulation key
dk = decapsulation key
c, k = ciphertext, encapsulated key

Keygen()→ (ek,dk)
Encaps(ek)→ (c,k)
Decaps(dk,c)→ k/⊥

(Ring) signature scheme:

sk = signing key
vk = verification key
σ = signature

Keygen()→ (vk,sk)
Signsk(msg)→ σ
Verifyvk(σ,msg)→ ⊤/⊥

Pseudo‐random function (PRF) Fk.



V0: first generic construction

lskA := (skA,dkA) lskB := (skB,dkB)
lpkA := (vkA,ekA) lpkB := (vkB,ekB)

(ekT,dkT)← KEM.Keygen()
σA ← SignskA(ekT) VerifyvkB(σA,ekT)

(cA,kA) ← Encaps(ekA)
kA ← Decaps(dkA,cA) (cT,kT) ← Encaps(ekT)
kT ← Decaps(dkT,cT) k ← FkA(sid) ⊕ FkT(sid)
k ← FkA(sid) ⊕ FkT(sid) σB ← SignskB(sid)

VerifyvkB(σB,sid)

lpkA,ekT, σA

lpkB,cA,cT, σB

sid = (lpkA∥lpkB∥ekA∥cA∥cT) is the session identifier.



V0: first generic construction

lskA := (skA,dkA) lskB := (skB,dkB)
lpkA := (vkA,ekA) lpkB := (vkB,ekB)

(ekT,dkT)← KEM.Keygen()
σA ← SignskA(ekT) VerifyvkB(σA,ekT)

(cA,kA) ← Encaps(ekA)
kA ← Decaps(dkA,cA) (cT,kT) ← Encaps(ekT)
kT ← Decaps(dkT,cT) k ← FkA(sid) ⊕ FkT(sid)
k ← FkA(sid) ⊕ FkT(sid) σB ← SignskB(sid)

VerifyvkB(σB,sid)

lpkA,ekT, σA

lpkB,cA,cT, σB

Leakage:
Leakage of long‐term keys: secrecy of k is guaranteed by ekT and cT
State leakage (irrelevant for ): secrecy of k is guaranteed by cA



V0: first generic construction

lskA := (skA,dkA) lskB := (skB,dkB)
lpkA := (vkA,ekA) lpkB := (vkB,ekB)

(ekT,dkT)← KEM.Keygen()
σA ← SignskA(ekT) VerifyvkB(σA,ekT)

(cA,kA) ← Encaps(ekA)
kA ← Decaps(dkA,cA) (cT,kT) ← Encaps(ekT)
kT ← Decaps(dkT,cT) k ← FkA(sid) ⊕ FkT(sid)
k ← FkA(sid) ⊕ FkT(sid) σB ← SignskB(sid)

VerifyvkB(σB,sid)

lpkA,ekT, σA

lpkB,cA,cT, σB

Mutual authentication:
is explicitly authenticated by σB.
is implicitly authenticated.

KCI: prevented by signatures σA and σB
UKS: prevented by sid



V0: first generic construction

lskA := (skA,dkA) lskB := (skB,dkB)
lpkA := (vkA,ekA) lpkB := (vkB,ekB)

(ekT,dkT)← KEM.Keygen()
σA ← SignskA(ekT) VerifyvkB(σA,ekT)

(cA,kA) ← Encaps(ekA)
kA ← Decaps(dkA,cA) (cT,kT) ← Encaps(ekT)
kT ← Decaps(dkT,cT) k ← FkA(sid) ⊕ FkT(sid)
k ← FkA(sid) ⊕ FkT(sid) σB ← SignskB(sid)

VerifyvkB(σB,sid)

lpkA,ekT, σA

lpkB,cA,cT, σB

Minor possible tweaks:
Omit σA: Downgrades PFS to weak PFS (Double Ratchet then provides PFS again)
NAXOS trick: mitigates leakage of ’s randomness by combining it with lskB



V1: very weakly deniable

lskA := (skA,dkA) lskB := (skB,dkB)
lpkA := (vkA,ekA) lpkB := (vkB,ekB)

(ekT,dkT)← KEM.Keygen()
σA ← SignskA(ekT) VerifyvkB(σA,ekT)

(cA,kA) ← Encaps(ekA)
kA ← Decaps(dkA,cA) (cT,kT) ← Encaps(ekT)
kT ← Decaps(dkT,cT) k∥kσ ← FkA(sid)⊕ FkT(sid)

k∥kσ ← FkA(sid)⊕ FkT(sid) σB ← SignskB(sid)
σB ← c ⊕ kσ c ← σB ⊕ kσ

VerifyvkB(σB,sid)

lpkA,ekT, σA

lpkB,cA,cT, c

We can tweak the protocol to achieve a weak flavour of deniability for free.
We mask σB using a pseudorandom keystream derived from kA,kT (tangerine).
The transcript makes anonymous as long as doesn’t cooperate.



V2: deniable (offline, semi-honest)

lskA := (skA,dkA) lskB := (skB,dkB)
lpkA := (vkA,ekA) lpkB := (vkB,ekB)

(ekT,dkT)← KEM.Keygen()
σA ← SignskA(ekT) VerifyvkB(σA,ekT)

(skT,vkT)← RS.Keygen() (cA,kA) ← Encaps(ekA)
kA ← Decaps(dkA,cA) (cT,kT) ← Encaps(ekT)
kT ← Decaps(dkT,cT) k∥kσ ← FkA(sid)⊕ FkT(sid)

k∥kσ ← FkA(sid)⊕ FkT(sid) σB ← RS.SignskB,ring(sid)
σB ← c ⊕ kσ c ← σB ⊕ kσ

RS.Verifyring(σB,sid)

lpkA,ekT, σA,vkT

lpkB,cA,cT, c

Main idea: replace signatures by ring signatures (pine green).
Setting ring = {vkA,vkB} would give a weak flavour of deniability.
We set ring = {vkT,vkB} with vkT an ephemeral key to make (V2) truly deniable.



Bandwidth cost of V1 in bytes

Scheme lpk → → → →

Kyber512 + Falcon512 1697 1490 3187 2226 3923
Kyber512 + Dilithium2 2112 3220 5332 3956 6068
Kyber512 + SPHINCS+ 832 17888 18720 18624 19456



Conclusion and
Further Reading



Further reading:
Full paper
https://ia.cr/2021/616
Keitaro’s presentation at PKC 2021 (video)
https://www.youtube.com/watch?v=VO4fw0UHdMI
Keitaro’s presentation at PKC 2021 (slides)
https://kaminomisosiru.github.io/assets/pdf/HKKP-PKC2021.pdf
C implementation by Kris:
https://github.com/post-quantum-cryptography/
post-quantum-state-leakage-secure-ake

Related works:
PQ X3DH:

Generic [BFG+22]
SIDH‐based [DG21]

PQ Double Ratchet
Generic [ACD19]

https://ia.cr/2021/616
https://www.youtube.com/watch?v=VO4fw0UHdMI
https://kaminomisosiru.github.io/assets/pdf/HKKP-PKC2021.pdf
https://github.com/post-quantum-cryptography/post-quantum-state-leakage-secure-ake
https://github.com/post-quantum-cryptography/post-quantum-state-leakage-secure-ake


Questions?
https://ia.cr/2021/616

https://ia.cr/2021/616
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