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CURRENT STATE OF AFFAIRS
POST-QUANTUM CRYPTOGRAPHY



Bridges the gap between technology and urgency

Sweet spot between detail and high-level

Tailor-made for organisations with few(er) crypto knowledge

Concrete, current and hands-on advice

Checklists, decision trees and step-by-step guides

Layered approach. Describe full migration for:

Management, policymakers, strategists, technical audience, etc.

Collection of state-of-the-art advice from NIST, ETSI, IETF, etc

Corporate insights from Deloitte, KPMG, KPN

Governmental insights from (Dutch) ministeries of defence, 
foreign affairs and health and infrastructure.

CONTRIBUTION
THE PQC MIGRATION HANDBOOK



1. Diagnosis

Determine your stance towards PQC migration: PQC personas

PQC inventory

2. Planning

When? Determine your migration scenario

How? Business and technical planning

3. Execution

Choose migration per cryptographic asset

General strategies such as hybrid and pre-shared keys

Cryptographic agility

Main contribution: collect advice and tailor it to organisations

THREE-STEP APPROACH BY ETSI
THE PQC MIGRATION HANDBOOK



ALL PERSONAS
PQC PERSONAS



URGENT ADOPTERS
PQC PERSONAS

Store-now-decrypt-later attacks Long-lived systems Migration is time-consuming



URGENT ADOPTERS
PQC PERSONAS



CRYPTOGRAPHY EXPERTS
PQC PERSONAS



Diagnosis

PQC personas: stimulates collaboration

Make PQC inventory

Planning

Choose your migration scenario based on Mosca’s inequality 𝑋 +𝑊௜ + 𝑌௜ < 𝑍

Business and technical process planning

Execution

General strategies such as hybrid and pre-shared keys

Cryptographic agility

Detailed overview and advice on protocols, primitives, 
(a)symmetric cryptography, hashes and MACs

WHAT ELSE?
THE PQC MIGRATION HANDBOOK

Migration time from scenario i

Waiting time until scenario i



HANDS-ON ADVICE
THE PQC MIGRATION HANDBOOK



The ‘Dutch standard’ in PQC migration

Written by Dutch national security agency and
renowned knowledge institutes

Official handover to minister of digital security in March

Publish on dcypher

Note: just as relevant for foreign organisations

Want to collaborate?

Partner? Sounding board?

Approach me or email to ward.vanderschoot@tno.nl

Pick up a copy of the manual in the front

Kick-start your own migration

WHAT’S NEXT?
THE PQC MIGRATION HANDBOOK



BRIDGE THE GAP
THE PQC MIGRATION HANDBOOK

Us

You?
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