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PQC for loT in 5G: New Attack Surface

We need to act NOW
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>1000s Qubits

ECDH, ECDSA, RSA, DSA

2030s

Large Quantum Computers




Emerging Wireless Communication Secure
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Crypto-Agility & Multi-Stage Transition 1 gaoure




Implementing hybrid/composite Sys. pggecu,mf@2
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PQC Sizes PQSecur‘e@




No one-size-fits-all for Today’s Devices pQSecupe@




loT Devices with Crypto HW Accelerators

NORDIC

nRF5280

Arm® Cortex™-M4

@ 64 MHz

Arm CryptoCell CC310
HW Crypto Engine:

AES, Hash, RSA/ ECC, etc.

STM32L5xx

Arm® Cortex®-M33
TrustZone®

@ 110 MHz

HW Crypto Engine:
AES/ DES3, MD5/
SHA/SHA2. RNG etc.

& TEXAS
INSTRUMENTS

CC2642R

ARM® Cortex® -M4F
@ 48 MHz

HW Crypto Engine:
AES/ DES/ DES3, SHA2,
RNG, RSA/ ECC, etc.

SILICON LABS

ARM Cortex-M4

@ 40MHz

HW Crypto Engine:
AES, Hash, ECC, etc.

LPC55S6x

Arm® Cortex®-M33
TrustZone®

@ 150 MHz

HW Crypto Engine:

AES, SHA2, RNG, etc.

[PQSecure

&)

MicrRocCHIP

ATECC608A

Crypto Co-Processor
HWCrypto Engine:
AES, SHA2, ECDH,
ECDSA etc.

SCA protection




PQSecure’s Design Choices Secure

e
CPU B

ARM Coprocessor
@/Fl Core

(c) HW only design with
ASIC or FPGA prototype

(a) SW only design (b) Custom Instructions design
(e.g., ARM Cortex-M4) (e.g., ARM Cortex-M33)

ARM 7 Coprocessor
CPU Coprocessor ARM RISC-V Coprocessor
PQS CPU CPU
Core Code @f Core
(d) HW/SW co-design with HW in ASIC/ (e) HW/SW RISC-V (or custom) with (f) HW only with RISC-V with ASIC or

FPGA and SW in ARM Cortex-M4 ASIC or FPGA FPGA



Integration into TLS

Datapath

CRYSTALS
Sampler

Crypto Engine
Signs and Verifies

Controllers

Kyber
Controller

Sign Req.

CRYSTALS S
Accelerator :
SHA-3
Accelerator I
Verify Req.

Dilithium
Controller

PQ-TLS

HW Accelerator

~ (ol

* Performance for both algorithms is the same as separate modules
 Combined module uses ~30% fewer resources
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TLS Integration to loT: SW/HW Cellular

NRF9160 Cellular
loT LTE/M
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TLS 1.2 in mbedTLS
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HW acceleration makes computations ~ x50 faster
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Questions?

Dr. Reza Azarderakhsh

razd rder pgsecu rit.com

@PQSecure @PQSecure

www.pgsecurity.com
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