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Project „QuaSiModO“
for Quantum-safe VPNs
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Funding

Members Associates

• Hessen3C
•
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Virtual Private Networks (VPNs)
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Challenge 1:
Key size (of the most trusted crypto)
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Maximum transmission unit
(1500 B) 
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Challenge 2:
Optimised (=Inflexible) design
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IPsec-GatewayIPsec-Gateway (DH) key exchange

authentication

IKEv2 (Layer 3 key exchange)
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Challenge 3:
Lossy networks
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Network
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An ideal solution would be … 
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• fast initial connection 

• minimal design

• cipher suites

• hybrid

• manage large keys

• crypto-agile

• KEX-friendly

Error resistantCFlexible
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MACsec / MKA
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MACsec-GatewayMACsec-Gateway

Authentication
Server B

.. aided by an 

authentication server
authentication

key exchange

EAP-XXX

authentication

key exchange

EAP-TLS

PQ-

PQ-

-PQ
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MACsec / MKA Testing

Grundner-Culemann - Quantum-safe VPNs 9

MUC

TLV

Throughput:

• MUC regional: 575 Mbit/s

• MUC → TLV: ~ 90 Mbit/s
• TLV → MUC: ~   6 Mbit/s
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Ipsec / IKEv2 
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IPsec-GatewayIPsec-Gateway (DH) key exchange

authentication
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Ipsec / IKEv2 

Grundner-Culemann - Quantum-safe VPNs 11

IPsec-GatewayIPsec-Gateway (DH) key exchange

authentication
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Ipsec / IKEv2 
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IPsec-GatewayIPsec-Gateway (DH) key exchange

authentication

PQ key exchange 1

PQ key exchange 7

PQ key exchange ..
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Ipsec / IKEv2 
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IPsec-GatewayIPsec-Gateway (DH) key exchange

authentication

PQ key exchange

Connection
established

Keys > 64kB



pq-vpn.de

Ipsec / IKEv2 
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IPsec-GatewayIPsec-Gateway (DH) key exchange

authentication

PQ key exchange 1

PQ key exchange 7

PQ key exchange ..

PQ key exchange

Connection
established
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Testing PQ-IKEv2 
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IPsec-GatewayIPsec-Gateway (DH) key exchange

authentication

Baseline:
~ 18-20 ms
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Testing PQ-IKEv2 
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IPsec-GatewayIPsec-Gateway (DH) key exchange

authentication

Baseline:
~ 18-20 ms

NTRU Prime adds 2-3 ms 
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IPsec-GatewayIPsec-Gateway (DH) key exchange

authentication

PQ key exchange 1

PQ key exchange 7

PQ key exchange ..
with 2 rounds
(CRYSTALSKyber 1024, 
FrodoKEM 640)
< 25ms

(SIKE: ~1s)

Baseline:
~ 18-20 ms

Testing PQ-IKEv2 
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Testing PQ-IKEv2 
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IPsec-GatewayIPsec-Gateway (DH) key exchange

authentication

FrodoKEM 640

Classic McEliece

Connection
established

~ 2.5 s
(in error-free network)
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Security evaluations
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To be continued
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• Testing MACsec + Ipsec together

• More automated proofs

• Consider authentication (more)

• Many more real-world tests

→with you?

• Get in contact: pqc@genua.de

IP Network

Carrier Ethernet

IKEv2

Post-Quantum

Post-Quantum

MKA/PACE

Server A Server B

IPsec-GatewayIPsec-Gateway

MACsec-GatewayMACsec-Gateway
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