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CENTRAL TOPICS TO BE COVERED

el

Limitations of QKD in long-range quantum-safe networks

E Hybridization for secure long-range quantum-safe networks
R (combines QKD with PQC)
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QUANTUM KEY DISTRIBUTION

Establishing Shared Keys with Perfect Secrecy
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QUANTUM KEY DISTRIBUTION (QKD)

« Main features:

- Perfectly secret key
distribution

- Between any two end-
points

- Terrestrially or via space
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Step 2 (out-of-scope):
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Key Establishment Scheme. Source: ETSI QKD GS 014 v1.1.1




QKD NETWORKS

« Gaps to solve:

* QKD links have a
limited range (depending on
technology and desired key
bit-rates)

e Needs:

« Trusted nodes to bridge
longer distances

* Pre-shared keys to authen-
ticate link-to-link nodes
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LIMITATIONS FOR LONG-RANGE QKD NETWORKS
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"QKD is [...] a solution for
transforming a non-confidential
authenticated channel into a
confidential authenticated one."
(Huttner et al.)

Trusted nodes are needed for long-
range QKD

Long-Range QKD without Trusted Nodes is
Not Possible with Current Technology
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LIMIT 1: END-TO-END AUTHENTICITY

* Problem:
- End-point (and node-to-node) authentication via m’
pre-shared keys (PSKs) is only link-to-link $ %
. . N 4 N
- Authentication is not transitive & h)
« One solution: J R N
- Unique PSKs for each entity that requires qQK?"’emrk , ﬁ)
authentication (results in N*2 PSKs for N y ﬁ &
entities) m)
« Requires offline key exchanges (e.g., via a %
“trusted courier”) I ice ﬁn
*  Manageable on a QKD device basis (but
Inefficient when the network gets larger) QKD network. Source: ETSI GS QKD 002 V1.1.1
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LIMIT 2: TRUSTED NODES

 Problem:

* Nodes on the QKD path learn secret
keys (need to be trusted)

- What happens if one node
IS compromised?

* One solution:

« Hybridization, i.e., combine with post-
guantum secure (PQC) mechanisms

- Establishes end-to-end confidentiality
(but cannot guarantee ITS as trade-off)
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PRIMITIVE: HYBRID AUTHENTICATED KEY
EXCHANGE (HAKE)

« Main features:

* Protocol between two entities . )

- Establishes authenticated .
shared key

e Goals: « Authentication via:

- Authenticity of both entities  PSKs, certificates, or passwords

- Confidentiality of exchanged
messages « (Ephemeral) keys via:

- Even more: resilient keys - Key encapsulation mechanisms
(forward secrecy and healing of and QKD keys

channels)
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HAKE IMPLEMENTATION: MUCKLE

« Combining: Many a Mickle Makes a Muckle:
- Keys from QKD layer A Framework for Provably Quantum-Secure

_ _ Hybrid Key Exchange
*  PQC key encapsulation mechanism

° Opt|0nal keys from CIaSS|Ca| Cryptography Benjamin Dowling!, Torben Brandt Hansen®, Kenneth G. Paterson’
(helps for migration to quantum-safe systems)

« PSK for authentication PQC } { }

 Benefits:

End-to-end authentication and
confidentiality (relying on PSKS)

- Resilience (e.g., if PQC fails, guarantees for

QKD still hold) —
«  "Backwards-compatibility” (i.e., add a
PQC/QKD layer to existing classical one) E Sh\ére g }
15/02/2023 Authenticated Key n




OUR PROPOSAL: MUCKLE+

Features:

*  "Muckle with PQC end-to-end authentication"
instead of PSKs

*  Requires only hash functions and ciphers:
«  XMSS: NIST SP 800-208

«  SPHINCS+ (selected for standardization), Picnic
(3" round candidate of NIST PQC)

Trade-offs:
- Enables (end-to-end) services with certificates
«  Computational security

«  Optimized for long-range quantum-safe networks
such as the EuroQCI (without PSKSs)

PoC implementation:

* Available (with experimental results), contact us if
interested
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ON POTENTIAL QDK/PQC END-TO-END Py | | P
HYBRIDIZATION OPTIONS (UPDATED: 15/2/2023)

Confidentiality Authenticity

QKD * Perfect (trusted nodes) + Perfect (N*2 unique PSKSs)
* No resilience * No resilience
QKD + PQC Signatures +  Computational (from ciphers, trusted «  Computational (from hash function or ciphers)
nodes) * No resilience

* No resilience

QKD + PQC Encryption +  Computational * Perfect (N2 unique PSKSs)
* Resilient * No resilience
- if PQC falils, perfect (trusted nodes)
- if QKD fails, computational

QKD + PQC +  Computational +  Computational (from hash function or ciphers possible)
(Encryption/Signatures) * Resilient * No resilience

- if PQC fails, computational (from

ciphers if PQC signatures are from hash

functions or ciphers)

- if QKD fails, computational

PQC (Encryption/Signatures) +  Computational +  Computational (from hash function or ciphers possible)
* No resilience * No resilience
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MIGRATION TO OKD/PQC HYBRID SYSTEMS M W inusi

(CRYPTOGRAPHICALLY)

T

 Build agile cryptographic
systems; use hybrid approach
(QKD/PQC)

Running system

« Add QKD/PQC to your classically
secured cryptosystem if possible
as an extra layer (via hybrid
approach), then switch off
classical layer
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Migration strategies and recommendations
to Quantum Safe schemes

Source:
https://www.etsi.org/deliver/etsi tr/103600 103699/103619/01.01.01 6

O/tr_103619v010101p.pdf
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