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Single-photon Metrology for testing the 
implementation security of QKD systems and 
components



WHY METROLOGY?

QKD is theoretically secure but devices are far from theoretical models. Real systems are vulnerable to side channel attacks. 

For QKD technology to become a viable real-world solution, end-users need confidence in it

An Industry Specification Group (ISG) of
the European Telecommunications
Standards Institute (ETSI) has been
installed from October 2008 to address
standardization issues in QKD, to support
the commercialization of QKD devices on
various levels and stages.

Implementation security: to test real equipment and to estimate how much information such equipment leaks to a potential adversary

www.etsi.org/technologies/quantum-key-distribution

http://www.etsi.org/technologies/quantum-key-distribution


SI Traceablility in quantum photonics

24-27 June 
2014

Quantum Radiometry results necessary to the standardization framework for providing SI traceable
characterization techniques at single-photon level.



Quantum Metrology for Quantum Communication

QUANTUM RADIOMETRY TARGETS

 Develop suitable metrics for:
- Single Photon Sources
- photon counting detectors

 Develop methods and measurement facilities for
characterising non-classical properties of light:

- anti-bunching
- indistinguishability
- entanglement
- quantumness

 Develop measurement techniques:
- to identify QKD systems security vulnerability
- to assess attacks countermeasures
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A device that probabilistically transforms the impinging 
single-photon into a macroscopically detectable 
electrical signal. 

The detector provides the number of detection events 
within certain time duration, from which the detection 
count rate can be determined. 

Examples: Single Photon Detectors (SPD)



Pilot study on the quantum efficiency measurements

Fiber-coupled ID 
Quantique type ID-220

Configuration:
η = 10 % and D = 10 µs

Photon Source: ID Quantique, id300

DUT

InGaAs-SPAD

Traceability chain:



• PC : average optical power of the effective photons measured by the 
DUT

• PC is calculated from the photon rate  absorbed by the DUT corrected 
for dead time and dark counts (ρcorr) , at  λ = 1550.05 nm 

𝜂𝜂DUT =
𝑃𝑃c

𝛼𝛼 � 𝑃𝑃0

The probability of having a click q must be inferred considering how dark counts and dead time D affect the counting
process in a free running single-photon detector (Model)  

with flaser = repetition rate of the laser , 
µ mean number of photons per pulse

𝜌𝜌𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐= 𝑓𝑓𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝜇𝜇𝜂𝜂𝐷𝐷𝐷𝐷𝐷𝐷Ρ𝑐𝑐 =
𝜌𝜌𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐ℎ𝑐𝑐

𝜆𝜆

• In the absence of dark counts and dead times, the probability of having a “click” per laser pulse is     𝑞𝑞 = 1 − 𝑒𝑒−𝜇𝜇𝜂𝜂𝐷𝐷𝐷𝐷𝐷𝐷

The number of the corrected count rate is therefore: 𝜌𝜌𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 = −𝑓𝑓𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 ln 1− 𝑞𝑞



Extended regime to 
23 photons per pulse

Model for pilot study : Regime:
- Free running
- Pulsed laser with fixed flaser
- up to 2.4 photons per pulse



Backflash emission

INRIM SINGLE PHOTON OTDR

- The source is an attenuated pulsed laser

- Temporal trace: histogram of counts/time

- Temporal resolution: 130 ps (jitter of the
detector), spatial resolution: 13 mm

- Back-Reflected light is detected by a free
running InGaAs/InP detector; significant light
leakage (8%) and identifiable temporal profile



Quantum Metrology for Quantum Communication

Single- and entangled photon sources for quantum metrology



Metrology for Testing the Implementation Security of Quantum 
Key Distribution Hardware

Project Consortium

Stakeholder Advisory Board

Chief Stakeholder

Start date: 01 September 2020 
Duration: 36 + 6 months

NMI & DI                       Industries             Academia

http://empir.npl.co.uk/metisq/
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Dr. Salvatore Virzì poster 

Point-to-point (P2P) DV QKD are the most documented protocols by standardization
bodies.

[ETSI-WP8] ETSI White Paper No. 8 Quantum Safe Cryptography 
and Security An introduction, benefits, enablers and challenges

Twin field: 
• weaker dependence on channel losses
• no need of trusted nodes or repeaters

Italian TF-QKD-ready field trial Quantum Backbone for QKD

Standardised methods will support the commercialisation of novel QKD devices



EMN-Q | European Metrology Network for Quantum Technologies

Today, EMN-Q has 18 EURAMET 
Members and Partners from 15 countries.

www.euramet.org/quantum-technologies

quantum@euramet.org

http://www.euramet.org/quantum-technologies
mailto:quantum@euramet.org
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INRIM – Quantum Optics Labs 
Contacts: 

m.genovese@inrim.it

a.meda@inrim.it

INRiM - Quantum Metrology and Nanotechnologies Division

https://quantum-optics.inrim.it/research

EMN-Q 

contacts: quantum@euramet.org

www.euramet.org/quantum-technologies

i.degiovanni@inrim.it

m.gramegna@inrim.it

Thanks for your attention!

Quantum  Optics

research  program

“Carlo  Novero” 

labs
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