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V-PKI
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Root Certificates From To Public Key Signature Algorithm

PCA-1-Verwaltung-23 12/2022 12/2032 RSA4096 sha256WithRSAEncryption

PCA-1-Verwaltung-20 12/2019 12/2029 RSA4096 sha256WithRSAEncryption

Root 10y Sub-CA 6y Subscriber 3y

Use: Governmental (for RESTRICTED Information), Commercial

Subscribers (order of magnitude): 10^6
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Design choices for quantum-safe migration
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• Parallel PKI 

• Composite signatures and encryption (i.e. PQC+Classical)

• Standalone Hash-based signature schemes

• For composite: PQC+ECC, no RSA (space requirements)

• Standardized cryptographic algorithms

• Availability of CA signing devices

• Compatibility to standard applications

• Ultimate fallback option: Hash-based signature schemes
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Signature algorithms for (Root-)CAs
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Algorithm Root Sub-CA Subscriber

RSA4096 1 1 1

Dilithium3+ECDSA-384 5.5 5.5 3.5 + Subscriber-PK

SPHINCS+-192s 14.5 14.5 14.5 + Subscriber-PK

SPHINCS+-192s (reduced) 8 8 8 + Subscriber-PK

HSS-H10/H20-192-W8 3.2 3.2 3.2 + Subscriber-PK

LMS-H20-192-W8 1.1 1.1 1.1 + Subscriber-PK

Numbers are approximate in Kilobytes
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Migration – What it looks like in validity periods

2023 20352025 2027 2029 2031 2033

PCA-23-RSA4096

PCA-25-RSA4096

Last issued RSA-CA

Last issued RSA-Subscribers

PQC-Root-Test

PQC-Root
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• Roughly:

– 2010s -> Development of Algorithms

– 2020s -> Development and piloting for protocols and formats

– 2030s -> Operation

• Migration timeline for a complex PKI (optimistic): 15y

• Interoperability ! ⇒ Standards ! ⇒ Engage !

• The shaping takes place in 2020s

Wrap up
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Thanks for listening!
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Dr. Stavros Kousidis
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