ETSI(Z__»  ETSI/IQC Quantum Safe

The Standards People Cryptography Event

Quantum-safe PKI for the
German administration

Dr. Kaveh Bashiri, Dr. Stavros Kousidis

% Federal Office
for Information Security

14/02/2023



Agenda

S\ | Federal Office
> 1 for Information Security

V-PKI

Design choices
Algorithms
Migration

Wrap up

14.02.2023 | 2



V-PKI

Root 10y gmm Sub-CA 6y gmmSubscriber 3y

PCA-1-Verwaltung-23 12/2022 12/2032 RSA4096 sha256WithRSAEncryption
PCA-1-Verwaltung-20 12/2019 12/2029 RSA4096 sha256WithRSAEncryption

Use: Governmental (for RESTRICTED Information), Commercial
Subscribers (order of magnitude): 106
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Design choices for quantum-safe migration

- Parallel PKI

- Composite signatures and encryption (i.e. PQC+Classical)
« Standalone Hash-based signature schemes

« For composite: PQC+ECC, no RSA (space requirements)
- Standardized cryptographic algorithms

« Availability of CA signing devices

- Compatibility to standard applications

- Ultimate fallback option: Hash-based signature schemes
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Signature algorithms for (Root-)CAs

RSA4096

Dilithium3+ECDSA-384 5.5
SPHINCS+-192s 14.5
SPHINCS+-192s (reduced) 8
HSS-H10/H20-192-W8 3.2
LMS-H20-192-W8 1.1

Numbers are approximate in Kilobytes
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Migration — What it looks like in validity periods

PCA-23-RSA4096
PCA-25-RSA4096

Last issued RSA-CA
Last issued RSA-Subscribers

PQC-Root-Test . _______________________|
PQC-Root #
2023 2025 2027 2029 2031 2033 2035

Federal Office
for Information Security

14.02.2023 | 6



Wrap up

e Roughly:
— 2010s -> Development of Algorithms
— 2020s -> Development and piloting for protocols and formats
— 2030s -> Operation

e Migration timeline for a complex PKI (optimistic): 15y
e Interoperability ! = Standards ! = Engage!

e The shaping takes place in 2020s
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Thanks for listening! Deutschland
Digital-Sicher-BSI

Dr. Stavros Kousidis

TVE BEEN POSING My
Referat KM 21 FUBLIC KEy FOR 15 YEARS

NOLJ, BUT NO ONE HAS
Bundesamt fir Sicherheit in der Informationstechnik EVER ASKED ME FOR IT
Godesberger Allee 185-189 OR USED IT FOR ANYTHING
53175 Bonn AS FARAS T (AN TELL.

E-Mail: stavros.kousidis@bsi.bund.de
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