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About myself

Gürkan Kirca, 26 year old

(IoT) Inspector, Market Surveillance Department

@ Dutch Authority for Digital Infrastructure
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Digital Transformation• Dutch Authority for Digital Infrastructure
• Part of the Ministry of Economic Affairs and Climate Policy
• Mission: “Keeping the Netherlands safely connected”
• +/- 450 colleagues, in Groningen and Amersfoort



Whats wrong with IoT?
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Radio Equipment Directive

Article 3.3 (d, e, f) of the Radio Equipment Directive states:

 (d) radio equipment does not harm the network or its functioning 
nor misuse network resources, thereby causing an unacceptable 
degradation of service;

 (e) radio equipment incorporates safeguards to ensure that the 
personal data and privacy of the user and of the subscriber are 
protected;

 (f) radio equipment supports certain features ensuring protection 
from fraud.
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“Digital Safe Products” program

 New program within our organization, built from scratch, whole new 
area, “pioneering”.

 Digital Safe Products has in scope:
 Standardization;

 Normalization;

 Building of Internet of Things Test Lab and testing IoT products on cyber security;

 Reporting point for “unsafe smart products;

 Talking with branche organisations to create “awareness” of what’s coming with the 
RED 3.3DEF;

 Talking with Notified Bodies to gather knowledge.
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IoT Testlab - Objective

 Market surveillance/regulation/enforcement

 Gather knowledge

 No certifying

 Verifying testability of regulations

 Measurements were performed using:
 Baseline requirements from EN 303 645 V2.1.1.

 Conformance assessment based on TS 103 701 V1.1.1.
 TS 103 848 for “Home Gateway” 

 Guidance with the help of TR 103 621 V2.1.1.
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IoT Testlab - Configuration
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IoT Testlab - Costs

 “IoT Testing laboratory”

 Networking: €4000~

 Server: €5000~

 Workplace: €10000~

 Software: €10000~

 2  4 FTE ethical hackers / 

testers

 0.2 FTE system engineer (for 

basic IT maintenance and 

management)

 It does not only cost money 

to build this, but also a lot of 

time!
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Standard
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EN 303 645 Provisions categories
• Cyber security provisions for consumer IoT:

1. No universal default passwords 
2. Implement a means to manage reports of vulnerabilities 
3. Keep software updated 
4. Securely store sensitive security parameters 
5. Communicate securely 
6. Minimize exposed surface attacks 
7. Ensure software integrity 
8. Ensure that personal data is secure 
9. Make systems resilient to outages 
10. Examine system telemetry data 
11. Make it easy for users to delete user data 
12. Make installation and maintenance of devices easy 
13. Validate input data 

• Data protection provisions for consumer IoTG>H>CACD 15



Test Report – Password example
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Findings on PV inverters
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✔ = 
Pass
❌ = 
Fail
➖ = 
N/A



Findings on PV inverters
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Findings on routers
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✔ = 
Pass
❌ = 
Fail
➖ = 
N/A



Digital threats are a fact of life



Babymonitor example
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Babymonitor example
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Conclusion

 EN 303 645 V2.1.1 is a great guideline to test consumer IoT on 
cybersecurity:
 Provisions are written in an understandable language.

 The categories within this standard are relevant to increase the baseline cybersecurity of 
consumer IoT.

 Generic, purposeful requirements and best practices.

 TS 103 701 V1.1.1 makes it clear what the expectations are and how this
should be assessed.

 TR 103 621 V2.1.1 has good examples for each provision.

 The essential requirements of the RED are leading!

 Preparation for the CRA.
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Reflection, takeaways, learnings

 It takes time to build an Internet of Things testing lab. Start on 

time to build yours!

 Finding the right people with the right knowledge is a challenge.

 Important to send a signal to the industry that Market 

Surveillance Authorities are looking at this.

 Not a completely new method of working, more focus on IoT. Not 

only focus on cybersecurity but also administrative research and 

writing a research report.
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Future projects

 Prepare ourself even further as market surveillance authority 

to test consumer IoT products on cyber security.

 Look at more products that could pose a risk such as 

childcare, renewable energy and Operational Technology
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Thank you

 iot-lab@rdi.nl

 gurkan.kirca@rdi.nl
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