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The commercial context



2. Trends in cybersecurity 
regulation of telecoms
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Cybersecurity regulation is trending



The trend in cybersecurity regulation 

OLD DISTRIBUTED MODEL 

8

Cyber Threat Actors

NEW MORE CENTRALIZED MODEL

National  
Cybersecurity 

Agency
Businesses                     

& consumers Businesses & consumers

National Cybersecurity Agency

Large, well-resourced critical industries 
e.g banks, telecom operators

Self-defence

Self defence



There’s a heavier burden to be borne



3. Regional and national examples
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Clare O’Neil, Minister for Home  
Affairs & Minister for Cybersecurity

A new start in Australia

“

”

Cybersecurity is not a problem we’re going to 
resolve by teaching every teenager and 
grandmother what 2FA is. There are lots of 
risks that people can’t manage themselves. 

One of the principles driving our 
cybersecurity strategy is to push 
responsibilities for cyber protection                
onto the actors in the economy that                   
can most manage them. 

“These companies have a lot more power and 
control over these problems than the 
customers they serve. We should be forcing 
them to take more responsibility for what goes 
on on their networks from a cybersecurity 
perspective.

The old school way of thinking 
about cybersecurity is that events 
like those at Optus and others are 
about private events, affecting 
individuals and companies. 

But when you run systems of national 
significance, or when you hold personal 
information about literally half [your] 
population, that’s not just of interest to 
the company itself or to individual 
customers. It’s also of national interest.

”

“
*Comments made in the July 27 2023 edition of the ‘Risky Business’ podcast



Estonia’s Cybersecurity Act of 2018  
(Implements EECC)



Germany’s TKMoG* of 2020
*Telekommunikationsmodernisierungsgesetz  (implements EECC)



EU Regulation and Legislation

NIS2 Directive

5G Security toolbox

Cyber Resilience Act
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The Telecom (Security) Act



Even in America…



The ITSARs of India’s DoT



Patrick Donegan                                                                  

Founder & Principal Analyst, HardenStance Ltd

Threat Intelligence in Standards and Regulation

ISO/IOC DIS 27002 Decree-Law No. 2023-17 of March 11, 
2023, relating to cybersecurity

Art. 18 - Within the framework of response to cybernetic emergencies, the National 
Agency of Cyber Security carries out the following missions:
• Develop and apply the national cyber emergency response plan in collaboration with 
public and private sector cyber emergency response centres.
• Put in place the technical procedures necessary for the early detection of cybernetic 
incidents and attacks that threaten the national cybernetic space.
• Set up and operate reporting channels for cyber incidents and attacks.
• Reduce the impact of cyber incidents and attacks and ensure business continuity and 
rapid recovery from their effects.
• Alert institutions, administrations and individuals, strengthen information systems, 
manage incidents, organize and coordinate efforts to remedy weaknesses, study them, 
analyze them and plan appropriate solutions.

Art. 20 - The organizations mentioned in article 6 of the decree-law herein shall 
immediately inform the national contact point for the response to cyber emergencies or 
the cyber emergency response center of cyber incidents and attacks and must comply 
with the urgent measures adopted by these.



4. (Some of) The Regulator’s 
priorities
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The regulator’s priorities 
#1 Cyber risk management

• Central to the NIS2 Directive

• Compliance > Compliance+ >Risk Management 

• New regulation a driver but nevertheless subordinate (per 
(TM Forum survey research)



The regulator’s priorities
#2 Incident Reporting

Visibility  Threat Monitoring  Detection & Response 

Core     Transport      RAN        UE

Legislation/Regulation

Enforcement

“24/72 hours”            “30 days” 



The regulator’s priorities 
#3 Better cyber threat intelligence sharing

Challenges

• Common nomenclature and 
formatting. 

• Privacy regulations.

• ‘Trust’.

• Automation

Positive developments

• MITRE’s 5G FiGHT Framework.

• GSMA’s FASG.

• ETSI and GSMA CVD 
programmes.



5. Summary and 
Recommendations
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An informal ‘poll’ from MWC 2023

Taken from “MWC23: Taking Stock of Telco Security” (www.hardenstance.com)



Telco Security Re- Regulation 2.0

Privacy and security 
obligation on telcos 

Increasingly 
prescriptive about 

how to arrive at better 
cybersecurity 

outcomes

Increasingly 
demanding as 
regards better 
cybersecurity 

outcomes

Politically-driven rules 
banning un-trusted 

vendors

Global 
baseline

Subset (for now) of 
advanced countries

Smaller subset (for now)
of leading countries



Recommendations for telcos                
and their regulators

• Maintain ‘engagement 
discipline’.

• Practise risk 
management yourselves. 

• Prescribe with flexibility.

• Enforce with flexibility.

• Staff up.
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• Commit appropriately 

• Engage with people as 
well as processes. 

• “Yes” ? No!

• Collaborate – internally 
and externally. 

• Invest.

Regulators Telcos



Conclusion
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Many requirements are new and challenging…

…Engagement, expertise and investment are                          
all needed…

… in equal measure….and on all sides



patrick.donegan@hardenstance.com
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