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Introduction to ETSI EN 303 645 / ETSI TS 103 645

6/2018: 
Begin TS 103 645 

development

2/2019: Begin 
EN 303 645 

development

Collaboration 
with 

CEN/CENELEC 
JTC 13

Include core 
content of DIN 

SPEC 
27072:2019

Europe-wide 
public enquiry 

and voting

6/2020: 
Adoption and 

publication

Establishes a common baseline across the European and 
wider global market, raising the security bar for all consumer 
IoT devices from near-zero to a good level

Contains generically formulated security & data protection 
requirements to create the necessary flexibility and to cover 
all consumer IoT



Update of ETSI TS 103 645

Clause 5 on security provisions:
No major technical changes
Clarifications / precisions added

Clarifications: E.g. service vs associated service, explaining terms such as disabled, deletion/erasure, ...

Precision: E.g. term constrained device replaced by precised text

Clause 6 on data protection provisions:
Technical changes appear to meet today‘s data protection needs by adding provisions

Current interim draft is publicly available (see in blue)



ETSI TS 103 701 
Assessment criteria for ETSI EN 303 645
ETSI TS 103 701 provides examples and templates for the required

Implementation Conformance Statement (ICS) 
Implementation eXtra Information for Testing (IXIT)

5.10) 
Examine 
system 

telemetry data

5.12) 
Make 

installation and 
maintenance of 

devices easy

5.8) 
Ensure that 

personal data is 
secure

5.6) 
Minimise 

exposed attack 
surfaces

5.13) 
Validate input 

data

5.5) 
Communicate 

securely

5.7) 
Ensure 

software 
integrity

5.11) 
Make it easy 
for users to 
delete user 

data

5.2) 
Implement a 

means to manage 
reports of 

vulnerabilities

5.4) 
Securely store 

sensitive 
security 

parameters

5.3) 
Keep software 

updated

Annex D
Threat model 

Baseline 
Attacker Model

Assurance 
Levels

4) 
Reporting 

Implementation

6) 
Data protection 

provisions for 
consumer IoT

Annex A 
Identification of 

the DUT
ICS

IXIT

5.9) 
Make systems 

resilient to 
outages

5.1) 
No universal 

default 
passwords

Annex C
Sample IXIT

Catalogue of generic test cases mapped to all provisions of EN 303 645:

Changes to be expected
depending on 
ETSI TS 103 645 update



ETSI TR 103 621



ETSI TR 103 621
Example to meet a provision



ETSI TR 103 621
Example allowing non-compliance with a „should“ provision / 
recommendation



Last update on ETSI TR 103 621: V1.2.1

Text was added to consider threats arising from the use
of CIoT devices for domestic abuse

Some examples highlighted in blue

Text was added to consider measures which could help
to mitigate domestic abuse by using CIoT devices

Some examples are highlighted in green

Current work on that topic within ETSI TC CYBER: 

ETSI-Guide to Coercive Control (see SESSION D3-2)

Changes to be expected depending on 
ETSI TS 103 645 update



Overview of ETSI‘s CIoT security documents including verticals

ETSI EN 303 645 / TS 
103 645

Baseline Consumer 
IoT Security 

Requirements

ETSI TR 103 621
Implementation 

examples of ETSI EN 
303 645 

Requirements

ETSI TS 103 701
Assessment of ETSI 

EN 303 645 
Requirements

Verticals

ETSI TS 103 928 

Assessment of Home 
Gateway Security 

Requirements

ETSI TS 103 848

Home Gateway 
Security 

Requirements

Vertical Template for ETSI 
TS 103 701

Vertical Template for ETSI 
EN 303 645

ETSI TS 103 815 
(under 

development)
Smart Door Lock 

Security 
Requirements

ETSI TS 103 927 
(under 

development)
Smart Speaker 

Security 
Requirements

... ...
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Thank you for your attention

Follow us on: 10



Any further questions?

Contact me:

samim.ahmadi@accenture.com


