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Why?

 Standardization provides a framework for establishing and following 
best practices in cybersecurity

 Cybersecurity often involves a variety of tools, technologies, and 
systems. Standardization helps ensure interoperability, meaning that 
different security solutions can work together seamlessly

 Standardized incident response procedures are crucial for handling 
cybersecurity breaches effectively

 Standardization facilitates communication and collaboration within the 
cybersecurity community

 Standards benefit innovation by reducing development time, costs and 
risks

 Many industries and organizations are subject to regulatory 
requirements and compliance standards

 Standardization provides a structured approach to risk management
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Why?
Cybersecurity professionals often deal with sensitive information and have a 
responsibility to protect an individual’s privacy and data 
Standardization provides a structured approach to problem-solving in 
cybersecurity
The field of cybersecurity is constantly evolving. Learning about 
standardization helps engineers stay up-to-date with the latest 
developments and trends in the industry

The ultimate goal of standardization is the implementation of the resulting 
standards in products and services for the benefit of users and the industry as a 
whole

Understanding and applying cybersecurity standards can enhance 
a young engineer's professional development. It can be a valuable 
skill that sets them apart in the job market and opens up 
opportunities for career advancement.
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HOW?
ETSI’s Education on ICT Standardization programme
STF 515 was initiated by ETSI and supported by the European Commission 
starting in 2016
Participation from European institutions in Germany, France, Italy, Spain, and 
Belgium
Duration: 2,5 years (for the first edition)
Second Edition published in 2022 with updates based on feedback received

Goals and objectives:
facilitate education on ICT standardization among lecturers and students
provide training and informational details to diverse audiences
foster the position of ICT standardization in educational programs, training and 
academic curricula
support the EC's standardization strategy, which recognizes the need to train 
new experts
improvement of the employability of future graduates in the area of 
standardization
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WHAT?
Development of Teaching Materials for Education on 
Standardization with a Focus on ICT

Identification of optimal teaching methods and topics via inputs from many experts
Development of teaching materials:

Set of 348 slides
Accompanying 265-page textbook “Understanding ICT Standardization: Principles and Practice”
Case studies and other materials, e.g. quizzes, examples and visualizations to increase the 
attractiveness of the overall topic for teachers and students

Modular design to suit different higher education levels and different study programs
All teaching materials resulting from this action are available for free from the ETSI website: 
https://www.etsi.org/media-library/education
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STF 515 conducted and analyzed in total  26 interviews
7 main topics for the teaching materials were identified:

Introduction to the basics of standardization
Working with standards
The standardization environment (landscape, processes, 
rules etc.)
Standardization management
IPR and standardization in a business context
Macro-economic perspective on standardization 
Standardization, regulation and law

“You can only get people with 
standardization experience from your 
competitors. Graduates usually do not 
have any standardization experience.”

“Use pictures that are easy to understand, 
and that people can easily relate to. For 
example, QWERTY, beer bottles, stairs in 
different countries.”

“Many people teach standards as a minor 
part of their lecture, but it is difficult to 
identify them.”

“Keep the material rather short and 
focused.”

Exploratory study of educational requirements in ICT
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Chapters:
Introduction
Introduction to standards
The standards ecosystem
The production of standards
Standardization and innovation
A strategic perspective on 
standardization
IPR and standardization
An economic perspective on 
standardization and public procurement
Conclusion  

https://www.etsi.org/images/files/Education/Textbook_Understanding_ICT_Standardization.pdf

Cover Page and Chapters
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Objective
Creation of teaching/learning materials for standardization education that are 
tailored to the requirements and challenges of the ICT sector.
The teaching materials are NOT aimed only at universities but could also be 
used by professionals and practitioners, e.g., for internal training.

Features
Modular design
Slide set with all contents of the book
Learning objectives
Visualizations 
Examples
Case studies
Quizzes and solutions 

Features of the Book: General Overview
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The chapters can be read independently of each other.
Repetitions are made, whenever it is necessary (not too many!).
Reference to other chapters are indicated, if required, e.g., a concept has been introduced 
in an earlier chapter.
Every chapter contains a list of abbreviations.
Every chapter contains a glossary.

Modular Design
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The PDF file with all slides (349 slides) can be downloaded on ETSI’s website:
https://www.etsi.org/images/files/Education/Slideset_Understanding_ICT_Standardization.pdf

A PPT file of the slides can be obtained upon request. An email should be sent to 
legal@etsi.org with copy to claire.desclercs@etsi.org

Slide set with all Contents of the Book
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All chapters start with learning objectives

Learning Objectives
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Visualizations
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Examples from real standardization practice to illustrate the key theoretical concepts
All examples are inserted in grey boxes. Examples are provided throughout the book to
support the learning process.
Whereas the principles and concepts standardization hold true beyond the field of
standardization, the examples in the book related to the realm of ICT.

Examples
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The “case” can be a standardization document, a project, an event, an action, or a
company that implemented a particular practice.
Each case study is intended to make readers reflect on a subset of the book’s
learning objectives and messages

Case Studies
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All chapters contain a series of multiple-choice questions in order to enable the readers 
to test their levels of understanding of the chapter contents straightaway.
The solutions to the quizzes are provided at the end of the book for self-testing.

Quizzes and Solutions
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Book feature Importance/advantage

Rich contents and easy to understand Providing accessible contents to the interested reader

Modular design Use of the teaching materials for a complete course or as a part of a 
course

Basic and more advanced contents Guding the reader to where they should start from

Full Slideset about all contents Use of the slideset to support teaching

Length of the book (280 pages) A good book length that can encourage readers to use it. 

Visual book full of real-life examples Making ICT standardization an interesting and attractive to students, 
professionals and general readers 

List of abbreviations and glossary The book as a reference to get access to main concepts and acronyms 
in the field

Free download of the contents Anyone can download the book and the slides

Why should you use the textbook and accompanying 
teaching materials?
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Getting feedback from teaching material adopters around 
the world
Extending the teaching materials with MOOCs (online 
teaching)
Releasing a third edition of the book (ICT is a continuously 
developing field)
Continuing to establish this book as a reference for ICT 
standardization, especially for the future generations that 
have to be more engaged in this field.
Developing a website for the book with content updated 
continuously (blogs, vlogs, links to interesting material, etc.)
Developing new teaching accessories such as 
standardization games
….

Looking forward to getting your ideas, suggestions and your support by adopting 
and/recommending the book in your community. 

Looking ahead!
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Thank you for your attention

Contacts:

Prof. Dr. Nizar Abdelkafi: nizar.abdelkafi@polimi.it
Claire d’Esclercs: claire.desclercs@etsi.org

Follow us on: 18


