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ISC2 is the world’s leading member 
organization for cybersecurity 
professionals, driven by our vision of 
a safe and secure cyber world. Our 
more than 500,000 members, 
candidates and associates around the 
globe are a force for good, 
safeguarding the way we live.



Unfilled demand 
for information 
and systems 
security 
professionals is 
growing globally

Source: 2023 ISC2 Cybersecurity Workforce Study.

4.0M 
Gap

+12.6% YoY

We have 
5.5M  

cybersecurity 
workers
+8.7% YoY

We need 
9.5M 

cybersecurity 
workers

+10.3% YoY

+73% Needed to 
close the gap



There’s a critical need for cybersecurity staff

Significant staff 
shortage
21%

Slight staff 
shortage
46%

Right 
amount
30%

Surplus staff 2%

Industries with the greatest shortage
Education (78%)

Government (78%)
Nonprofit (76%)

Military/military contractor (76%)
Aerospace (75%)

Industries with the lowest shortage
Consulting (54%)

Hosted/cloud services (55%)
Security software/hardware development (60%)

Engineering (61%)
Telecommunications (62%)

67% 
report 
staffing 

shortages

Source: 2023 ISC2 Cybersecurity Workforce Study. 



Without enough cybersecurity staff…

Not enough time for 
proper risk 
assessment and 
management

50%
Oversights in 
process and 
procedure

45%

Misconfigured 
systems

38%

Slow to patch 
critical systems

38%
Can’t remain aware 
of all active threats 
against the network

35%
Not enough time to 
adequately train each 
cybersecurity team 
member

34%

Source: 2023 ISC2 Cybersecurity Workforce Study. 



Cyberattacks in 2023



Source: 2023 ISC2 research, How the Cybersecurity Workforce Will Weather a Recession 
https://www.isc2.org/Research/How-the-Cybersecurity-Workforce-Will-Weather-a-Recession 

87% believe cyber 
staff reductions 

increase risk

4 out of 5 believe a 
weakening economy will 

increase cyber threats

https://www.isc2.org/Research/How-the-Cybersecurity-Workforce-Will-Weather-a-Recession




You’re 
hired!

Why hire entry- and junior-level staff?

Source: 2023 ISC2 research, How the Cybersecurity Workforce Will Weather a Recession 
https://www.isc2.org/Research/How-the-Cybersecurity-Workforce-Will-Weather-a-Recession 

1 in 3 C-suite execs agree: 
It’s cheaper! (🤣🤣🤣)

Entry- and junior-level staff focus on 
day-to-day tasks, freeing up senior staff 

Please 
complete 

that report.

Can do, 
boss!

https://www.isc2.org/Research/How-the-Cybersecurity-Workforce-Will-Weather-a-Recession


and Junior-Level Staff

Top 5 Tasks for 
Entry-Level Staff 
(Less than 1 Year of Experience)

35% Alert and 
Event Monitoring

35%
Documenting 
Processes & 
Procedures

29% Using Scripting 
Language

28% Incident Response

26% Reporting (Developing/ 
Producing Reports)

Top 5 Tasks for 
Junior-Level Staff 
(1–3 Years of Experience)

48% Information Assurance 
(Authentication, Privacy)

48% Backup, Recovery, & 
Business Continuity

47% Intrusion Detection

47% Encryption

46% Penetration Testing

Source: 2022 ISC2 Cybersecurity Hiring Managers Guide.



Participant Quote 

“They often bring 
an element 
of creativity and 
out-of-the-box 
thinking to the 
team.”

Source: 2022 ISC2 Cybersecurity Hiring Managers Guide.



“They often bring 
an element 
of creativity and 
out-of-the-box 
thinking to the 
team.”

Source: 2022 ISC2 Cybersecurity Hiring Managers Guide.



Source of talent

52%

46%

46%

45%

43%

33%

18%

Staffing/Recruitment Organizations

Partnerships with Certification Organizations

Partnerships with Colleges and Universities

Standard Job Postings

Apprenticeships/Internship Programs at Organization

Partnerships with Local, State
and Federal Workforce Programs

From Inside My Organization

Source: 2022 ISC2 Cybersecurity Hiring Managers Guide.



Where to find talent inside your organization

Source: 2022 ISC2 Cybersecurity Hiring Managers Guide.

89%

29%

29%

22%

20%

10%

9%

7%

IT

Technical Support/Help Desk

Human Resources

Customer Service

Communications

Finance

Marketing

Legal



Look for these traits when hiring 
entry- and junior-level team members

Source: 2022 ISC2 Cybersecurity Hiring Managers Guide.

TOP 5 
NONTECHNICAL 

SKILLS 
1. Ability to Work in a Team 
2. Ability to Work 

Independently 
3. Project Management 

Experience 
4. Customer Service 

Experience 
5. Presentation Skills 

TOP 5 
PERSONALITY 
ATTRIBUTES 

1. Problem Solving 
2. Creativity 
3. Analytical Thinking 
4. Desire to Learn 
5. Critical Thinking



Who is the best person on your 
cybersecurity team? Why?



College 
degree not 
necessarily 

required



Ways to bring entry- and junior-level staff up to 
speed

Formal on-the-
job training

Exposure 
training Apprenticeships Mentorship



help





Main takeaways

The 3.4 million cybersecurity 
workforce gap puts 
organizations at risk

Look within your organization 
for cyber talent

Hire entry- and junior-level staff 
to take on day-to-day tasks and 
inject fresh thinking

Look for nontechnical skills 
and attributes; you can teach 
the rest later

Think outside the IT box 
when hiring staff 

Set your team up for success 
with good salaries, fair 
treatment and training



Thank You!
Jon France, CISO, ISC2

jfrance@isc2.org 

Any 
questions?


