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RISE Cybersecurity Unit

One of the largest cybersecurity research and innovation groups in Sweden

Participate in

» European Cybersecurity Organization (ECSO)
. « EU Stakeholder Cybersecurity Certification Group (SCCG)
. ! « Standardization (IETF, 5GAA, ...)

Leading the Swedish National Cybersecurity Innovation Node (part of NCC-SE)
Owns RISE Cyber Range

Co-founder of Cybercampus Sweden (cybercampus.se)

Coordinator of Horizon Europe CUSTODES, a cyber certification project
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loT security building blocks




Cybersecurity Certification

for loT software

More than 99% vulnerabilities are software based
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High-level step in loT cyber certification

1. A device vendor communicates the secure state of a device to a
conformity assessment body (CAB)

2. The CAB verifies the software integrity of the device and issue
an integrity certificate

3. A potential communication end-point (Edge/cloud) of loT
devices verifies that the device integrity certificate is valid
and/or the current state and the attested state are the same

nx



loT software certification: design
requirements

Digital guarantees: based on math and crypto (not verbal or manual guarantees)
The process must be automated and lightweight

Certification should work with future software updates

Validity & authenticity of the certificate should be easily verifiable

Certification process should itself be secure
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loT Device
Remote
Attestation

Device Vendor

us]

mmﬁmﬁ

I0oT Device

,IJ.I.I.I.I.I.I.I.I.I.I\

Exchange Reference Values

TPM ’

UDevp, device profile, Signaturegyp

>
IN, UDevy,, PCRSelection, Signature ,g
€

Generate attestation Evidence:
tpm2 quote (N, PCRSelection) = Evidence, Signature ,;
Generate integrity keys:

tpm2_create (PCRSelection) = IK,

pub > IKpriv

Evidence, IK,;, Signature, g

>

Verify Signature,

Compare Evidence with Reference Values

Risk Evaluation based on device profile

Generate Assurance Level based on device profile
Generate integrity_proof: PCRSelection || IK,,,
Generate Signature

Custom Integrity Certificate Assurance Attributes

CA

)

- |o
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Using PKI for both Authentication & Assurance

« Public Key Infrastructure (PKI) is a state-of-the-art digital certificate
management system for the Internet

* Can we leverage on PKIl infrastructure and use X.509 certificates also as
integrity certificate?
— Include assurance attributes in X.509 extensions

— Can be marked as non-critical ensuring compatibility with standard X509
certificates when integrity certificate is not needed

* IETF RFC 9148: Enrollment over Secure Transport with the Secure Constrained Application Protocol

* CBOR Encoded X.509 Certificates (C509 Certificates). draft-ietf-cose-cbor-encoded-cert-05 RI

* PKI4IoT: Towards Public Key Infrastructure for the Internet of Things. Computers & Security journal (Elsevier), Volume 89,Pages 101658, February 2020 [
* Lightweight Certificate Revocation for Low-power IoT with End-to-end Security. Journal of Information Security and Applications (Elsevier), Volume 73, SE

103424, March, 2023
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Version V3
Serial number e4bb2f3d45efabbcd..
Signature ecdsaWithSHA256
Issuer CA Name
Validity Friday, Feb 28,2022 12:00:00 to
Data Friday, Dec 31, 2022 12:00:00
CO m b| N ed Subject (UDev),) ‘Device Name :: CA Name’ or EUI-64
1 1 Subject public key info ecPublicKey, prime256v1 & 64-byte
AUt h e nt I Cat on & uncompressed ECC public key
Assurance Certificate
Issuer & subject uniquelD : -
v s Assurance Level : 0OID D XX . XX. XX . XX
— & Critical : No
Value : High
integrity_proof : OID D XX. XX . XX . XX
Extensions Critical : No
Value : PublicKey
Signature : OID D XX. XX . XX. XX
Critical : No
Value : 212609141106 ......
Signature algorithm ecdsaWithSHA256
Signature
Signature : 3082010a02820101 ......

nx
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Addressing TOCTOU issue

Time-of-check Time-of-Use (TOCTOU) is a race condition between the time the
devices was attested and the current state.

Using TPM, an attester (IoT device) generates integrity key (1K), an asymmetric

keypair IK,;, and IK,,, , using the PCRSelection (hashes of software).

The PCRSelection ensures that IK will not be valid if the software state of the
device changes (a.k.a., TPM Sealing)

IK is strictly connected with the state of 10T device and detects TOCTOU discrepancy
if software is updated

R
SE
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Realtime
Verification of
Assurance

10T Device

E TPM ,

Edge/Cloud

Parse Certificate extensions
Verify Signature 5

Get assurance_level

If assurance_level meets device
policy, Level 1 successful

Generate challenge n

II<‘pub (n)

Encrypt n using IK,,,,,

€

Decrypt IK,,,;, (n)
Concat PCR withn : PCR || n

Sign with AK
Encrypt with .

priv

. n

: PCR || n || Signature ,x
:IK,,,;, (PCR || n || Signature ;)

IK iy (PCR || n || Signature,y )

<

Decrypt : PCR || n || Signature
Verify Signature ,;

Compare n,,,,;,.; With n

If PCR is equal to PCR,,,;,gip, from
Certificate, Level 2 successful

f
Level 1 Verification

|
Level 2 Verification




AutoCert — The Process
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Initiate certification
.
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Request Remote Attestation

Evidence
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Exchange
Assurance
Attributes
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Request Certificate Enrollment
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Enrolled Certificate
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S/W, Platform Certificate,
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--> Pre-deployment Phase =~ —>Remote Attestation Phase

ﬁ%@ ElectricVehicle g§i(™"* BCU Q;-;IOT Ownerz Device Manufacturer Assessment Body

2 Conformity PKI Certification Charging

= Authority Point

= Integration of Cert, | Certye __ > Cert,. Verification
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Implementation & Evaluation A result

22000

20000

Proof-of-Concept implementation with 18000

AutoCert: Automated TOCTOU-secure Digital
Certification for loT with combined Authentication and
Assgr_anﬂce”i In: Computers & Security journal (2023)

(‘_}
Average latency of each TPM function on th

OPTIGA TPM Evaluation Kit (Infineon) 4 Bl_
OPTIGA TPM evaluation platform. S



New Standardization Efforts at IETF

Software Updates for the
Internet of Things (SUIT)

Update

LSoftwa re

Certification

Continuous
Certification

Firmware

Updates
— 4

utomated

Trusted Execution
Environment Provisioning
(TEEP) & TCG’s TPM

Attestation

Remote

Attestation

Remote ATtestation
ProcedureS (RATS)
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Conclusion

* An loT device software state can be automatically attested, verified, and certified

I\/!a.tch b/w remote attestation & Avoid storing additional Standard compliance
certificate Issuance, TOCTOU-secure

17

Provides TOCTOU security between remote attestation and certification

Combines loT assurance with PKI digital certificate (Authentication-
Assurance Certificate)

Remote attestation mechanism based on standards (RATS)

Standardized way for distribution of certificate (PKI)

3 O © o

certificate
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