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Introduction

Bio: Ben Smeets
@ Ericsson Senior Expert: trusted computing
@ Chair at Lund University in Digital Techniques and worked on cryptography, data
compression, and information theory, and channel coding

@ ETSI: Rapporteur for ETSI TC LI effort to standardize X0 interface
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Certificates as identities in a virtual world Ay

The two most dominating uses of certificates are

* |n secure communication protocols: e.g. (mutual authenticated) TLS/DTLS, IPsec

* Signature verification for securing object transfer: e.g. signed SW, attestation reports
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Main headaches of certificate management for VNFs

LCM also very dynamic

* Instantiation is dynamic/automated

Even more dynamic inside VNF, particularly when

container technology is used

systems.

* (these use) proprietary APIs for defining end-
entities — but standard protocols to enroll
certificates for end-entities, e.g. CMPv2, EST
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No birth identity/certificate for the virtual NF
Each VNF requires several certificates, e.g. SBA, O&M, LI

VNFs have dynamic life cycle which makes certificate

Most network operators want to use high-grade PKI
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Establishing an identity in a VNF is Trust
bootstrapping

The CSP (tenant) must establish trust in < Irust relation >
the instantiated VNF that will hold to Instantiation »

certificate through a series of interactions csp —> V.\I::::;m?:te TSsuance

that will extend the CSPs trust into the

instantiated VNF ‘ /

I Check if the instance can be trusted
and if OK prepare fetching of certificate

(= = -

VNF

Issue certificate (=identity)
Certificate

EXECUTION INFRA
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Establishing an identity in a VNF is "~ %
Trust bootstrapping

Idea is that the certificate issuer via the attestation protocol has ®

e Established a secure way to interact with the requester VNF

« Verified the requester is trusted (to behave correctly (aka P L > P Memarement
correct software) and keep secrets) ]

e Can uniquely identify the requester ®

®
The above establishes the initial trust that the certificate issuer S NG (around rath)
can use to assign a certificate (for a certain purpose like SBA,
O&M or Ll) to the requester 0: ground truth co.nfiguration
1: remote attestation
2: request for certificate provisioning
3: attest consultation
Hence the certificate issuer becomes a Relying Party of the attest 4: CA end-entity configuration
5: certificate enrollment (e.g CMPv2)

verifier that checks the attest report which the requester has
given (say at start up).
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Certificate Management Function (CMF) N\ 2

ETSI GS NFV-IFA 026 v4.5.1

o e . o . egend:
The Certificate Management Function (CMF) is introduced to L_g;g;‘;ﬂ:m:oe;;;;ﬁewm
L M CMF CA Out of scope of the current version of the document
automate the management of certificates in NFV
—
* Synchronizing the LCM operations for certificates with the VNF 055/8SS %\i‘i_iﬁ_ NFVO
LCM Cm-Vnfm

EMS

* Automating initial registration at the CA for at least the VNFCI(s)
end-entities dedicated to inter-VNFI secure communications

VNFM

VNF

* May interact with an attestation service so that certificate
requests be validated as originating attested VNFCls NP i

NFV-MANO

The CMF supports at least one of the defined certificate , _ o )
‘- ” " . ” CMF in the NFV architecture — “direct-mode” for VNFCI and VNF
management modes: “direct-mode” or “delegation-mode OAM certificate management (from ETSI GS NFV-IFA 026 v4.5.1)

Various use-cases (e.g., certificate enrolment) for each certificate
management mode are described. Requirements on CMF and NFV-
MANO are introduced accordingly

Security considerations for direct vs. delegation mode are listed

© ETSI 2023. All rights reserved.
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CMF Modes: ETSI GS NFV-IFA 033 v4.5.1 Y

i . . egend:
The specification of the interfaces for the new CMF-to-VNFM o
. . . . LN ol CMF CA Out of scope of the current version of the document
reference point is based on the characteristics of the certificate
. . [
management modes and on various requirements from IFA-026 055855 %\ |
1 NFVO [
V.4 . 5 . 1 Cm-Vnfm

EMS

* |n “direct-mode”: the CMF consumes a subset of the
existing VNF LCM interface exposed by the VNFM: YN

VNF

This mode works as described before, i.e. keys created inside
VNF

NFVI ViIM

NFV-MANO

“ . ” . CMF in the NFV architecture — “delegation-mode” for VNFCI and VNF
* In “delegation-mode”: the CMF exposes new interfaces to be OAM certificate management (from ETSI GS NFV-IFA 026 v4.5.1)

consumed by the VNFM, which acts as a delegate for certificate
management operations on behalf of VNFI(s)/VNFCI(s)

In this mode, keys are created in VNFM and inserted and thus
less secure than direct mode
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Conclusions
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https://www.linkedin.com/company/etsi?trk=biz-companies-cym
https://www.facebook.com/etsi.standards
https://twitter.com/ETSI_STANDARDS
https://www.youtube.com/user/ETSIstandards
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Any further questions?

Contact me:

ben.smeets@ericsson.com
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