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Is AI Security Scalable?
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Not Yet

Until we Innovate, Build and Enhance it
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It took 30+ years despite techniques and tools availability
Is traditional cybersecurity scalable?
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How long will AI Security take?
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Fueled by Adoption and Increased Attack Surface Area
AI 2.0 to 3.0 – Paradox | Simultaneous Growth of AI and Risk
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AI 1.0 | Machine Learning AI 2.0 | Deep Learning AI 3.0  | Generative AI
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Twitter taught Microsoft’s AI chatbot to be a racist 

in less than a day - The Verge
Exclusive: Surveillance Footage of Tesla Crash 

on Bay Bridge (theintercept.com)
Samsung workers inadvertently leak data to 

ChatGPT after chatbot ban lifted (rappler.com)

Timeline20222011

https://www.theverge.com/2016/3/24/11297050/tay-microsoft-chatbot-racist
https://www.theverge.com/2016/3/24/11297050/tay-microsoft-chatbot-racist
https://theintercept.com/2023/01/10/tesla-crash-footage-autopilot/
https://theintercept.com/2023/01/10/tesla-crash-footage-autopilot/
https://www.rappler.com/technology/samsung-workers-leak-data-chatgpt/
https://www.rappler.com/technology/samsung-workers-leak-data-chatgpt/
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So, What’s the Problem? 
Security and Risk Challenges
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AI 2.0 AI 3.0

Adapted from: ETSI GR SAI 004: "Securing Artificial Intelligence (SAI); Problem Statement".
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Emerging Security Challenges for AI Applications

OWASP Top 10 for ML and LLM Risks
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- ETSI GR SAI 004: "Securing Artificial Intelligence (SAI); Problem Statement".
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MultiCloud AI: Emerging Security Challenges for AI Applications

AI Systems are under attack: A Problem We Can No Longer Ignore
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“Conventional [cybersecurity] controls ARE NOT enough [for AI applications across Multicloud].”
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Newer AI Security attack 
surfaces

Complex Enterprise 
Technology Landscape

Skill shortage

Fragmented & Costly 
tools/Solutions

AI Security Challenges

•Brand reputation damage

•Financial losses of ~ > 3 billion EUR in 2022 *

•Regulatory non-compliance

Business damage

•Incomplete zero-trust architecture

•False sense of security for AI workloads

•Unable to experiment & scale to harness the power of 
LLMs

•Productivity losses & security fatigue

Loos of technology trust

2 in 5 organizations had an AI privacy breach or 

security incident, of which 1 in 4 were malicious 

attacks.

* - Estimated number inclusive of direct revenue losses and indirect market valuation looses

Impacts

IT Manager

CXO

AI/ML Developers

Security Manager

Compliance Officer

- Machine Learning Engineer, 

Leading Analytics company (Male 

28 years, Bangalore, India)

“I want to focus on building 

good models, and I don't want 

to worry about security and 

other things.”

- CISO of a global retail & 

investment bank ( Male, 44 

years, London, UK)

“I want to ensure that my 

products are reliable, secure, 

and trustworthy to instill 

confidence in our customers.”

BUYERS

USERS

Stakeholders' Voice
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AI/ML is part of System; Complex one
Security is everywhere
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https://www.ml4devs.com/articles/mlops-machine-learning-life-cycle/

https://developers.google.com/machine-learning/crash-course/production-ml-systems

https://gomindsight.com/insights/blog/what-are-the-7-layers-of-security/

https://www.ml4devs.com/articles/mlops-machine-learning-life-cycle/
https://developers.google.com/machine-learning/crash-course/production-ml-systems
https://gomindsight.com/insights/blog/what-are-the-7-layers-of-security/
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Adversarial mean involving opposition – Impact & intent matters
Understand Attacks - Not all adversaries are bad but few are nasty

Positive

(Developers)

Negative

(Attackers)

Input -> Data

Robustness Poisoning, Evasion, 

Extraction, Inference, 

Model Perfomance 

degradation

Process -> Model Training

Generative Adversarial 

Network

Weak Models

Output -> Model

Ensemble Models Manipulated Model, 

Offesnive AI

(e.g. In malware)
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Impact & Intentions
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Can AI Asset be compromised despite existing measures?
Input -> Data
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Blocked by Network Firewall

(OSI Layer 3, 4)

Blocked by Web Application Firewall 

(OSI Layer 7) 

Non-Web Attack 

(HTTP/HTTPS)

Web Attack 

(HTTP/HTTPS) 

Generation 1.0 and Generation 2.0 

Inclusive of Defense-in-depth layers -

Policies, Physical, Perimeter, Network 

Generation 3.0 

Inclusive of Defense-in-depth layers - Policies, 

authentication and authorization 

Network Firewall Web App Firewall App Server with Al

API Endpoint API Clients
API

Request

Attack as part of Al 

payload 

Posing as 

legitimate user 

Hacker with spoofed Identity 

Actual user with malicious Intent

Hacker possesses client device

Hacker has access to client device
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02
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5G Network & Adversarial Threats
The need to secure AI

Source: https://arxiv.org/pdf/2009.02473.pdf

Traditional Cybersecurity

Cybersecurity of AI

https://arxiv.org/pdf/2009.02473.pdf
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The Next-Gen Capability to Secure AI
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Legends Capabilities Application Security Context

01 SAST Static Application Security Testing (e.g. code scan, artefacts scan, etc.)

02 IAST/DAST Interactive/Dynamic Application Security Testing (e.g. application run time probing)

03 RASP/WAF/Monitoring Real time application security protection / Web Application Firewall / Monitoring

Prepare Data Validate Model Deploy Model Monitor Model

AI SECURITY ASSESSMENT 
IN DEVELOPMENT

IAST/DAST Mode: AI and ML Models

02Train Model

AI ENDPOINT DEFENSE 
IN OPERATION

RASP/WAF/Monitoring Mode: incoming
data

03

AI ARTIFACT ASSESSMENT 
IN DEVELOPMENT

SAST Mode: Models, Notebook

01

Secure AI/ML Workflow

Adapted from: 

ETSI GR SAI 004: "Securing Artificial Intelligence (SAI); Problem Statement".

ETSI GR SAI 005: "Securing Artificial Intelligence (SAI); Mitigation Strategy Report".
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Increased focus of regulators on AI Risks
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EU Artificial Intelligence ActAI Risk Management Framework
AI Cybersecurity and Risk 

Management
Cybersecurity for Artificial 

Intelligence

NIST EU Parliament
US Securities And Exchange 

Commission
ENISA

BANKING
Focus: Model Risk Management for AI

HEALTHCARE
Focus: AI based SaMD

TELECOMMUNICATIONS
Focus: 5G & beyond

AUTOMOTIVE
Focus: Automotive cybersecurity

ML enabled Medical Devices

AI/ML-based SaMD Cybersecurity

Algorithmic 
Accountability 

Act 2022

Model risk 
management for 

banks

Vehicles 
cybersecurity 
management

Vehicles 
Cybersecurity 
Engineering

Technical Committee on 
Securing AI in ICT-enabled 

systems (TC SAI)
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Best Practices and Frameworks

14
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A strong global customer pipeline and strategic partnership base across industry
Introducing AIShield – Securing AI systems of the world

GLOBAL CUSTOMER & USER BASE ACROSS INDUSTRIES

Technology Cloud
Cyber 

security
ML Ops Domain Alliances

AI SECURITY LEADERSHIP RECOGNITION & AWARDS

KEY PARTNERSHIPS & INDUSTRY ASSOCIATIONS

Healthcare IoT

19

40+
Organizations trust AIShield across Banking, 
Healthcare, Telecommunications, Automotive 
and Manufacturing industries since 2022.

Representative Vendor in 2023 
AI TRiSM Market Guide

TESTIMONIALS

“Partnering with AIShield for AI security is 
already having a strategic impact on our ability 
to win large-scale AI RFPs.” - CTO Data & 
Technology Transformation, Renowned Tech 
Consulting Corporation, Germany

“AIShield solution approach is very unique and 
fits our need to make AI trustworthy. AIShield is 
a first vendor to demonstrate Security, 
explicability and bias solution together” - Sr. 
Director AI/ML, Leading Bank, UK

TIC*

TIC* - Testing Inspection & Certification
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AIShield Offerings for Secure & Scaled AI 2.0 to 3.0 adoption

Enterprise ready AI AppSec SaaS Product 

AI 3.0 | AIShield - GuardianAI 2.0 | AIShield - AI Security

Guardrail for Safe & Compliant Generative AI

Advanced Technology backed by 35+ Patents
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Telecom Case Study
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We need techniques and tools today at scale
To make AI Security Scalable

Technology 
Integration:

Automation

Cloud 
Adoption

Advanced 
Analytics

Policy 
Standardization:

Standards

Frameworks 
& Procedures

Continuous 
Improvement

Workforce 
Development:

Training

Expertise

Modular 
Architecture:

Modular 
Design

Decentralized 
Controls

Community 
Engagement:

Collaboration

Open Source 
Utilization
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We together need to  Innovate, Build and Enhance it

Current Maturity

Low

Medium

High
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Is AI Security Scalable?

28

Yes, We are on the journey.

ETSI – TC SAI is providing one of the pathway
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Thank You
For more information, please visit 

Brochure

Intro Video

LinkedIn Page

Website

Marketplace

Key Mentions

AIShield AI Security Product: AIShield.GuArdIan GenAI Security: 

WIPRO State of 

Cybersecurity Report 2023

Resources

Gartner Blog on GenAI 

Security

AIShield.Contact@in.bosch.com

https://boschaishield.com

Ethical AI Database OECD Artificial Intelligence Policy 

Observatory

Webcast: Fighting New 

Era Bandits Who Are 

Plundering Your AI/ML 

Application

Webinar: 

Transforming AI 

Security and Safety

Webinar: The Need 

to Secure AI

Webinar: AI Security for 

SaMD - Fortifying AI 

Systems against Attacks in 

Medical Technologies

Blog: The Generative AI 

Frontier - Mastering LLM 

Adoption For CEOs And 

CTOs

GuArdIan GenAI Security 

mentioned in APN Blog

APN Blog: AIShield –

Sagemaker Integration

Webinar: Attacks on 

Tiny AI

Dell NativeEdge 
Partner

Webinar: Safeguarding Your 

Enterprise from Risks of 

Generative AI and LLM

https://www.boschaishield.com/media/downloads/ai_shield_brochure_digital.pdf
https://www.youtube.com/watch?v=1LJVb6CYGUs
https://www.linkedin.com/company/bosch-aishield/
https://www.boschaishield.com/
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/rbei.bgsw_aishield_sentinel?tab=Overview
https://www.wipro.com/cybersecurity/state-of-cybersecurity-report-2023/
https://home.mlops.community/public/videos/transforming-ai-safety-and-security
https://academy.greenlight.guru/ai-security-for-samd-fortifying-ai-systems-against-attacks-in-medical-technologies-1#:~:text=About%20this%20course-,AI%20algorithms%20empower%20healthcare%20and%20medical%20technologies%20in%20developing%20new,performance%20medicine%20and%20much%20more.
mailto:AIShield.Contact@in.bosch.com
https://boschaishield.com/
https://www.eaidb.org/map
https://oecd.ai/en/catalogue/tools/aishield-ai-security-product
https://www.youtube.com/watch?v=Q46MRUzqQb0
https://www.forbes.com/sites/forbestechcouncil/2023/04/25/the-generative-ai-frontier-mastering-llm-adoption-for-ceos-and-ctos-to-drive-business-success/?sh=4de5b476a350
https://aws.amazon.com/blogs/apn/why-aws-partners-are-excited-about-the-latest-innovations-in-generative-ai-on-aws/?sc_channel=sm&sc_campaign=Gen_AI,AI,PTNR_AIML,APN_Blog&sc_publisher=LINKEDIN&sc_geo=GLOBAL&sc_outcome=awareness&trk=APN&linkId=233596730
https://aws.amazon.com/blogs/apn/build-and-deploy-secure-ai-applications-with-aishield-and-amazon-sagemaker/
https://www.youtube.com/watch?v=6imKZVqvR7o
https://aws.amazon.com/marketplace/pp/prodview-ppbwtiryaohti
https://aws.amazon.com/marketplace/pp/prodview-ppbwtiryaohti
https://www.youtube.com/watch?v=7rheyKUt4rM
https://www.dell.com/en-us/dt/corporate/newsroom/announcements/detailpage.press-releases~usa~2023~05~dell-nativeedge-software-transforms-edge-operations.htm#/filter-on/Country:en-us
https://youtu.be/uZByvGjr1jU
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