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Industrial Context: Healthcare loT Application JCAAT S

New
Stakeholders mL Healthcare lIoT Application _ Third-party Applications

Medical Teams ? O :: Upgrade
= |
N 3 || = EHR |
~ —_— ||
- - ~ -~ |
\\\\~ ,/,’ " \\\\ || ||
Central Control B ot // ! S €----> I
- ~
- d i N | !
- s || . Pharmacies |
|
m_m I ._]_ I
Caregivers . |
! _— I ) o Application
Mobile iPad/Tab Web L .
v S
1
|
___________ Y D - — — — —

+ Q,m °
Patients e - J 5’1
—

Dispenser Blood Glucose Pulse Oximeter Thermometer |

Medical Devices Icons from

https:/ /www.flaticon.com

Optimizing the Value of Automat




10th

Automated Testing Challenges UGCAAT S

Testing healthcare IoT applications at scale

® Integrating thousands of medical devices
@® Time-consuming, costly, and impractical
® Using medical devices assigned to patients for testing

@® Unsafe
@® Privacy concerns

® Service blocking by medical device service providers
® Damaging of medical devices during testing

Support automated testing of healthcare loT applications
® Create digital twins of medical devices
® Model-driven engineering approach
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Approach: Model-based Digital Twins
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Approach: Model-based Digital Twins  JCAAT S

OCL Constraints

) ™ e mixmi H
Device Domq i n DeV|ce I n stq nce : @ xm!ns:xrfﬂ http://www.omg.org/XMI :
1 (@ xmi:version 2.0 :
MOdeI MOdeI : v [e] nsO:Device :
: xmins:ns0 http://www.example.org/dt_im 1
: type Karie :
1 status ok :
: number 121212 1
: location Oslo :
: @ note New note :
“Device": { 1 v [g] nsO:MedicationPlan :
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"IntakeTime": { : (@ next_roll false 1
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Approach: Model-based Digital Twins  JCAAT S
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if not Cartridge.is_empty:
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Approach: Model-based Digital Twins  JCAAT S
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Approach: Model-based Digital Twins  JCAAT S
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Karie medicine dispenser

DT and PD operate >92%
similarly
@® Response time

@® Status codes (Success &
Failure)

100 DTs similarity with PD
® >92%
@® Response time

@® Status codes (Success &
Failure)
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Experiences and Lessons Learned JCAAT S

Empowering healthcare loT application test
infrastructure with DTs

One-time modeling effort and can be easily
reused for building other DTs

DTs’ fidelity in terms of their internal
behaviors

20 The need for domain-specific testing
) strategies and test optimization
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